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Foreword

The United States and our international partners made major strides to defeat and degrade
international terrorist organizations in 2017. We succeeded in liberating nearly all of the
territory ISIS once held in Irag and Syria. We increased pressure on al-Qa’ida to prevent its
resurgence. We amplified efforts to expose and curtail Hizballah’s malign activities inside
Lebanon, in the Middle East, and across the globe. We worked with allies and partners around
the world to expand information sharing, improve aviation security, enhance law enforcement
and rule of law capacities, and prevent terrorist recruitment and recidivism.

Despite our successes, the terrorist landscape grew more complex in 2017. ISIS, al-Qa’ida, and
their affiliates have proven to be resilient, determined, and adaptable, and they have adjusted to
heightened counterterrorism pressure in lraq, Syria, Afghanistan, Libya, Somalia, Yemen, and
elsewhere. They have become more dispersed and clandestine, turning to the internet to inspire
attacks by distant followers, and, as a result, have made themselves less susceptible to
conventional military action. Further, the return or relocation of foreign terrorist fighters from
the battlefield has contributed to a growing cadre of experienced, sophisticated, and connected
terrorist networks, which can plan and execute terrorist attacks.

As ISIS lost territory, it continued to shift away from a centralized command and control
structure toward a more diffuse model. It has experimented with and employed small unmanned
aerial systems and has used rudimentary chemical weapons. The group encouraged
sympathizers to use whatever weapons were at hand — such as large vehicles — against soft
targets and public spaces. Increasingly, the responsibility for deciding where, when, and how to
attack has devolved to homegrown terrorists inspired or enabled by ISIS to conduct operations
far from the war zone. In 2017, we saw such attacks in Manchester, UK; Barcelona, Spain;
Sinai, Egypt; Marawi, Philippines; New York City; and elsewhere.

Al-Qa’ida quietly expanded its membership and operations in 2017. Its global network includes
the remnants of its core in Afghanistan and Pakistan, al-Nusrah Front (in Syria), al-Qa’ida in the
Arabian Peninsula, al-Qa’ida in the Islamic Maghreb, al-Shabaab (in Somalia), and al-Qa’ida in
the Indian Subcontinent. Nusrah’s formation of Hayat Tahrir al-Sham, drawing in other hardline
Syrian opposition groups, exemplified its effort to rebrand itself to appeal to a wider segment of
the Syrian population. Al-Qa’ida affiliates also conducted major attacks, such as in October
2017, when al-Shabaab detonated a truck bomb in the heart of Mogadishu, killing over 300
people, the deadliest terrorist attack in Somali history. Al-Qa’ida leader Ayman al-Zawahiri
continued to publicly call for supporters to attack the U.S. government and citizens globally.

Iran remained the world’s leading state sponsor of terrorism and continued to support attacks
against Israel. It maintained its terrorist-related and destabilizing activities through the Islamic
Revolutionary Guard Corps (IRGC) Qods Force and the Lebanon-based terrorist group
Hizballah. Iran is responsible for intensifying multiple conflicts and undermining the legitimate
governments of, and U.S. interests in, Afghanistan, Bahrain, Irag, Lebanon, and Yemen. In
particular, Iran and Hizballah are emerging from the Syria conflict emboldened and with
valuable battlefield experience that they seek to leverage across the globe. IRGC leader Qasem
Soleimani recruited and deployed Shia militias from diverse ethnic groups across the Middle



East and South Asia to fight in defense of the Assad dictatorship in Syria. Beyond the Middle
East, Iran and its terrorist affiliates and proxies posed a significant threat and demonstrated a
near-global terrorist reach. Notably, in June 2017, the FBI arrested two suspected Hizballah
operatives in Michigan and New York who allegedly were conducting surveillance and
intelligence gathering on behalf of the organization, including in the United States.

Regionally focused terrorists groups remained a threat in 2017. For example, Hamas continued
to rebuild its military infrastructure and capabilities to support terrorist attacks against Israel.
Additionally, Pakistan-based Jaish-e-Mohammed and Lashkar e-Tayyiba continued to pose a
regional threat in the subcontinent. Some regional and local terrorist groups have avoided
greater international attention by remaining independent from ISIS and al-Qa’ida while others
may have concluded that the benefits of greater expertise, resources, and prominence outweighed
the risks of a formal connection with a notorious transnational terrorist network.

In short, the nature of the terrorist threat confronting the United States and our allies around the
world evolved in 2017. While the immediate dynamics that led terrorists to flock to Iraq and
Syria since 2014 have diminished, other factors that terrorists exploit to recruit new followers
remained a challenge, such as sectarianism, failing states, and conflict zones. More than ever, it
remains a critical priority for the United States and our allies to defeat our terrorist adversaries.

*khkkk

In 2017, the United States led efforts to enhance the international community’s law enforcement
and other civilian capabilities that are increasingly essential in the next phase of global
counterterrorism. In December, with U.S. leadership, the UN Security Council unanimously
adopted Resolution 2396, with 66 co-sponsors. UN Security Council resolution (UNSCR) 2396
requires member states to collect airline reservation data to block terrorist travel, to develop
watchlists of known and suspected terrorists, and to use biometrics to spot terrorists who might
be trying to cross their borders. The resolution also calls on UN members to enact serious
criminal offenses that will enable them to prosecute and penalize terrorists who have returned
from the battlefield.

In addition, throughout 2017, the State Department led bilateral diplomatic efforts with key
countries to improve border and aviation security and information sharing. We increased the
number of Homeland Security Presidential Directive 6 (HSPD-6) arrangements to share
information about known and suspected terrorists by almost 15 percent in 2017. Our total
number of HSPD-6 partners now stands at 69, including all 38 members of the Visa Waiver
Program. The United States also deployed the latest border security systems to key
counterterrorism partners, provided screening technology and training, and worked to expand
global engagement on transportation-related threats. Border security support through the
Personal Identification Secure Comparison and Evaluation Systems (PISCES) expanded to 260
ports of entry in 23 countries.

We also used foreign assistance resources to enable our partners to better identify, deter, disrupt,
apprehend, prosecute, and convict terrorists and their supporters. Our goal is for partners to be
able to confront the terrorist threats they face themselves without turning to the United States for



assistance. We placed special emphasis on helping partner countries enact appropriate legal
frameworks to bring criminal charges against terrorist offenders. At the end of 2017, 70
countries had laws in place to prosecute and penalize foreign terrorist fighters, and 69 had
prosecuted or arrested foreign terrorist fighters or their facilitators.

The United States also worked to stanch the flow of money to terrorist networks by designating
30 organizations and individuals as Foreign Terrorist Organizations (FTOs) and/or Specially
Designated Global Terrorists (SDGTs). This included top ISIS and al-Qa’ida leaders and
operatives. The State Department also continued to expose and sanction states that back
terrorism. We designated the Democratic People’s Republic of Korea as a State Sponsor of
Terrorism in 2017, and also designated key Hizballah figures as SDGTSs as we pushed back on
Iranian support for terrorism across the globe.

These efforts are only a snapshot of our ongoing work to protect the United States, our allies, and
interests from terrorism. Country Reports on Terrorism 2017 provides a more detailed review of
last year’s successes and challenges so we can consider how to strengthen our counterterrorism
efforts going forward. As we look to the rest of 2018 and beyond, the United States remains
committed to working with our allies and partners to confront the shared threat of global
terrorism. | hope this report will serve as a useful resource for those seeking to better understand
this threat and our efforts to defeat it.

Ambassador Nathan A. Sales
Coordinator for Counterterrorism
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Chapter 1 — Country Reports

AFRICA

Overview

African countries expanded their efforts to develop regional counterterrorism solutions while
they struggled to contain the expansion of terrorist groups, affiliates, and aspirants involved in
attacks or other activities in 2017. In East Africa, the Somalia-based terrorist group al-Shabaab
continued to threaten regional security. It retained safe haven, access to recruits and resources,
and de facto control over large parts of Somalia through which it moves freely. Similar to 2015
and 2016, however, al-Shabaab did not claim any attacks outside of Somalia and northeastern
Kenya in 2017. In October, the group was blamed but did not claim responsibility for the
deadliest terrorist attack in Somalia’s history, despite having lost a number of operatives to
counterterrorism operations in the months prior. Northeastern Kenya experienced a significant
increase in activity attributed to al-Shabaab, primarily in the form of improvised explosive
device attacks targeting Kenyan security forces and vehicles transporting civilians. Al-Shabaab
maintained its allegiance to al-Qa’ida, remaining intent on limiting the influence and reach of the
northern Somalia-based group of ISIS-linked fighters responsible for local suicide bombings and
other attacks against Somali security forces.

The African Union Mission in Somalia (AMISOM) and Somali security forces increased
cooperation with the United States to exert pressure on al-Shabaab, primarily through
coordinated counterterrorism operations in southern Somalia. The United States continued to
support East African partners in their efforts to build counterterrorism capacity, including in the
areas of aviation and border security, advisory assistance for regional security forces, training
and mentoring of law enforcement to conduct investigations and manage crisis response, and
advancing criminal justice sector reforms. East African partners undertook efforts to develop
and expand regional cooperation mechanisms to interdict terrorist travel and other illicit
activities.

In the Lake Chad region, Boko Haram and its offshoot ISIS-West Africa (ISIS-WA) increased
asymmetric attacks against civilians, government, and security forces, which resulted in deaths,
injuries, abductions, and destruction of property. Nigeria, along with its neighbors Cameroon,
Chad, and Niger — often through the Multinational Joint Task Force — worked to counter these
threats. These countries also responded to the ongoing and devastating humanitarian crisis,
protected civilians, and restored governance and rule of law in the affected areas. The United
States continued to provide advisors, intelligence, training, logistical support, and equipment to
Lake Chad region countries and supported a wide range of stabilization efforts. Continued
attacks by Boko Haram and ISIS-WA have caused nearly 2.5 million displaced people in
Nigeria. Approximately 8.5 million people in Nigeria alone require humanitarian assistance.

In the Sahel, terrorist groups — including affiliates and adherents of al-Qa’ida and ISIS — have
expanded their operations in central Mali and the Tri-Border Region of Burkina Faso, Mali, and
Niger. In response, the African Union Peace and Security Council authorized a new G-5 Sahel
Joint Force in April 2017, comprising military and police forces from Burkina Faso, Chad, Mali,
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Mauritania, and Niger. The Joint Force began operations in late 2017 along the shared border to
interdict the flow of terrorist groups and criminal trafficking.

TRANS-SAHARA COUNTERTERRORISM PARTNERSHIP

Established in 2005, the Trans-Sahara Counterterrorism Partnership (TSCTP) is a U.S.-funded
and -implemented, multi-faceted, multi-year effort designed to build the counterterrorism
capacity and cooperation of military, law enforcement, and civilian actors across North and West
Africa. TSCTP partners include Algeria, Burkina Faso, Cameroon, Chad, Mali, Mauritania,
Morocco, Niger, Nigeria, Senegal, and Tunisia. TSCTP has built capacity and cooperation
despite setbacks caused by a restive political climate, terrorism, ethnic rebellions, and extra-
constitutional actions that interrupted work and progress with select partner countries.

Regional cooperation, a strategic objective of U.S. assistance programming globally, continues
to improve in West and Central Africa among most of the partners of the TSCTP. Lake Chad
region governments in Cameroon, Chad, Niger, and Nigeria remained actively engaged in
countering Boko Haram and ISIS-West Africa, including coordinating forces with Benin to form
the Multinational Joint Task Force. In the Sahel, regional partners Burkina Faso, Chad, Mali,
Mauritania, and Niger formed the G-5 Sahel Joint Force to combat al Qa’ida and ISIS elements
operating primarily in northern Mali and in the Burkina Faso, Mali, and Niger Tri-Border
Region. The United States added four Sahel states to the Counterterrorism Partnerships Fund in
2016 — Cameroon, Chad, Niger, and Senegal — which provided comprehensive assistance to
targeted partners. This funding is also complementary to the efforts of TSCTP and seeks to
produce tangible results in a range of counterterrorism-related fields.

PARTNERSHIP FOR REGIONAL EAST AFRICA COUNTERTERRORISM

First established in 2009, the Partnership for Regional East Africa Counterterrorism (PREACT)
is a U.S.-funded and -implemented framework designed to build counterterrorism capacity and
cooperation between military, law enforcement, and civilian actors across East Africa. PREACT
serves as a coordination mechanism for the U.S government’s regional counterterrorism
programming to help partners enhance criminal justice, defense, and financial sector reform.
PREACT programming complements the U.S. government’s assistance by promoting
collaborative training environments and mentorship initiatives that emphasize respect for human
rights, the rule of law, and good governance.

Through PREACT, the United States supports joint training exercises for Kenyan, Tanzanian,
and Ugandan first responders and law enforcement professionals as part of a broader effort to
encourage regional coordination and cooperation, protect shared borders, and respond to terrorist
incidents responsibly and effectively. Active PREACT partners include Djibouti, Ethiopia,
Kenya, Somalia, Tanzania, and Uganda. Inactive members of PREACT are Burundi, Comoros,
Rwanda, Seychelles, South Sudan, and Sudan; they did not receive PREACT assistance in 2017.

BURKINA FASO
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Overview: Burkina Faso experienced a slow but steady increase in terrorist activity in 2017,
including numerous cross-border attacks in its northernmost region bordering Mali. The
Government of Burkina Faso has made numerous arrests of terrorist suspects, augmented the size
of its special terrorism detachment Groupement des Forces Anti-Terroristes (GFAT) in the
country’s north, and joined the newly-created G-5 Sahel Joint Force to fight terrorism and
criminal trafficking groups with regional neighbors Chad, Mali, Mauritania, and Niger.

In 2017, the Sahara Branch of al-Qa’ida in the Islamic Maghreb, al-Murabitoun, Ansar al-Dine,
and the Macina Liberation Front came together to form Jama’at Nusrat al-I1slam wal-Muslimin
(JNIM). JNIM and other groups like Ansarul Islam and ISIS in the Greater Sahara are all known
to operate in Burkina Faso.

The French military’s Operation Barkhane continued its integrated counterterrorism mission for
the Sahel region. Cooperating with Malian forces, Barkhane sought to degrade terrorist elements
in northern and central Mali, particularly JNIM.

Terrorist organizations successfully recruited marginalized, poor, and historically disadvantaged
Fulani inhabitants. Burkinabe security forces have been accused of torture, extrajudicial killings,
burning of property, and arbitrary detention in their response to terrorism in the north. The
Government of Burkina Faso has opened an investigation into these allegations, which was
ongoing at year’s end. We refer you to the State Department’s Country Reports on Human
Rights Practices and Report on International Religious Freedom for further information.

The United States was in the process of implementing USAFRICOM’s US $5.6 million program
to build upon a previously Trans Sahara Counter Terrorism Partnership (TSCTP)-funded
Gendarmerie border security program in the northern region of Burkina Faso. In 2017, the
United States pledged US $30 million for the Burkinabe military to equip its security
components of the G-5 Sahel Joint Force and another US $30 million for the other G-5 countries
for a total of US $60 million.

Additionally, TSCTP funded US $6 million in other security assistance programs to reinforce
security at the airbase in Ouagadougou and equip the Gendarme Special Intervention Unit with
radios, body armor, and ballistic shields. It will also make improvements to the peacekeeping
training center in Loumbila.

2017 Terrorist Incidents: Approximately 50 attacks that took place mainly in Burkina Faso’s
northernmost region along the border with Mali were believed to be terrorist-related. Attacks
have included targeted killings, kidnappings, improvised explosive devices (IEDs), and attacks
on security outposts, police stations, and barracks. Attacks using IEDs were witnessed for the
first time in 2017 and targeted Burkinabe security forces and civilians. The deadliest attack
occurred on August 17, when an IED detonated under a military vehicle patrolling the Djibo
area, causing three deaths and seriously injuring two. Attacks have also targeted Burkinabe
government officials, schools, and markets. On November 17, in the village of Taouremba, six
heavily armed individuals on motorcycles conducted a targeted attack on a municipal councilor
in the town market that resulted in the death of 10 individuals.
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The largest attack in Burkina Faso took place on August 13 in Ouagadougou at the Aziz Istanbul
Café, a Turkish-owned restaurant frequented by expatriates. Two armed gunmen wounded 25
and killed approximately 19 people, including 10 Burkinabe and nine foreigners. Two of the
foreigners were Kuwaiti — one of whom was imam of the Kuwaiti Great Mosque,

Dr. Waleed Al-Ali. Both were in Burkina Faso for a charitable mission.

Legislation, Law Enforcement, and Border Security: In 2017, Burkina Faso began making
changes to its legal framework. In January, lawmakers created a Special Judicial Interagency
working group based on best practices across the region that will have jurisdiction over
terrorism-related legal cases. However, it was not fully operational by the end of 2017.

Approximately 22 judicial investigations linked to attacks committed against civilians and
security forces were ongoing at the end of 2017. Some of the cases started on the basis of citizen
claims that someone was a terrorist or suspected of belonging to terrorist groups. Many cases
stagnated while awaiting information from neighboring countries. Burkina Faso has not yet
brought to trial any of the approximately 150 alleged terrorists detained in Burkina Faso’s High
Security Prison, opened in 2014.

Burkinabe security and law enforcement officials continued to cite border security as a major
area of concern. Burkina Faso’s Counterterrorism Strategy, Mission de Securitization du Nord,
strives to address terrorist activities along its northern border. To accomplish this, Burkina Faso
operationalized and deployed a joint Army-Gendarmerie-Police counterterrorism task force
known as the Groupement des Forces Anti-Terroristes (GFAT) in January 2013. This force’s
level has increased from 500 troops in 2016 to 1,600 troops in 2017 in an effort to counter the
growing terrorist threat.

Burkina Faso relies on the Terrorist Interdiction Program’s Personal Identification Secure
Comparison and Evaluation System (PISCES), and uses International Organization for
Migration-provided screening equipment and software to conduct traveler screening and
watchlisting.

The Department of State’s Antiterrorism Assistance program provided workshops on cross-
border security, crisis management, criminal justice procedures, and prosecution of

terrorists. This included an Advanced Rural Border Patrol course and Border Unit mentorship to
assist Burkina Faso in securing its borders. The United States partnered with the UN Office for
Drugs and Crime for a program on Burkina Faso’s legal framework to counter terrorism.

Countering the Financing of Terrorism: Burkina Faso is a member of the Inter-Governmental
Action Group against Money Laundering in West Africa (GIABA), a Financial Action Task
Force-style body. Burkina Faso’s financial intelligence unit (Cellule Nationale de Traitement
des Informations Financiéres — CENTIF) tracks terrorist financing, but had not tried any cases
by year’s end. In 2017, the Minister of Territory Office of Public Freedoms and Associations
took responsibility for terrorism financing from the Ministry of Finance and Ministry of Foreign
Affairs. In 2017, CENTIF required non-profit organizations to declare their funding

sources. For further information on money laundering and financial crimes, see the 2018
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International Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and
Financial Crimes.

Countering Violent Extremism (CVE): The Burkinabe government launched the Sahel
Emergency Plan in 2017 to strengthen the role of government, enhance community law
enforcement, and generate economic opportunities in its Sahel region. Burkina Faso did not
have programs to rehabilitate or reintegrate terrorists into mainstream society.

The U.S. Agency for International Development’s CVE programming included a regional
messaging project, called Voices for Peace, which counters terrorist narratives through radio
programs and social media. It also includes an effort called Partnerships for Peace to strengthen
the capacity of the national government, civil society organizations, and regional organizations —
G-5 Sahel and the Economic Community of West African States — to counter violent extremism
and a research initiative to identify the conditions terrorists exploit for recruitment in local
communities.

Regional and International Cooperation: Burkina Faso participates in the G-5 Sahel Joint
Force and provides forces to improve security along shared borders to interdict the flow of
terrorist groups and criminal trafficking. Burkina Faso maintains two peacekeeping battalions in
Mali as part of the UN Multidimensional Integrated Stabilization Mission in Mali.

CAMEROON

Overview: In 2017, Cameroon experienced significant terrorist activity in the Far North
Region. The Government of Cameroon attributed the violence to Boko Haram as opposed to
ISIS-West Africa (ISIS-WA). Lake Chad region governments and media rarely make a
distinction between Boko Haram and ISIS-WA and instead generally refer to both groups as
Boko Haram. Boko Haram continued to regularly carry out attacks in Cameroon, primarily
through the use of suicide bombers, while ISIS-WA attacked less frequently, targeting military
outposts and generally refraining from killing civilians.

Countering terrorist threats remained a top security priority for the Government of Cameroon. It
continued its cooperation with the international community, remained a member of the
Trans-Sahara Counterterrorism Partnership, contributed significantly to operations of the
Multinational Joint Task Force, and continued to work with the United States to improve the
capacity of its security forces.

The Cameroonian government began formulating a reintegration plan for former Boko Haram
fighters for the first time in 2017. On October 20, four ex-terrorists who claimed to have
defected from Boko Haram were allowed to return to their village in Tolkomari. Although local
residents expressed skepticism, the government declared it was the state’s duty to protect them
and treat them with respect. Although efforts to institutionalize formal defections and
reintegration policies were nascent, the government announced that a permanent location for
ex-combatants in Zamai would serve as a de-radicalization and re-socialization center.

Cameroon joined the Global Coalition to Defeat ISIS in 2017.
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2017 Terrorist Incidents: Boko Haram continued to take advantage of weaknesses in
Cameroon’s border security to conduct terrorist attacks in the country’s Far North Region,
including suicide bombings, targeted killings, kidnappings, and raids in search of supplies. Boko
Haram perpetrated multiple and indiscriminate killings against civilians — Muslim and Christian
alike — but also against government officials and military forces. Although Cameroonian forces
have become more effective at combatting Boko Haram, dozens of attacks, often suicide
bombings, occurred in 2017. These included an attack in February that killed three soldiers, one
in April that killed four vigilance committee members (vigilance committees are groups of
ordinary residents who help protect the area from Boko Haram attacks), one in July that killed 14
people and wounded 32 others, and one in August that left 15 dead and eight abducted. In the
very far northern area of the country, ISIS-WA conducted a few attacks, targeting military
outposts, and generally refrained from killing civilians.

Legislation, Law Enforcement, and Border Security: There were no significant changes since
the 2016 report. In 2017, the Department of State’s Antiterrorism Assistance program delivered
two Explosive Incident Countermeasures trainings, an Explosive Ordnance Disposal (EOD)
Commanders Workshop, and a mentorship program with Cameroonian EOD personnel to build
Cameroon’s counter-improvised explosive device capacity.

Countering the Financing of Terrorism: Cameroon is a member of the Task Force on Money
Laundering in Central Africa (GABAC), a Financial Task Force-style regional body, and its
financial intelligence unit, the National Agency for Financial Investigation, is a member of the
Egmont Group. There were no significant changes since the 2016 report. For further
information on money laundering and financial crimes, see the 2018 International Narcotics
Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): The Government of Cameroon does not have a
national CVE action plan, but officials at all levels acknowledged radicalization to violence as a
significant concern and said they integrate it into their work and planning. The government
partnered with faith-based organizations, such as the Council of Imams and Religious Dignitaries
of Cameroon (CIDIMUC), to educate citizens on the dangers of radicalization to violence, to
promote religious tolerance, and to present religion as a factor for peace. Programs furthered
these objectives through targeted messaging in mosques, special prayer sessions, press releases,
and through roundtable discussions and conferences bringing together people from various
religious backgrounds. One of CIDIMUCs strategies has been to improve the living conditions
of imams.

In 2017, the U.S. Agency for International Development expanded the scope of a community
resilience and peace-building program it launched in December 2015. Using a network of
community radio stations, the program focused on strengthening the resilience of communities
through radio programs focused on peace building, which were transmitted in 26 languages in
the north and far north regions.

Cameroonian cities Yaounde Il, Kolofata, Kousseri, Meri/Diamare, and Mokolo are members of
the Strong Cities Network.
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International and Regional Cooperation: There were no significant changes since the 2016
report.

CHAD

Overview: The Government of Chad continued to focus on counterterrorism efforts at the
highest level, however, the worsening financial crisis affected its ability to meet even basic
financial commitments, such as paying police and military salaries. Although financial hardships
have limited the country’s ability to provide external counterterrorism assistance, Chad engaged
in external military operations in neighboring countries. Chad provided approximately 2,000
combat forces to the Lake Chad Region’s Multinational Joint Task Force (MNJTF), which also
includes Benin, Cameroon, Niger, and Nigeria, but drew down some of those troops in mid-2017
to focus on other issues such as insecurity along Chad’s northern border with Libya. Chad
continued to host the French government’s Operation Barkhane, France’s integrated
counterterrorism mission for the Sahel region that has partnered with forces in the Sahel to
launch numerous operations to degrade terrorist groups in the region. Chad had 1,450 soldiers
supporting the UN Multidimensional Integrated Stabilization Mission in Mali at year’s end.

Chad joined the Global Coalition to Defeat ISIS in 2017.

Legislation, Law Enforcement, and Border Security: The Government of Chad updated its
Penal Code in April 2017. Penalties for lesser terrorist offenses were increased to life
imprisonment. Some civil society organizations expressed concern that the law was overly
restrictive, required little evidence to prosecute individuals, and could be used to curtail
freedoms of expression and association. We refer you to the State Department’s Country
Reports on Human Rights Practices for further information.

While Chadian law enforcement units displayed basic command and control capacity, the
Director General of the Chadian National Police requested training in investigations, crisis
response, and border security capacity. Law enforcement leadership publicly acknowledged the
requirement for all law enforcement officers to respect human rights. In practice, however, there
were reports the government or its agents committed arbitrary and unlawful killings, including
by torture, and impunity was an issue. The Director General of the Police has improved the
Chadian National Police’s performance by fostering more efficient and effective communication
across bureau lines. Its forensics unit has opened its files to the Regional Security Office for
passage of photo and fingerprint records of suspected Boko Haram terrorists imprisoned in
Chad.

The Chadian government operated at a heightened level of security and has instituted screenings
at border-crossings to prevent infiltration by members of Boko Haram, ISIS-West Africa (ISIS-
WA), and Central African militias, as well as transit of illegal arms, drugs, and other
contraband. Border patrols were provided by a combination of border security officials,
gendarmes, police, and military. Chad screened travelers using the U.S.-provided Personal
Identification Secure Comparison and Evaluation System (PISCES) at major ports of entry.
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Chad participated in the Department of State’s Antiterrorism Assistance (ATA) program in 2017.
It received ATA training in support of its Crisis Response Team and received deliveries in
support of its participation in the multilateral Flintlock 2017 exercise.

The U.S. Embassy’s Special Programs for Embassy Augmentation and Response (SPEAR) team
continued its training and development. This team is composed of Chadian National Police and
Groupe Mobile d’Intervention Police and is expected to be on call to respond to emergencies at
the embassy and affiliated facilities.

Countering the Financing of Terrorism: Chad is a member of the Task Force on Money
Laundering in Central Africa, a Financial Action Task Force-style regional body. Chad’s
financial intelligence unit, the National Agency for Financial Investigation (ANIF), is a member
of the Egmont Group.

Chad criminalized terrorist financing through the 2003 adoption of an anti-money laundering/
countering the financing of terrorism (AML/CFT) law drafted by the Economic and Monetary
Community of Central Africa. The law allows immediate freezing and confiscation of terrorist
assets and requires a variety of organizations involved in financial transactions to monitor
money/value transfers and report any anomalies. The law does not appear to list non-profit
organizations specifically within the list of organizations required to comply. The government
also requires know-your-customer standards enforcement for both foreign and domestic
transactions.

ANIF, which falls under the authority of the Ministry of Finance and Budget, is tasked with
ensuring public and private financial institutions in Chad implement the AML/CFT law. It
investigates suspicious transactions brought to its attention by financial institutions and refers
cases to the Attorney General’s office in the Ministry of Justice for further action and
prosecution.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The Government of Chad adopted a national strategy
and action plan to “Counter Violent Extremism and Radicalization” in December 2017. Prior to
the strategy and action plan, the government used its five-year development strategy as its
primary tool to prevent and counter radicalization to violence.

The number of Chadians joining terrorist organizations remained low in 2017. Chadians who
joined Boko Haram or ISIS-WA came primarily from the Buduma ethnic group who reside on
Lake Chad islands. Separately, there was evidence that a few individuals had become
radicalized to violence through propaganda accessed on social media platforms.

Efforts to encourage defections and returnees among the Buduma people around Lake Chad were
informal. Moderate messaging was broadcast over 12 community radio stations and one state-
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operated radio station under a U.S. Agency for International Development (USAID)
project. Additionally, USAID committed to a multi-year CVE program.

International and Regional Cooperation: Chad remained active in the Trans-Sahara
Counterterrorism Partnership. Chad is a member of the G-5 Sahel Joint Force, which also
includes Burkina Faso, Mali, Mauritania, and Niger. As a member of the Lake Chad Basin
Commission, Chad participated in efforts to develop the MNJTF. Chad cooperated actively with
Cameroon, Niger, and Nigeria in operations to counter the threat of Boko Haram and ISIS-WA
on its borders.

DJIBOUTI

Overview: Djibouti offered a vital platform for regional counterterrorism and countering violent
extremism (CVE) efforts in 2017. Since 2002, Djibouti has hosted Camp Lemonnier, the
headquarters of AFRICOM’s Combined Joint Task Force-Horn of Africa and the only enduring
U.S. military installation in Africa. Djibouti’s Armed Forces also participated in the U.S.-funded
Africa Contingency Operations Training and Assistance program and deployed soldiers to the
African Union Mission in Somalia (AMISOM) campaign. Djibouti hosts the Inter-
Governmental Authority on Development (IGAD) Center of Excellence for Preventing and
Countering Violent Extremism, which serves as a regional CVE hub and resource for CVE
research, development, and training. IGAD positions Djibouti as a regional leader on
counterterrorism and CVE.

In 2017, the Government of Djibouti hosted several conferences:

e A Ministry of Islamic Affairs-led conference with Muslim religious leaders from the
Horn of Africa on strategies to address “extremist” messaging directed at youth;

e A Ministry of Justice-led conference with the international organization of La
Francophonie and the Association of Francophone Prosecutors on counterterrorism
prosecutions; and

e A Central Bank-led conference with the Common Market for Eastern and Southern
Africa on anti-money laundering and countering the financing of terrorism.

As in previous years, Djiboutian government officials, particularly law enforcement and
members of the High Islamic Council, worked closely to identify and address terrorist activity.

Djibouti joined the Global Coalition to Defeat ISIS in 2017.

Legislation, Law Enforcement, and Border Security: Djibouti has a legal framework for
prosecuting terrorism-related crimes and can try terrorists in criminal courts using its penal code.
As such, there were no significant changes on terrorism-related legislation in 2017. The
Djiboutian government continued to use counterterrorism legislation to suppress criticism by
detaining and prosecuting opposition figures and other activists. We refer you to the State
Department’s Country Reports on Human Rights Practices for further information.

In 2017, the Djiboutian government made structural and judicial counterterrorism-related
changes. The Minister of Justice appointed a new State Prosecutor, who reorganized the
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Prosecutor’s office to allow deputy prosecutors to specialize in terrorism-related cases. Djibouti
also passed a comprehensive refugee law and two implementing decrees to ensure refugees have
freedom of movement, education, work, and access to public services, including those related to
criminal justice, which were not de jure rights for refugees prior to their passage. Recognizing
that refugees account for more than three percent of the population, the government’s decision to
provide them access to the criminal justice system serves as an effective long-term response to
address the risk of any vulnerable population, including this one, to recruitment, radicalization to
violence, and other terrorist-related activity.

Djiboutian law enforcement entities continued to prioritize counterterrorism due to Djibouti’s
geographic location and an al-Shabaab attack in Djibouti City in May 2014. Djibouti maintained
a system of checkpoints and conducted cordon-and-search operations within the capital, Djibouti
City, and concentrated security forces at border control points to screen for potential security
threats. Government officials enhanced the protection of soft targets, including hotels and
grocery stores, measures first implemented after the May 2014 attack. Djiboutian law
enforcement also extended vehicle searches throughout the capital in an effort coordinated
through the Ministry of Foreign Affairs.

Djibouti’s law enforcement organizations include the Djiboutian National Police (DNP), the
Djiboutian National Gendarmerie, the National Security Judiciary Police (NSJP), and the
Djiboutian Coast Guard. In 2017, the DNP, National Gendarmerie, and NSJP received training
from both the Department of State’s Antiterrorism Assistance (ATA) program and the
International Law Enforcement Academy in Gaborone. ATA assistance focused on building
technical capacity for improved crisis response and border security capabilities. The DNP,
National Gendarmerie, and the NSJP also received training through the U.S. Federal Bureau of
Investigation’s Legal Attaché office in Addis Ababa, Ethiopia.

Djibouti’s law enforcement organizations routinely interacted with U.S. government counterparts
and frequently sought U.S. input to identify potential terrorist suspects.

Djiboutian law enforcement personnel acknowledged the difficulty of securing their land and sea
borders. The DNP controls border checkpoints and Djibouti’s armed forces are responsible for
patrolling land borders in remote locations, with support from the Gendarme patrolling between
border posts. Djibouti continued to process travelers on entry and departure at its international
airport and seaport with the Personal Identification Secure Comparison Evaluation System
(PISCES). While the airport and seaport remain important entry points, the vast majority of
travelers cross into Djibouti by land at one of three land border points, one of which is the
Loyada crossing at the Somali border, which was refurbished with U.S. funding.

Countering the Financing of Terrorism: In 2017, Djibouti applied for membership to the
Middle East and Northern Africa Financial Action Task Force (MENAFATF)), a Financial
Action Task Force-style regional body. Its application is under consideration by MENAFATF
members. The Central Bank of Djibouti houses a financial intelligence unit known as the
Financial Information Service (SRF). Due to limited financial and human resources, the SRF has
been unable to perform the core functions of a financial intelligence unit and has focused instead

20



on banking supervision. The SRF referred no cases to law enforcement involving suspected
terrorist financing in 2017.

Djibouti’s Central Bank places the responsibility for staying updated on sanctions lists with the
financial institutions themselves. Many of the financial institutions operating in Djibouti have
software packages that include links to UN sanctions lists, lists of designated terrorists, or
terrorist entities provided by the U.S. Department of the Treasury’s Office of Foreign

Assets Control and the European Union. The Central Bank monitors compliance with these lists
through routine supervision and audits of the financial institutions.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Law enforcement agencies worked with the High
Islamic Council to identify and monitor activity that promoted terrorist ideology. Djibouti
continued to host and provide oversight for the operation of the IGAD Center of Excellence for
Preventing and Countering Violent Extremism and has also prioritized economic growth to
address the high unemployment among youth.

International and Regional Cooperation: Djibouti hosts the IGAD’s headquarters offices and
Secretary General. The Djiboutian military continued its participation in AMISOM, which
includes military forces from Burundi, Kenya, Ethiopia, and Uganda.

ERITREA

Overview: The Government of Eritrea continued to make regular public statements about its
commitment to fighting terrorism. Eritrea also continued and broadened its support for the
Saudi-led coalition in Yemen, and it allowed military elements of the coalition to base in Eritrea.

In May 2017, the United States recertified Eritrea as “not cooperating fully” with

U.S. antiterrorism efforts under Section 40A of the Arms Export and Control Act, as amended.
In considering this annual determination, the Department of State reviewed Eritrea’s overall
level of cooperation with U.S. efforts to counter terrorism, taking into account U.S.
counterterrorism objectives and a realistic assessment of Eritrean capabilities.

Eritrea has been subject to UN Security Council (UNSC) sanctions since December 2009 due to
past evidence of support for al-Shabaab and other activities that have contributed to regional
instability. UN Security Council resolutions (UNSCR) 1907 (2009) and 2011 (2013) established
and consolidated a two-way arms embargo on Eritrea, most recently renewed in UNSCR 2385
(2017). The sanctions regime on Eritrea also includes provisions for a travel ban and asset freeze
measures with regard to individuals or entities designated by the UN Sanctions Committee for
Somalia and Eritrea. At present, there are no UN listings for the sanctions regime as it relates to
Eritrea. While the Somalia and Eritrea Monitoring Group’s (SEMG) 2017 report did not find
conclusive evidence that Eritrea is supporting al-Shabaab, the Government of Eritrea continued
to refuse to allow the SEMG inspectors to visit Eritrea, limiting the scope of its investigations.
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The SEMG did not find evidence of continued Eritrean support to armed groups intent on
destabilizing Ethiopia and Djibouti.

Due to the Government of Eritrea’s lack of transparency, there was no clear picture of the
methods it used to track terrorists or safeguard its citizens. For a number of years, members of
the police have refused to meet with security officials from western nations to discuss policy
matters, although the United States had informal contact with some law enforcement
counterparts in 2017.

Legislation, Law Enforcement, and Border Security: There were no significant changes since
2016.

Countering the Financing of Terrorism: Eritrea is not a member or observer of a Financial
Action Task Force-style regional body or a member of the Egmont Group. Eritrea is a member
of the Common Market for Eastern and Southern Africa, which has a maritime security program
that focuses on building the capacity of law enforcement agencies to combat money laundering
and terrorist financing. For further information on money laundering and financial crimes, see
the 2018 International Narcotics Control Strategy Report (INCSR), Volume II, Money
Laundering and Financial Crimes.

Countering Violent Extremism (CVE): There were no significant changes since 2016.

International and Regional Cooperation: In December, Eritrea co-sponsored UNSCR 2396
on returning and relocating foreign terrorist fighters.

ETHIOPIA

Overview: The continuing al-Shabaab threat emanating from Somalia dominated the
Government of Ethiopia’s security posture and the Ethiopian National Defense Force’s (ENDF)
2017 counterterrorism efforts. Ethiopia also focused its counterterrorism strategy on pursuing
potential threats from armed opposition groups often based in neighboring countries. The
Ethiopian Federal Police (EFP) and the U.S. Federal Bureau of Investigation (FBI) shared
information on counterterrorism matters pursuant to a memorandum of understanding. The
Ethiopian government contributed to FBI cases related to al-Shabaab and other U.S.-designated
Foreign Terrorist Organizations by providing information, evidence, and access to witnesses.

Ethiopia joined the Global Coalition to Defeat ISIS in 2017.

Legislation, Law Enforcement, and Border Security: The Government of Ethiopia uses the
2009 Anti-Terrorism Proclamation (ATP) to prosecute crimes associated with terrorist activity.
Ethiopia convicted 23 individuals in 2017 for planning to conduct terrorist attacks in Ethiopia
after making contact with al-Shabaab and al-Qa’ida.

Ethiopia also continued to use the ATP to suppress criticism by detaining and prosecuting

journalists, opposition figures — including members of religious groups protesting government
interference in religious affairs — and other activists. The Ethiopian government released some,
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but arrested several others during the year. These arrests peaked under the State of Emergency
the Ethiopian government imposed in October 2016 in the wake of anti-government protests and
violence that resulted in tens of thousands of arrests and several hundred deaths. We refer you to
the State Department’s Country Reports on Human Rights Practices and Report on International
Religious Freedom for further information.

In late August, the International Institute for Justice and the Rule of Law conducted a workshop
in Addis Ababa for judges handling ATP cases. Ethiopian judges are often overwhelmed with
hundreds of ATP-related cases because Ethiopian prosecutors often seek to bring the highest
charges for cases that they cannot resolve with plea agreements. With U.S. support, the Attorney
General’s Office is working on revising Ethiopia’s Criminal Procedure Code to include plea
agreements.

The ENDF, the EFP, Ethiopian intelligence, and regional special police worked to detect and
deter al-Shabaab attacks in Ethiopia. The National Intelligence and Security Service (NISS),
which has broad authority for intelligence, border security, and criminal investigation, is
responsible for overall counterterrorism management in coordination with the ENDF and EFP.
The three security organizations comprise the Ethiopian Task Force for Counterterrorism, a
federal-level committee to coordinate counterterrorism efforts. The NISS facilitated some
coordination with the United States to include several domestic counterterrorism cases.

Border security was a persistent concern for Ethiopia, which worked to tighten border controls
with Eritrea, Kenya, Somalia, and South Sudan. Ethiopia employed the Terrorist Interdiction
Program’s Personal Identification Secure Comparison and Evaluation System (PISCES) to
conduct traveler screening and watchlisting at airports and other ports of entry.

Ethiopia is East Africa’s only last point of departure to the United States, one of only a few on
the African continent. The U.S. Transportation Security Administration continued to conduct
semi-annual inspections of Ethiopia’s national carrier and of Bole International Airport,
including one that occurred in early December. Inspectors reported implementation of all recent
enhanced security measures and that cooperation with Ethiopian aviation security officials
remains strong.

Countering the Financing of Terrorism: Ethiopia is a member of the Eastern and Southern
Africa Anti-Money Laundering Group, a Financial Action Task Force (FATF)-style regional
body. In October, the FATF and the European Commission listed Ethiopia as one of 11 high-
risk and non-cooperative jurisdictions with strategic deficiencies in its anti-money laundering
and countering the financing of terrorism (AML/CFT) regimes and recommended that any
financial flows from the country be subject to additional counter checks and know-your-
customer rules. Ethiopia is one of eight countries named on both the FATF and European
Commission lists.

Following the completion of the National Risk Assessment for money laundering and terrorism

finance in early 2017, Ethiopia approved and began implementing a National Risk Mitigation
Action Plan.
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Ethiopian law enforcement handles low-end money laundering investigations but is ill equipped
to expand to larger AML/CFT investigations. Law enforcement lacks the forensic tools, human
resources, and training to focus on these types of cases. In addition, the Financial Intelligence
Centre (FIC) and law enforcement did not appear to coordinate their efforts fully. The FIC
processes and submits suspicious transaction reports to the police for money laundering and to
the NISS for terrorist financing cases. However, there appeared to be a lack of follow-up on
AMLJ/CFT investigations.

Ethiopia has made no apparent attempt to investigate and prosecute cases on suspicious or
fraudulent mobile money transactions. This is especially significant since it appears that a large
number of mobile money transactions occur within the Somali region of Ethiopia, an area where
the Ethiopian government has concentrated much of its counterterrorism efforts. The two mobile
money platforms in Ethiopia reported growth in its revenues, especially from transactions
originating in rural areas, and have expressed interest in cooperating with law enforcement on
investigations under certain conditions.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Ethiopia has not yet developed a CVE strategy. In
2017, the U.S. Agency for International Development provided assistance through a local
Ethiopian civil society organization to undertake research on the existing potential vulnerabilities
to extremism in Ethiopia. This research was conducted in communities across eight of the nine
regional states as well as in Dire Dawa and Addis Ababa, cities deemed at risk of radicalization
to violence and terrorist recruitment. The findings of this research were presented and validated
by Ethiopian government (federal and regional state) officials and non-government interlocutors
(religious leaders) in November.

The government’s continued restrictions on funding to civil society and non-governmental
organizations under the Charities and Societies Proclamation limited the activity of non-
governmental organizations, including CVE programming targeting at-risk youth and engaging
communities and credible leaders.

International and Regional Cooperation: There have been no significant changes since the
2016 report. The ENDF continued its participation in the African Union Mission in Somalia,
which includes military forces from Burundi, Djibouti, Kenya, and Uganda. Ethiopia joined the
UN Security Council (UNSC) as an elected member in January 2017 and served as a vice chair
of the UNSC 1373 Committee on Counterterrorism. In December, Ethiopia co-sponsored UNSC
Security Council resolution 2396 on returning and relocating foreign terrorist fighters.

KENYA
Overview: Kenya saw a significant increase in al-Shabaab terrorist attacks in the region

bordering Somalia during 2017, particularly through improvised explosive devices (IEDs) and
ambushes. Kenya is a strong U.S. partner in counterterrorism investigation, prosecution, and
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incident response, and continued to play an important role in regional counterterrorism
cooperation. The Kenya Defense Forces (KDF) continued to participate in the African Union
Mission in Somalia (AMISOM) and supported border security and counter-1ED efforts within
Kenya. Kenyan security services responded to numerous terrorist incidents, while also
disrupting al-Shabaab and ISIS attack planning, recruitment, and travel. Reports of human rights
violations by security forces during counterterrorism operations continued, including allegations
of extra-judicial killings, disappearances, and torture. We refer you to the State Department’s
Country Reports on Human Rights Practices and Report on International Religious Freedom for
further information.

2017 Terrorist Incidents: Al-Shabaab increased its attacks against Kenyan security forces
inside the country, primarily along the border with Somalia. Terrorist incidents included:

e OnJanuary 27, al-Shabaab fighters — including Somalis and Kenyans — attacked a KDF
camp at Kolbio, on the Somali border, using vehicle-borne improvised explosive devices
(VBIEDs), mortars, and small arms. The KDF claimed nine Kenyan service members
and 70 al-Shabaab terrorists died, while media reported at least 20 KDF soldiers had been
killed. Al-Shabaab employed numerous IEDs and ambushes targeting police patrols in
Kenya’s northeastern counties and Lamu County.

e In four attacks from May 16 to 25, police reported approximately 30 security officials
and civilians died, including five police officers in an attack on the Mandera County
Governor.

e OnJuly 8 and September 6 in attacks in Lamu County, al-Shabaab militants killed at least
13 civilians, beheading the victims.

e OnJuly 13, al-Shabaab militants in Lamu County attacked the vehicle of, and attempted
to abduct, the Principal Secretary of the national Ministry of Public Works, who later
died. According to police and media, at least six police officers died in the ambush and
subsequent rescue operation.

Legislation, Law Enforcement, and Border Security: Kenya’s government used the
Prevention of Terrorism Act (amended in 2014) to aggressively investigate and prosecute
terrorism, but it has fallen short in implementing initiatives to improve access to justice among
terrorism suspects in 2017. In August, the government launched a National Legal Aid Action
Plan but has not funded a public defender service envisioned by law. The Office of the Director
of Public Prosecutions worked to finalize national plea-bargaining rules, which awaited
publication in the Kenya Gazette at year’s end. The judiciary supported a rule of law-based
approach to prosecutions, applying equal legal and evidentiary standards to terrorism cases as in
other criminal cases. In a January ruling, the High Court overturned five convictions for
attempted terrorist travel to Somalia, as the Kenyan government had not followed legal
procedures designating Somalia as a prohibited destination.

Counterterrorism functions were divided among the three branches of the National Police
Service — the Kenya Police’s paramilitary General Service Unit, the Directorate of Criminal
Investigations (including the investigative Anti-Terrorism Police Unit, the Bomb Disposal Unit,
and the Cyber Forensics Investigative Unit), and the Administration Police (including the Rural
Border Patrol Unit). The National Intelligence Service and elements of the KDF. Interagency
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also shared responsibility. Coordination was uneven, with improved information sharing in
some cases and failure to appropriately pass threat information in others. Overall, resource
constraints, insufficient training, corruption, and unclear command and control hindered
effectiveness. Kenya’s National Counterterrorism Center (NCTC) expanded outreach to private
security companies and key sectors on soft target attacks. Kenya’s security agencies focused on
soft target threats in major cities and tourist areas, primarily universities, shopping malls, hotels,
and resorts.

Terrorists exploited Kenya’s sparsely populated border regions and largely uncontrolled land
borders to conduct attacks and move operatives in and out of the country. The Department of
State’s Antiterrorism Assistance (ATA) program trained and equipped rural Border Patrol Unit
personnel in tactical ground sensor operations and border security operations. Other ATA
programs included law enforcement training to respond to active shooter threats.

Kenyan officials continued efforts to draft a coordinated interagency border control strategy. In
April, Kenya signed an agreement with the United States to implement the Automated Targeting
System-Global to facilitate sharing of Advance Passenger Information for air travelers. Kenya
worked to improve aviation safety and security at Nairobi’s Jomo Kenyatta International Airport.
Kenya established an interagency Joint Operations Centers at several ports of entry and border
crossings to promote information sharing and maintained its traveler screening partnership with
the United States using the Personal Identification Secure Comparison and Evaluation System
(PISCES) at major ports of entry. Immigration officers employed government watchlists.
Watchlist screening and basic equipment at smaller ports of entry was generally lacking.

The Kenyan government worked to prevent the transit of foreign terrorist fighters, including
Kenyans attempting to join al-Shabaab or ISIS, and those returning from abroad. In March,
police arrested three alleged ISIS travel facilitators in Malindi. In May, South Sudanese and
Kenyan police cooperated in the repatriation of three Kenyans and a Somali, who were arrested
in South Sudan after the Malindi group allegedly recruited them to travel to join ISIS-Libya.
Kenyan security services also detected and deterred terrorist plots and responded to dozens of
terrorism-related incidents. The Kenyan government or its agents continued to face allegations
that they committed arbitrary and unlawful killings, particularly of known or suspected
criminals, including terrorists.

Court trials in terrorism cases often proceeded slowly. At the end of 2017, trials continued in the
cases of four Kenyans accused of providing support for the 2013 Westgate Mall attack and of
four Kenyans and one Tanzanian in connection with the 2015 Garissa University College attack.
The Tanzanian defendant was found competent to stand trial in January after previously being
found unfit in late 2016. The trial on explosives charges against British terrorism suspect
Jermaine Grant, who was serving a nine-year sentence from a separate conviction in 2015, was
pending a verdict at year’s end.

The Kenyan government cooperated with the United States regarding threat information and

security at the U.S. Embassy in Nairobi, including through a dedicated General Service Unit
counterterrorism response team funded by U.S. assistance. Kenya’s national elections required
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additional resources and personnel to conduct security operations, compelling the Kenyan
government to limit certain counterterrorism-related training and redeployments.

Countering the Financing of Terrorism: Kenya is a member of the Eastern and Southern
Africa Anti-Money Laundering Group, a Financial Action Task Force-style regional body.

In July, the Kenyan government appointed the first permanent Director General of its financial
intelligence unit, the Financial Reporting Center (FRC), since its establishment in 2012. The
FRC remained hampered by a lack of essential resources and faced challenges meeting minimum
staffing, physical security, and information technology requirements. The FRC also lacked an
electronic reporting system for analyzing suspicious transactions. The use of unregulated
informal financial mechanisms, including hawalas, continued. For further information on money
laundering and financial crimes, see the 2018 International Narcotics Control Strategy Report
(INCSR), Volume Il, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): Kenya’s government worked in 2017 to implement its
2016 National Strategy to Counter Violent Extremism, primarily through county-level action
plans. Kenya’s NCTC worked with county governments, security actors, and civil society to
launch action plans in Kwale, Mombasa, Lamu, and Kilifi Counties. The NCTC also led
Kenya’s Country Support Mechanism for the Global Community Engagement and Resilience
Fund (GCERF), which began awarding grants for community initiatives to counter violent
extremism. Kenya is also a GCERF beneficiary country. Police in Nairobi, coastal, and
northeastern counties participated in community policing, dialogues on post-traumatic stress, and
early warning and early response programs. Prison officials improved their handling of terrorist
offenders. Other small-scale efforts to rehabilitate and reintegrate former terrorists, facilitators,
and sympathizers continued, but these lacked a clear legal framework and supportive public
messaging. Kenya’s second-largest city, Mombasa, is an active member of the Strong Cities
Network.

International and Regional Cooperation: Kenya continues to host the United Nations (UN)
Office in Nairobi, serving as a hub for regional coordination against transnational threats. The
KDF continued its participation in the African Union Mission in Somalia, which includes
military forces from Burundi, Djibouti, Ethiopia, and Uganda. In December, Kenya cosponsored
UN Security Council resolution 2396 on returning and relocating foreign terrorist fighters.

MALI

Overview: The Government of Mali remained a willing U.S. counterterrorism partner in 2017,
despite serious challenges. Widespread terrorist activity continued in Mali’s largely ungoverned
northern regions and in the country’s center and Tri-Border Region with Burkina Faso and Niger.
Slow implementation of the June 2015 peace accord between the Malian government and two
coalitions of armed groups hampered the return of public services and security to the north and
parts of the center. Mali continued to rely heavily on the UN Multidimensional Integrated
Stabilization Mission in Mali (MINUSMA) and French forces to help stabilize and secure the
northern regions. Terrorist groups increased their attacks on all accord signatories, including
former rebel groups with whom they had briefly allied. Terrorist activities also increased in
number and severity in the central and southern regions.
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The French military’s Operation Barkhane continued its integrated counterterrorism mission for
the Sahel region. Cooperating with Malian forces, Operation Barkhane sought to degrade
terrorist elements in northern and central Mali, particularly Jama’at Nusrat al-Islam wal-
Muslimin (JNIM), the umbrella group that formed after the Sahara Branch of al-Qa’ida in the
Islamic Maghreb (AQIM), al-Murabitoun, Ansar al-Dine, and the Macina Liberation Front
merged to form the group.

MINUSMA maintained its northern presence in 2017, particularly in the Gao, Kidal, and
Timbuktu regions. It continued its work with the Malian government and various militia groups
to facilitate the redeployment of government administrators and security forces to the north as
part of implementing the 2016 Peace Accord.

2017 Terrorist Incidents: AQIM and JNIM continued to conduct terrorist attacks, primarily
targeting Malian and international military forces. The terrorist groups launched attacks against
civilians, security forces, peacekeepers, and others they reportedly perceived as not adhering to
their interpretation of Islam. Attacks by terrorist groups expanded beyond the traditional conflict
zone in the north to Mali’s center and south. Malian Security Forces continued to suffer the
largest number of casualties resulting from terrorist attacks. An estimated 138 Malian soldiers
were killed in numerous incidents. Terrorist incidents included:

e OnJune 18, an attack at Le Campement Kangaba resort northeast of Bamako left nine
dead including four guests, a Malian Counterterrorist Force member, and four terrorists.
Three people were wounded. JNIM claimed responsibility.

e On October 31, an attack between Dia and Diafarabé, against a convoy of Member of
Parliament and President of the High Court of Justice Abdramane Niang, caused at least
six deaths, including five Malian soldiers and one civilian. JNIM claimed responsibility.

e On November 24, an attack against a MINUSMA convoy in Indelimane, Menaka region
killed three Nigerien United Nations (UN) peacekeepers and wounded many others.
JNIM claimed responsibility.

Legislation, Law Enforcement, and Border Security: In June, the Malian Gendarmerie Crisis
Response Team, trained by the Department of State’s Antiterrorism Assistance (ATA) program,
responded to the Campement Kangaba terrorist attack and aided Malian forces in killing four
assailants. At least 50 people were at the hotel at the time, and the fact that more patrons were
not killed is evidence of the improvement of Malian first responders at the tactical level since the
November 2015 Radisson Blu Hotel attack, which killed 20 people. In 2017, ATA provided
additional advanced training and mentoring to the Malian Gendarmerie Crisis Response Team.

The Malian Armed Forces under the Ministry of Defense (MOD) remained the primary entities
responsible for securing Mali against terrorist threats. The General Directorate of State Security
under the Ministry of Security and Civil Protection (MOS) had the authority to investigate and
detain persons for terrorism offenses. Combined counterterrorism missions involving law
enforcement and military units lacked delineation and coordination.

28



Although Mali has basic border security, law enforcement units lacked the capacity, training, and
necessary equipment to secure Mali’s porous borders, which extend approximately 4,500 miles
and touch seven countries. The United States worked with Malian security forces at Bamako’s
Senou International Airport to expand the U.S.-funded Personal Identification Secure
Comparison and Evaluation System program (PISCES). The gendarmerie, which reports to both
the MOD and the MOS — and the national border police, which reports to the MOS — both
provide paramilitary support to prevent and deter criminal activity at borders. Customs officials
under the Ministry of Economy and Finance monitor the flow of goods and enforce customs laws
at borders and ports of entry. Mali receives INTERPOL notices, but the INTERPOL database is
unavailable at some of Mali’s points of entry. The UN International Organization for Migration
is managing a project with the Malian Border Patrol to provide portable biometrics systems for
scanning at primary border crossing areas to counter trafficking of persons, but this system lacks
connection to a central database. The information is not centralized or searchable and is largely
inaccessible and unusable. Exit and entry stamps used by border officials have inconsistent size
and shape, which undermines efforts to authenticate travel documents.

Malian passports, including diplomatic and official versions, incorporate security measures
including ultraviolet features and a full-color digital photo. Unfortunately, imposters can obtain
fraudulent documents, such as birth and marriage certificates, with relative ease.

In 2017, the government opened 69 terrorism-related cases and detained 30 people for terrorism-
related crimes. Resource constraints, a lack of training in investigative techniques, and
inexperience with trying terrorism cases plagued a weak judicial system. The Malian
government has never investigated, prosecuted, and sentenced any terrorists from start to finish.
Mali has taken steps to improve its institutional capacity to fight terrorism, passing laws that
create new terrorism-related offenses and allow for the use of special investigative techniques.
This includes setting up a Special Judicial Interagency Work Group against terrorism and its
equivalent for law enforcement — the specialized judicial brigade — and working with
international partners to build the capacity of these units, including the UN Office of Drugs and
Crime.

Mali worked cooperatively with the United States to prevent acts of terrorism against U.S.
citizens. The Malian judicial system continued its cooperation with U.S. law enforcement
agencies in the investigation into the November 2015 Radisson Blu Hotel attack, which killed
one U.S. citizen.

Countering the Financing of Terrorism: Mali is a member of the Inter-Governmental Action
Group against Money Laundering in West Africa, a Financial Action Task Force-style regional
body. Mali’s financial intelligence unit, the Cellule Nationale de Traitement des Informations
Financiéres (CENTIF-Mali), is a member of the Egmont Group. There were no significant
changes since 2016. For further information on money laundering and financial crimes, see the
2018 International Narcotics Control Strategy Report (INCSR), Volume II, Money Laundering
and Financial Crimes.

Countering Violent Extremism (CVE): In June, the Government of Mali adopted a national
strategy for the prevention of radicalization to violence and terrorism. The Ministry of Religious
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Affairs is responsible for developing and monitoring the national strategy and for working with
the High Islamic Council and other religious associations to promote moderate Islam and
maintain a secular state. Considerations to counter violent extremism were integrated into Mali’s
"Program for Accelerated Development in the Northern Regions," as was a draft decentralization

policy.
Mali is a Global Community Engagement and Resilience Fund beneficiary country.

The government launched the Integrated Central Region Security Plan in August, which aims
first to secure and then re-establish government services across the Mopti region and the
neighboring Segou region, which also experienced increasing insecurity.

International and Regional Cooperation: Mali remained active in regional organizations and
international bodies, including the Economic Community of West African States, the UN, the
African Union, and the Trans-Sahara Counterterrorism Partnership. Mali also participated in
Global Counterterrorism Forum events.

The Malian military participated in multinational border security operations under the G-5 Sahel
mandate. Following a December U.S.-led Joint Combined Exchange Training event, Malian
units deployed to the center sector of the G-5 Sahel Joint Force.

MAURITANIA

Overview: Mauritania was an excellent U.S. security and regional counterterrorism partner in
2017. Since 2011, when U.S. engagement with Mauritanian security forces greatly increased
and Mauritanian forces defeated al-Qa’ida elements in three separate battles, Mauritania has not
suffered a terrorist attack, despite continuing terrorist violence in neighboring Mali.

The Government of Mauritania continued to oppose terrorism effectively, building on an
approach that hinges on community outreach, improving the capacity of security forces, and
securing the country’s borders. The government has continued its counterterrorism cooperation
with the United States and seized opportunities to participate in U.S.-sponsored training on
counterterrorism tactics and techniques.

Mauritania Armed Forces and Law Enforcement Services worked with the United States to track,
monitor, and counter terrorist groups, which include al-Qa’ida in the Islamic Maghreb (AQIM),
ISIS, and Jama’at Nusrat al-Islam wal-Muslimin (JNIM) — the group that formed after the Sahara
Branch of al-Qa’ida in the Islamic Maghreb, al-Murabitoun, Ansar al-Dine, and the Macina
Liberation Front came together in 2017.

Through the support of the United States and other partners such as France, Mauritania deployed
20,000 soldiers, divided between seven military regions around the country. Despite these
efforts, regions in the interior of Mauritania remained imperfectly monitored, owing to their
geographic isolation from population centers and inhospitable desert conditions. AQIM
elements and like-minded terrorist groups were present in the region, particularly along the
southeastern border with Mali, which remained the leading terrorist threat to Mauritania in 2017.
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On November 6, Mauritanian press reported that AQIM released a new video in which it warned
Mauritania of consequences for its cooperation with the so-called “crusaders’ forces.”

Legislation, Law Enforcement, and Border Security: Border security remained inadequate
due to a standing policy that accords responsibility for different sections of the country’s land
borders to different formations of the security forces. Owing to their geographic isolation from
population centers, hard-to-access areas of the Sahara Desert further complicated efforts to
monitor and secure borders.

On November 12, Mauritania declared its border with Algeria a military “Red Zone,” forbidden
to civilians. This decision was motivated by the increased and diverse trafficking of prohibited
goods through this region.

In collaboration with Mauritanian authorities, the Senegalese security forces arrested two
suspected Algerian terrorists from ISIS on October 6 at the Mauritanian border crossing of
Rosso. The two suspects were wanted by the Government of Algeria.

The Department of State’s Antiterrorism Assistance program, in cooperation with host nation
partner forces, provided training for 160 police officers and gendarmerie in topics including
facilities protection, border security, interviewing terrorist suspects, crisis incident management,
weapons of mass destruction, and border security and interdiction.

Countering the Financing of Terrorism: Mauritania is a member of the Middle East and
North Africa Financial Action Task Force, a Financial Action Task Force-style regional body. In
2017, Mauritania applied for membership within the Egmont Group. There were no other
significant changes since 2016. For further information on money laundering and financial
crimes, see the 2018 International Narcotics Control Strategy Report (INCSR), Volume 11,
Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): The Mauritanian government continued to support
CVE programs and offer alternatives to at-risk individuals. During 2017, the Ministry of Islamic
Affairs and Traditional Education (MIATE) hosted a two-day regional workshop in Nouakchott
to share the Mauritanian CVE experiences with representatives from the Maghreb countries and
the G-5 Sahel countries. The workshop was organized in cooperation with the American
Friendship Project.

The MIATE collaborated with independent Islamic religious groups to counter radicalization to
violence in a series of workshops in all 15 provinces. The MIATE organized an international
conference on “Violence and Extremism from Sharia’s Perspective,” held on March 19, 2017.

In coordination with two University of Nouakchott professors, a think tank, and some society
leaders, the U.S. Embassy organized a two-day awareness training workshop for university
students on violent extremism, how to recognize possible recruitment activities, and strategies to
counter them.
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The southern Mauritanian city of Kiffa is a member of the Strong Cities Network.

Mauritanian political and religious personalities periodically condemned ISIS’s aims, methods,
and activities in public statements.

International and Regional Cooperation: Nouakchott serves as host to the headquarters of the
G-5 Sahel, which includes Burkina Faso, Chad, Mali, Mauritania, and Niger. Mauritania will be
responsible for the western sector of the G-5 Sahel Joint Force located along the border between
Mauritania and Mali.

Under the auspices of the G-5 Sahel, Mauritania, the European Union, and the German Agency
of International Cooperation, the UN Office on Drugs and Crime organized a meeting of experts
on mechanisms and standards for information exchange within the Security Cooperation
Platform of the G-5 Sahel in Nouakchott on October 24-25, 2017.

NIGER

Overview: Terrorist groups active in Niger included the Movement for Unity and Jihad in West
Africa (MUJAO), ISIS in the Greater Sahara (ISIS-GS), Boko Haram, ISIS-West Africa (ISIS-
WA), and Jama’at Nusrat al-Islam wal-Muslimin (JNIM), the group that formed after the Sahara
Branch of al-Qa’ida in the Islamic Maghreb, al-Murabitoun, Ansar al-Dine, and the Macina
Liberation Front came together in 2017.

Terrorists freely crossed many of Niger’s borders. In the southeast, Boko Haram and ISIS-WA
profited from porous borders with Chad and Nigeria to attack civilian and security targets in
Niger’s Diffa region. Al-Qa’ida (AQ) and ISIS affiliates transited the Mali and Burkina Faso
borders in the west to attack security targets in the Tillabery region and crossed the Libyan and,
to a lesser extent, the Algerian borders in the Agadez region in the north. Terrorists, weapons,
and contraband transited freely through the vast northern part of Niger.

Niger remained a strong opponent of terrorism in the region, continued to cooperate with
international partners, and received substantial international counterterrorism assistance. From
2012 to the end of 2017, the Departments of Defense and State executed approximately

US $240 million in security assistance, counterterrorism, and countering violent extremism
(CVE) programming. The U.S. Agency for International Development (USAID) is
programming an additional US $30.9 million, including US $16 million for USAID/Office of
Transition Initiatives for CVE programs. Foreign assistance has helped the Nigerien military
increase its capability to patrol, collect information, and interdict terrorists.

Niger is standing up the Central Sector Command Post in Niamey for the G-5 Sahel Joint
Force. Niger conducted joint patrols with Chad and Nigeria as part of its increased cooperation
with Lake Chad Basin Commission member countries in the fight against Boko Haram and
ISIS-WA. Niger has increased its number of border control facilities and is working with the
international community to construct and equip these facilities.

Niger joined the Global Coalition to Defeat ISIS in 2017.
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2017 Terrorist Incidents: Numerous terrorist attacks occurred in the Diffa and Tillabery
regions, leading to dozens of deaths and injuries. Terrorist organizations frequently stole
military vehicles and equipment that they then used in later attacks. Terrorist attacks in western
Niger focused almost exclusively on security forces, while Boko Haram and ISIS-WA attacked
both civilian and military targets in the southeast. Attacks included:

e OnJune 28, two suspected Boko Haram suicide bombers attacked a refugee camp in
Kabelewa, Diffa, killing three refugees and wounding 11 others. This was the first
suicide attack in Diffa in more than one year.

e OnJuly 2, Boko Haram terrorists kidnapped 39 women and killed nine civilians in
N’Galewa village in Diffa region.

e On October 4, suspected I1SIS-GS terrorists attacked U.S. and Nigerien Special
Operations Forces in Tongo Tongo, Tillabery, killing four U.S. soldiers and five Nigerien
soldiers and wounding two U.S. soldiers and four Nigerien soldiers.

Legislation, Law Enforcement, and Border Security: Niger’s laws criminalize acts of
terrorism consistent with international instruments. Nigerien law enforcement and security
services were actively engaged in detecting, deterring, and preventing acts of terrorism on
Nigerien territory, but they suffered from insufficient manpower, funding, and equipment.
Counterterrorism investigations in Niger are primarily the responsibility of the Central Service
for the Fight against Terrorism (SCLCT), an interagency body comprising representatives from
Niger’s National Police, National Guard, and Gendarmerie. Information sharing occurred among
the law enforcement agencies of SCLCT.

Niger’s long borders and vast areas of harsh terrain made effective border security a challenge.
Through the U.S. Global Security Contingency Fund, a joint interagency program between the
U.S. Departments of Defense, Justice, and State, Niger developed a Draft National Border
Security Strategy and corresponding Implementation Plan. Niger continued to use rudimentary
terrorism watchlists that it shared with the security services and at border checkpoints. The
Government of Niger continued to screen travelers using the U.S.-provided Personal
Identification Secure Comparison and Evaluation System (PISCES). Niger is one of six African
countries participating in the Security Governance Initiative to strengthen coordination among
Niger’s military and law enforcement services.

In 2017, the SCLCT arrested 250 terrorist suspects on charges that included planning acts of
terrorism, association with a terrorist organization, recruitment, and terrorist financing. Courts
tried or dismissed approximately 550 terrorism cases. Approximately 1,100 terrorism suspects
remained in detention awaiting trial at year’s end. While the law prohibits torture and degrading
treatment, there were indications that security officials were sometimes involved in abusing or
harming detainees suspected of terrorist activity.

The United States provided counterterrorism assistance to Nigerien law enforcement — including

through the Department of State’s Antiterrorism Assistance (ATA) program and a Resident
Legal Advisor from the Department of Justice. ATA training included improvised explosive

33



device awareness and command and control in support of Niger’s participation in the multilateral
Flintlock exercise.

As part of a broader counterterrorism strategy, the United States is working with the Government
of Niger to improve its capacity to employ forensic investigative tools. From April to May, the
U.S. Federal Bureau of Investigation and the Department of Defense collected the biometric
information of more than 1,300 terrorism detainees and digitized more than 600 terrorism-linked
paper fingerprint records. Niger is the only country in the region where terrorist suspects are
identified systematically in a biometric enroliment initiative.

Countering the Financing of Terrorism: Niger is a member of the Inter-Governmental Action
Group against Money Laundering in West Africa, a Financial Action Task Force-style regional
body. There were no significant changes since 2016. For further information on money
laundering and financial crimes, see the 2018 International Narcotics Control Strategy Report
(INCSR), Volume 11, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): The Government of Niger, through the High Authority
for the Consolidation of Peace and the Ministry of Interior, increased its focus on CVE
programs, although international partners and non-governmental organizations drove most of
Niger’s programming. In May, the University of Diffa hosted an international Symposium on
De-radicalization and Reintegration. The Ministry of Interior organized a high-level national
conference, “Violent Extremism and Youth in Niger.”

In late December 2016, the Minister of Interior announced an amnesty policy for Boko Haram
and ISIS-WA fighters who wished to defect. In 2017, 172 former fighters and affiliated
non-combatants officially defected, with 167 housed in a government-run camp in the Diffa
region. The Government of Niger had not put forth a formal reintegration plan for former
combatants by the end of 2017.

International and Regional Cooperation: In early 2017, Niger, Burkina Faso, and Mali signed
an accord creating the Liptako-Gourma authority to direct security operations in the Tri-Border
Region where ISIS-GS and AQ are active. In mid-2017, the Liptako-Gourma authority was
folded into the G-5 Sahel Joint Force, a military effort fielded by Burkina Faso, Chad, Mali,
Mauritania, and Niger, to address security threats in the region. Niger was standing up the
Central Sector Command, based in Niamey.

On a rotational basis, Niger deploys an infantry battalion to the UN Multidimensional Integrated
Stabilization Mission in Mali.

Niger conducted joint patrols with Chad and Nigeria and increased its cooperation with Lake
Chad Basin Commission member countries to fight Boko Haram and I1SIS-WA. Nigerien
officials hosted and attended multiple international meetings on countering the two

groups. Niger is a member of and contributes troops to the Multinational Joint Task Force along
with Benin, Cameroon, Chad, and Nigeria.
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Niger is a member of the Trans-Sahara Counterterrorism Partnership. Nigerien officials
continued to participate actively in regional programs organized by the Global Counterterrorism
Forum’s Sahel Region Capacity-Building and Criminal Justice/Rule of Law working

groups. Niger participates in a judicial cooperation organization, the Sahel Judicial Platform,
with other countries in the region.

NIGERIA

Overview: Boko Haram and its offshoot, ISIS-West Africa (ISIS-WA), carried out killings,
bombings, and attacks on civilian and military targets in northern Nigeria, resulting in thousands
of deaths, injuries, and significant destruction of property.

Nigeria continued to work with other terrorism-affected neighbors in the Multinational Joint
Task Force, including Benin, Cameroon, Chad, and Niger to counter-Boko Haram and ISIS-WA,
regain control over territory previously held by these groups, and launch efforts to rebuild
civilian structures and institutions in cleared areas.

Terrorist activity accounted for the internal displacement of nearly two million persons in the
states of Adamawa, Borno, and Yobe, and the external displacement of more than 200,000
Nigerian refugees to neighboring countries, principally Cameroon, Chad, and Niger. The
Nigerian government negotiated with Boko Haram for the May 6 release of 82 of the 276 female
students abducted by Boko Haram in Chibok in 2014. According to the Bring Back Our Girls
campaign, 113 students remained missing at the end of 2017.

Nigeria is a member of the Global Coalition to Defeat ISIS.

An interdisciplinary assistance team composed of personnel from the Department of State, the
Department of Defense, the Federal Bureau of Investigation, and the U.S. Agency for
International Development continued to coordinate efforts with the Nigerian military at the
Defense Intelligence Agency, with daily military-to-military engagement at the Joint Combined
Fusion Cell and the Joint Coordination Planning Committee.

In its response to Boko Haram and ISIS-WA attacks, and at times in response to crime and
insecurity in general, Nigerian security service personnel perpetrated extrajudicial killings and
engaged in torture, sexual exploitation and abuse, arbitrary detention, mistreatment of detainees,
use of children by some security elements, looting, and destruction of property. We refer you to
the State Department’s Country Reports on Human Rights Practices and Report on International
Religious Freedom for further information

2017 Terrorist Incidents: Boko Haram and ISIS-WA carried out hundreds of attacks in Nigeria
using suicide bombers, improvised explosive devices (IEDs), vehicle-borne IEDs, raids,
ambushes, and kidnappings. The following list details only a fraction of the incidents that
occurred:

e OnJune 7, suspected Boko Haram militants launched an attack on Maiduguri, Borno
State, and engaged Nigerian forces in a gunfight. In coordination, three suicide bombers
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detonated explosives on civilian targets in the Muna Garage neighborhood of
Maiduguri. The attack killed at least 17 civilians and injured 34 others.

e OnJuly 25, an ISIS-WA attack on the Nigerian National Petroleum Company (NNPC)
surveying project resulted in the deaths of at least 69 people. Victims included
19 soldiers, 33 civilian militia, and 17 NNPC and University of Maiduguri staff. Three
university faculty were also abducted.

e On November 21, a Boko Haram suicide bomber detonated explosives at a mosque in the
town of Mubi, in Adamawa State, killing at least 50 people.

Legislation, Law Enforcement, and Border Security: Nigeria’s 2011 counterterrorism law
was amended in 2013 and was strengthened by the 2014 National Security Strategy and the
2016 National Counter Terrorism Strategy.

The Nigerian Office of the National Security Advisor is responsible on paper for coordinating all
security and enforcement agencies. The Nigerian military has primary responsibility for
combating terrorism in the Northeast. Several government agencies also perform
counterterrorism functions, including the Nigerian Police Force (NPF), Nigeria Security and
Civil Defense Corps (NSCDC), and the Ministry of Justice. The NPF has a Counterterrorism
Unit and a Terrorist Investigation Branch. Both units are responsible for investigating acts of
terrorism and conducting proactive measures to prevent terrorist attacks. Interagency
cooperation and information sharing was limited. Due to their knowledge of the local context,
community-based security groups, often collectively referred to as the Civilian Joint Task Force,
provided critical and necessary responses to the terrorism threat in the Northeast.

In October, the Government of Nigeria began closed-door hearings in front of civilian judges for
more than 1,600 suspected supporters of Boko Haram and ISIS-WA. According to a government
statement, 600 suspects were arraigned in the initial proceedings. Of these, 45 pled guilty to
various charges and were sentenced to between three and 31 years in prison, 468 persons were
ordered to undergo a de-radicalization and rehabilitation program before being released, 34 cases
were dismissed, and 28 cases were remanded for trial in civilian courts elsewhere in the

country. Some human rights groups alleged terrorist suspects detained by the military were
denied their rights to legal representation, due process, and to be heard by a judicial authority.

On December 8, the government said it adopted a new strategy for the screening of suspected
Boko Haram members and other terrorists. This involved developing a national terrorism
database and providing training in investigative interviewing techniques and evidence
collection.

Border security responsibilities are shared between NPF, NSCDC, Customs, Immigration, and
the military. Coordination among agencies was limited.

The Nigerian government continued to participate in U.S. capacity-building programs, worked
with the FBI to investigate specific terrorism matters, and provided IED components to the FBI
for analysis at the Terrorist Device Analysis Center. The Economic and Financial Crimes
Commission and NPF also received crime scene training relevant to counterterrorism
investigations.
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In 2017, the Department of State’s Antiterrorism Assistance (ATA) program continued to mentor
Nigeria’s explosive ordnance disposal personnel. ATA also delivered a Crisis Intervention
Seminar, Senior Leadership Seminar, and an [ED awareness seminar in support of Nigeria’s
participation in the Flintlock multilateral exercise.

The Nigerian government actively cooperated with the United States and other international
partners to assist with counterterrorism investigations. On April 12, Nigeria’s state security
agency said it had thwarted plans by terrorists they believed affiliated with Boko Haram to attack
the British and U.S. embassies.

Countering the Financing of Terrorism: Nigeria is a member of the Inter-Governmental
Action Group against Money Laundering in West Africa, a Financial Action Task Force-style
regional body. On July 5, the Egmont Group suspended Nigeria for its failure to restructure its
financial intelligence unit to make it operationally autonomous and isolated from possible
political control, a requirement the Egmont Group places on all of its members. To rectify this
deficiency, the Nigerian Senate, in November, passed the Nigerian Financial Intelligence Agency
Bill. At the end of 2017, this legislation was awaiting passage by the Nigerian House.
Additionally, the Money Laundering Prevention and Prohibition Bill of 2017, amending and
strengthening the 2011 Money Laundering Act, was under active review in the Nigerian Senate
and House. Other active, but not yet passed, legislation with a nexus to terrorist financing
includes the Mutual Legal Assistance in Criminal Matters Bill and the Proceeds of Crime Bill.
For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): In August, Nigeria, with direct support from the
British Department for International Development, adopted a Policy Framework and National
Action Plan for Preventing and Countering Violent Extremism. The framework was in
accordance with relevant UN policy and developed in coordination with various ministries and
civil society organizations. In December, under this framework, the government launched an
Action Plan for Demobilization, Disassociation, Reintegration, and Reconciliation in Nigeria.
Nigeria is a Global Community Engagement and Resilience Fund beneficiary country. Kaduna
state and Kano state are members of the Strong Cities Network.

International and Regional Cooperation: Nigeria continued its high-level participation in
regional security and counterterrorism conferences. This included President Buhari’s
participation in the Agaba Conference on countering terrorism and radicalization in West Africa
(sponsored by Jordan in December) and the AU-EU Summit held in Cote d’Ivoire in
November. Nigeria is a member of the Trans-Sahara Counterterrorism Partnership, a founding
member of the Global Counterterrorism Forum, and part of the Security Governance Initiative
between the United States and six African partners.

SENEGAL
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Overview: Senegal experienced no terrorist attacks in 2017, however, security forces arrested
three individuals suspected of having ties to ISIS. In light of its deep concerns about terrorist
activity in the region, the Government of Senegal worked closely with U.S. military and law
enforcement officials to strengthen its counterterrorism capabilities.

The risk of terrorist activity in Senegal arises from external and internal factors. Externally,
transnational threats arose due to the Senegalese military presence in several theaters of
operation in the region and the activities of terrorist groups in neighboring countries. Internally,
the promotion of fundamentalist ideologies by a small number of religious leaders constituted the
chief concern, however, these ideologies are outside the Islamic norms that predominate in
Senegal.

Legislation, Law Enforcement, and Border Security: The Government of Senegal enacted no
important changes to its counterterrorism laws in 2017. However, Senegal did make fully
operational its specialized Inter-Ministerial Framework for Intervention and Coordination of
Counterterrorism Operations (CICO) during the year. The CICO, which is intended to fully
coordinate the government’s response to terrorism, was initially formed in 2016.

Senegal’s gendarmerie and national police have specialized units to detect, deter, and prevent
acts of terrorism. Effective interagency cooperation and information sharing challenged the
various governmental bodies that have counterterrorism functions in Senegal, but the advent of
the CICO is leading to steady improvement in these areas. Senegal works to develop specific
plans and capabilities to prevent and respond to terrorist attacks against soft targets and held a
major exercise in 2017 in Dakar to test the ability of security forces to respond effectively.

Senegalese officials identified a continued lack of border resources and regional cooperation as
security vulnerabilities. These vulnerabilities were exacerbated by the absence of systems to
ensure travel document security, the effective use of terrorist screening watch lists, and the
collection of biographic and biometric screening capabilities beyond those deployed at major
ports of entry. The southern and eastern portions of the country have far fewer resources to
detect and deter terrorists who might travel through those areas.

Senegal is working to improve its law enforcement capacity by participating in multilateral
efforts, such as the Border Security Initiative of the Global Counterterrorism Forum (GCTF),
programs of the African Union (AU), and the Economic Community of West African States
(ECOWAS). Additionally, Senegal has been working with the International Organization for
Migration (I0OM) to promote cooperation and coordination between border agencies, including
creating three new joint points of entry, funded by the European Union (EU) and the
Government of Japan, on the border with Mauritania. With U.S. funding, the IOM implemented
a complementary program to enhance institutional capacities in securing and managing national
borders. This included developing and emphasizing stronger community engagement and more
coherent approaches to border management; interagency cooperation and coordination; cross-
border interoperability; and trust between border communities and security officials that
contributes to establishing open, but well-controlled and secure borders that guarantee the full
respect of human rights of persons on the move. Senegal also participated in the Department of
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State’s Antiterrorism Assistance (ATA) program, which provided courses and consultations
directly focused on soft target identification and protection.

Significant law enforcement actions in 2017 included the February arrest of two Malian nationals
suspected of involvement in terrorism and the September arrest of two Algerian nationals on
similar charges. The trial of Imam Alioune Badara Ndao and 31 other individuals charged in
2015 with criminal conspiracy in connection with terrorist groups, money laundering for terrorist
activities, and terrorist financing, continued through the end of 2017. Imam Ndao has been
associated with the Diokhane terrorist network and its links to Boko Haram and ISIS.

In November, when reporting indicated a possible terrorist plot to attack certain soft targets, the
Senegalese government responded professionally and appropriately by increasing its security
posture in Dakar.

Countering the Financing of Terrorism: Senegal is a member of the Inter-Governmental
Action Group against Money Laundering in West Africa, a Financial Action Task Force-style
regional body. Its financial intelligence unit, the National Financial Intelligence Processing Unit,
is a member of the Egmont Group. While Senegal criminalizes the offense of terrorist financing,
it does not criminalize the provision of funds to terrorist organizations or to individual terrorists
in the absence of a link to a specific terrorist act. Senegal also lacks specific measures to
criminalize the provision of support to foreign terrorist fighters. Additionally, while Senegal has
a framework in place to carry out its obligations under the UN Security Council (UNSC) ISIL
(Da’esh) and al-Qa’ida sanctions regime, the procedures for accessing and freezing assets of
listed individuals is not clarified in existing regulations. For further information on money
laundering and financial crimes, see the 2018 International Narcotics Control Strategy Report
(INCSR), Volume 11, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): There have been no significant changes since
2016. The Senegalese government did not have a national CVE strategy or plan of action,
although Senegalese civil society groups were active in this field. The government was
reportedly working on a strategy document built around the pillars of prevention, protection,
intervention, and resilience, but it had not been completed at the end of 2017 and the draft had
not been made public.

International and Regional Cooperation: Senegal is a member of the United Nations, the AU,
ECOWAS, the Organization of Islamic Cooperation, and the Trans-Sahara Counterterrorism
Partnership. In December, Senegal ended a two-year term as an elected member of the UNSC.
Senegal co-sponsored UNSC resolution 2396 on returning and relocating foreign terrorist
fighters.

Although not a member of the GCTF, Senegal participated in the GCTF’s Sahel Region Capacity
Building working group. The French and the EU provided financial support and training to
reinforce Senegal’s counterterrorism and border security capabilities. In November, the
Government of Senegal hosted the Fourth Dakar International Forum on Peace and Security in
Africa, which included a strong focus on terrorism.
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SOMALIA

Overview: Through the African Union Mission in Somalia (AMISOM), Somali National Army
(SNA), and U.S. and partner military actions, al-Shabaab experienced significant military
pressure during 2017, but the group still maintained control over large portions of the country.
Al-Shabaab retained the ability to carry out high-profile attacks using vehicle-borne improvised
explosive devices (VBIEDs), suicide bombings, mortars, and small arms. Al-Shabaab was
believed responsible for an October bombing in Mogadishu that killed more than 500 people and
wounded several hundred more. An ISIS-linked group in Puntland was unable to expand its
territory beyond a handful of camps in the mountains.

Despite several law enforcement actions in Mogadishu and other major cities to disrupt plots,
many leading to prosecutions and convictions, Somalia remained a terrorist safe haven.
Terrorists used their relative freedom of movement to obtain resources, recruit fighters, and plan
and mount operations within Somalia and in neighboring countries, mainly in Kenya. Following
the February presidential election, the Federal Government of Somalia (FGS) in May launched a
Comprehensive Approach to Security (CAS) in partnership with the international community.
The CAS includes military, law enforcement, and countering violent extremism-specific
“strands” to address Somalia’s security challenges at the federal, state (Federal Member State or
FMS), and local levels.

The FGS increased efforts to encourage defections from terrorist groups as part of its broader
counterterrorism strategy and made progress in promoting high-level reconciliation with
disengaged terrorists, namely former al-Shabaab leader Mukhtar Robow.

Somalia is a member of the Global Coalition to Defeat ISIS.

2017 Terrorist Incidents: Al-Shabaab used a range of asymmetric tactics in its targeted
campaign against AMISOM and Somali security forces, members of parliament, and other
government personnel, as well as soft targets with less security measures, such as hotels,
restaurants, and cafes. The group launched multiple, often coordinated attacks, on a weekly or
monthly basis throughout the country, using suicide bombers, VBIEDs, ambush-style raids,
targeted killings, and mortar attacks. Al-Shabaab also continued to use its tactic of amassing
fighters to overrun AMISOM or SNA bases, allowing the group to capture weapons,
ammunition, uniforms, and other equipment to replenish its supplies. The ISIS affiliate in
Puntland also carried out a number of suicide bombings, targeted killings, and small arms attacks
in Bosasso and smaller towns, including one in May that killed at least five security officers.

Other notable incidents included:

e OnJanuary 2, al-Shabaab employed two VBIEDs to attack a perimeter checkpoint at
Mogadishu International Airport, which additionally houses the United Nations and
AMISOM headquarters as well as numerous diplomatic missions. Police reported and
U.S. mission personnel confirmed at least seven security personnel and civilians dead,
with approximately 17 injured.
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e OnJune 7, al-Shabaab fighters using VBIEDs, small arms, and mortars attacked and
overran an SNA base in Puntland. Security forces reported approximately 70 soldiers
and civilians killed.

e On October 14, a VBIED exploded at a major traffic crossing in Mogadishu, killing more
than 500 people and injuring approximately 300 more, according to an FGS investigative
committee. Al-Shabaab did not claim responsibility but is believed responsible.

e On October 28-29, al-Shabaab fighters attacked a Mogadishu hotel with a VBIED and
small arms, followed by a lengthy standoff with police. At least 29 police and civilians
were killed, according to police.

e On December 14, an al-Shabaab suicide bomber attacked the Somali Police Force
Academy. Police reported at least 18 officers were killed and 15 injured.

Legislation, Law Enforcement, and Border Security: There are no significant updates to the
2016 report, with the exception of border management. Somalia’s porous borders contributed to
regional insecurity as al-Shabaab and others continued to move throughout the region mostly
undetected. Most countries do not recognize Somali identity documents, leaving Somalia with
few options for travel document verification and regional partners unable to properly vet Somali
travelers. Somalia has a national immigration screening watchlist and uses Migration
Information and Data Analysis System (MIDAS) screening equipment and software provided by
the International Organization for Migration at 15 ports of entry. MIDAS provides biographic
and biometric screening capabilities but procedural and network connectivity deficiencies limited
its effectiveness. There was little law enforcement cooperation between the FGS and FMS
governments, which hampered U.S. law enforcement’s ability to investigate suspected terrorists,
kidnappings, and other terrorism incidents.

Countering the Financing of Terrorism: Somalia is an observer to the Middle East and North
Africa Financial Action Task Force, a Financial Action Task Force-style regional body. There
have been no significant changes since the 2016 report. The Government of Somalia continued
to work towards strengthening anti-money laundering and countering the finance of terrorism
bodies, including the Financial Reporting Center, the country’s financial intelligence unit. For
further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Within the CAS process, the Somali government
re-launched Somalia’s 2016 National Strategy to Counter Violent Extremism in September, and
federal ministries and FMS counterparts agreed on a revised National Strategy to Prevent and
Counter Violent Extremism in November. With support from the European Union, three FMS
governments developed regional action CVE plans, and three others were underway at year’s
end. The FGS supported CVE research, including a study published in December based on
interviews with 70 former al-Shabaab members. The FGS also funded counter-messaging efforts
and supported religious and secular curriculum development.

Following the February presidential election, the FGS announced its intent to offer amnesty to

any al-Shabaab members willing to denounce terrorism and support the FGS. At the London
Conference in May, the FGS stated its intent to develop new amnesty legislation as part of the
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CAS, and subsequently continued messaging encouraging al-Shabaab members to defect. A
donor-supported effort to reintegrate former al-Shabaab combatants continued to expand,
primarily through reintegration centers that have been operating in Mogadishu, Kismayo,
Baidoa, and Beletweyne for more than three years. Although exact estimates were difficult to
verify given limited government oversight of these programs, officials have attributed higher
defection rates to ongoing counterterrorism pressure from U.S. airstrikes as well as funding
shortfalls that often strain al-Shabaab payments to low-level fighters. In August, former senior
al-Shabaab commander and co-founder Muktar Robow publicly denounced al-Shabaab and
pledged his support to FGS reconciliation efforts. The FGS welcomed Robow’s announcement
and reiterated its call for al-Shabaab members to leave the group.

International and Regional Cooperation: There are no significant updates to the 2016 report.
The Somali National Army partners with AMISOM, which includes military forces from
Burundi, Djibouti, Ethiopia, Kenya, and Uganda.

SOUTH AFRICA

Overview: Following the September 2013 Westgate Mall attack in Kenya, the South African
Police Service (SAPS) began improving its counterterrorism cooperation with the United States
to increase its preparedness for similar terrorist attacks in South Africa. The Crimes Against the
State (CATS) unit within the SAPS Directorate for Priority Crime Investigation (DPCI) and the
SAPS Crime Intelligence Division (SAPS CI), along with other South African agencies,
productively collaborated with U.S. law enforcement and exchanged best practices to enhance
risk management efforts and better identify challenges at its borders. Since publicly
acknowledging the presence of ISIS facilitation networks and cells in 2016, the South African
government has not publicly provided estimates of the number of South African nationals who
have immigrated or returned from IS1S-controlled territories. South Africa is a major
international transit hub that has proven an appealing location for terrorists and other criminal
networks to facilitate illicit travel abroad.

Legislation, Law Enforcement, and Border Security: South Africa’s law enforcement and
judiciary used existing legislation to respond to an increased level of terrorism activity. The
Protection of Constitutional Democracy Against Terrorist and Related Activities Act
(POCDATARA) criminalizes acts of terrorism, as well as the financing of terrorism, and sets out
specific obligations related to international cooperation. The Regulation of Foreign Military
Assistance Act of 1998 applies to nationals who attempt to or who have joined ISIS. The CATS,
DPCI, and South Africa’s State Security Agency (SSA) are tasked with detecting, deterring, and
preventing acts of terrorism within South Africa. The SAPS Special Task Force is specifically
trained and proficient in counterterrorism, counterinsurgency, and hostage rescue. The National
Prosecuting Authority (NPA) is committed to prosecuting cases of terrorism and international
crime. The South African Revenue Service (SARS) protects South African borders from illegal
smuggling of goods.

Border security is challenging in South Africa due to its numerous land, sea, and air ports of

entry for international travelers. South Africa has multiple law enforcement agencies policing its
borders, but they are often stovepiped and inadequate communication limits their border control
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ability. Counterterrorism measures at the international airports include screening with advanced
technology x-ray machines, but land borders do not have advanced technology and
infrastructure. Trafficking networks made use of these land borders for many forms of illicit
smuggling. Citizens of neighboring countries are not required to obtain visas for brief

visits. Regulation of visa, passport, and identity documents remained a challenge within

South Africa. The SAPS internal affairs office investigated allegations of corruption within the
Department of Home Affairs concerning the sale of passports and identity documents, but the
use of illegitimately obtained identity documents continued.

In January, twin brothers Brandon Lee Thulsie and Tony Lee Thulsie, both arrested in 2016 for
planning to attack the U.S. embassy and Jewish institutions in South Africa, appeared in court to
face charges on three counts of contravening the POCDATARA. As of December, the cases
against the Thulsie twins and siblings Ebrahim and Fatima Patel, both charged for having links to
ISIS, were ongoing. The Thulsie case is an important test of the POCDATARA and interagency
cooperation.

Countering the Financing of Terrorism: South Africa is a member of the Financial Action
Task Force (FATF) and the Eastern and Southern Africa Anti-Money Laundering Group, a
FATF-style regional body. South Africa’s financial intelligence unit, the Financial Intelligence
Centre (FIC), is a member of the Egmont Group. Since FATF published its mutual evaluation
report on South Africa in 2008, the country’s legal and institutional frameworks for terrorist
financing issues have improved, including bank supervision capacity and criminalization of
money laundering and terrorist financing activities. In June 2017, President Zuma signed the
FIC Act Amendment Bill. The Minister of Finance subsequently amended the Money
Laundering and Terrorist Financing Control Regulations and withdrew exemptions made under
the Financial Intelligence Centre Act, 2001 (FICA), effective October 2, 2017. The
amendments addressed “threats to the stability of South Africa’s financial system posed by
money laundering and terrorist financing.” Among the amendments, the bill assigns
responsibility to the FIC to freeze the assets of persons on UN sanctions lists. The
implementation of FICA regulations led FATF to determine South Africa had made enough
progress on customer due diligence standards and will no longer be identified by FATF as
requiring follow-up. For further information on money laundering and financial crimes, see the
2018 International Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering
and Financial Crimes.

Countering Violent Extremism (CVE): There have been no significant changes since 2016.

International and Regional Cooperation: South Africa is a member of the African Union, the
Global Counterterrorism Forum, and the Southern African Development Corporation.

TANZANIA

Overview: The Government of Tanzania cooperates with the United States and regional
partners on select security and counterterrorism initiatives. In 2017, Tanzania experienced a
series of suspected terrorist attacks in the coastal region of Pwani, primarily on police and
low-level ruling party officials. Tanzanian security services led the counterterrorism response,
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mainly through an increased presence in affected areas and a broad exercise of police power.
The police’s heavy-handed approach in Pwani may have helped deter further attacks in the
region in 2017, however, the Tanzanian government failed to adopt a whole-of-government
approach to address the underlying dynamics of such attacks. We refer you to the State
Department’s Country Reports on Human Rights Practices and Report on International
Religious Freedom for further information.

2017 Terrorist Incidents: Between April and July, masked gunmen killed more than 30 police
and local political officials in the Pwani region in a series of small-scale attacks, largely at

night. The perpetrators, who did not claim allegiance to a terrorist group, used weapons and
ammunition captured from the police in subsequent attacks and left intimidating notes at the
scene warning against cooperation with the authorities. The attacks continued on an almost
weekly basis into July despite intense government countermeasures. No subsequent attacks were
reported, but the Special Police Zone staffed by the Field Force Unit and other security officers,
remained in place at the end of 2017. In August, the Inspector General of Police declared the
situation in the outskirts of Dar es Salaam resolved following the killing of more than a dozen
suspected perpetrators, including the alleged leader of the attacks. Police arrested and detained
hundreds of suspects alleged to have been involved in the attacks under the auspices of the
Prevention of Terrorism Act. At year’s end, most had not been formally charged and many were
held in remand.

Official government statements and the media frequently refer to suspects involved in violent
crimes as “bandits,” making it unclear whether additional incidents are the result of terrorism.

Legislation, Law Enforcement, and Border Security: Tanzania’s counterterrorism legal
framework is governed by the Prevention of Terrorism Act of 2002. There were no significant
changes to the legislation in 2017. In November, the Department of Justice’s

State Department-funded Resident Legal Advisor facilitated a week-long workshop with

29 participants from 15 key governmental agencies to assess Tanzania’s counterterrorism laws,
guide stakeholders in drafting recommendations for legislative and procedural amendments, and
modernize laws regarding the prosecution of foreign terrorist fighter cases. The workshop is part
of a larger initiative to strengthen the country’s counterterrorism legislative framework.

Tanzania’s National Counterterrorism Center (NCTC) is an interagency unit composed of
officers from the intelligence, police, defense, immigration, and prison sectors who coordinate
regularly on counterterrorism issues. The organization struggles to operate effectively due to a
weak mandate, a limited budget, and uneven interagency cooperation. The NCTC has
participated in capacity-building efforts including training. In 2017, seven senior law
enforcement officials, including representatives from the NCTC, attended the International Law
Enforcement Academy Executive Policy and Development Symposium on Countering Violent
Extremism and Crisis Leadership to develop deeper knowledge of leadership principles and
violent extremism. The U.S. National Counterterrorism Center also led crisis management
training in October for security and emergency personnel.

The Department of State’s Antiterrorism Assistance program delivered a Senior Crisis
Management Seminar to bolster senior law enforcement’s ability to function during a crisis.
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Securing Tanzanian borders is a chronic challenge for the government. The use of temporary or
emergency identity and travel documents was widespread and complicates immigration security
efforts. Additionally, border management systems were fragmented, with some crossings using
the U.S.-provided Personal Identification Secure Comparison and Evaluation System (PISCES),
some using International Organization for Migration (IOM) or other unknown systems, or in
some cases border officials do not use an electronic records systems at all.

Countering the Financing of Terrorism: Tanzania is a member of the Eastern and Southern
Africa Anti-Money Laundering Group, a Financial Action Task Force-style regional body. The
Tanzania Financial Intelligence Unit is a member of the Egmont Group. Tanzania continued to
make progress on strengthening anti-money laundering and countering the financing of terrorism
including through regulatory oversight of foreign exchange bureaus and money remitters. In
January and March, the United States co-sponsored workshops for Tanzanian stakeholders to
improve Tanzania’s mutual legal assistance procedures and increase international cooperation in
the investigation of transnational crimes, including terrorist financing and money laundering.
For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Tanzania’s NCTC continued to lead CVE efforts and
is the UN Development Program’s partner in a multi-year project to prevent violent extremism
that began in the spring of 2017. Efforts were underway to draft a national preventing violent
extremism strategy and action plan.

In general, the Government of Tanzania views terrorism as primarily an external threat to
Tanzanian security and continued to focus on law enforcement and intelligence services with
little engagement or coordination with civil society.

International and Regional Cooperation: Tanzania is a member of the African Union, the
Southern African Development Community (SADC), and the East African Community, all of
which implemented counterterrorism initiatives. Tanzania hosted a counterterrorism-focused
SADC Special Forces Exercise in Tanga in August. Special Forces units from all SADC
countries participated, and the exercise included a hostage rescue scenario.

UGANDA

Overview: The Government of Uganda continued to make important contributions toward
countering terrorism in East Africa and the Horn of Africa in 2017 and demonstrated strong and
sustained political will to apprehend suspected terrorists and disrupt terrorist activity in its
territory. The Government of Uganda at times labeled conventional criminal acts as terrorism
and leveled terrorism charges against journalists, public officials, and others the government
deemed were acting against its interests, potentially diverting attention and resources from core
counterterrorism goals. As the largest troop contributing country to the African Union Mission
in Somalia (AMISOM), Uganda remained a key partner in regional efforts to neutralize
al-Shabaab.
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Legislation, Law Enforcement, and Border Security: In May 2017, the Ugandan government
enacted an Anti-Terrorism Amendment Bill that expands the definitions of “terrorism” and “act
of terrorism” to better align with international standards and broadens prohibitions on terrorist
financing.

The Uganda Police Force (UPF) Directorate of Counterterrorism is the lead law enforcement
entity charged with investigating, disrupting, and responding to terrorist incidents. Resource and
training gaps, as well as corruption, affected the UPF’s overall capacity to detect, deter, and
respond to terrorist incidents. Interagency coordination among Ugandan security and
intelligence organizations also remained a significant challenge.

The United States continued to provide some capacity-building assistance to the UPF through the
Department of State’s Antiterrorism Assistance program. Border security remained a persistent
concern for the Ugandan government, with especially porous borders between Uganda and both
South Sudan and the Democratic Republic of the Congo. Uganda used the U.S.-provided
Personal Identification Secure Comparison and Evaluation System (PISCES) to conduct traveler
screening at the country’s major ports of entry.

Countering the Financing of Terrorism: Uganda is a member of the Eastern and Southern
Africa Anti-Money Laundering Group, a Financial Action Task Force (FATF)-style regional
body. In November, the FATF Plenary Meeting approved a recommendation from the
International Cooperation Review Group to remove Uganda from the FATF Compliance
Document, noting that the Ugandan government had made significant progress in addressing the
strategic deficiencies previously identified. Notably, Uganda signed and ratified all relevant
UN conventions relating to money laundering and terrorism finance, passed the Anti-Money
Laundering (Amendment) Act to address deficiencies in the principal Act, amended the
Anti-Terrorism Act, conducted a money laundering and terrorism finance national risk
assessment, and established an anti-money laundering/countering terrorist finance National Task
Force.

A significant portion of financial transactions in Uganda are in the form of “mobile money” or
payments and electronic funds transfers initiated through mobile phones, which are vulnerable to
exploitation by criminals and terrorists. While Uganda’s Anti-Money Laundering (Amendment)
Act requires financial institutions to conduct comprehensive customer due diligence, it does not
put the same requirements on mobile money transfers. Banking institutions do not monitor
mobile money payments and transfers in Uganda; mobile money transactions are instead under
the purview of the individual telecommunications company that facilitates the specific
transaction.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 1, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The Government of Uganda does not have a CVE
National Action Plan, as recommended by the UN Secretary-General’s Preventing Violent
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Extremism Plan of Action, but has committed to putting one in place in 2018. The Ministry of
Internal Affairs, at the direction of the prime minister, appointed a lead to oversee this process.

International and Regional Cooperation: Uganda is a member of the Intergovernmental
Authority on Development, the East African Community, the Partnership for Regional East
Africa Counterterrorism, and the International Conference on the Great Lakes Region. Uganda
is the largest troop contributing country to AMISOM, which also includes military forces from
Burundi, Djibouti, Ethiopia, and Kenya.

EAST ASIA AND PACIFIC

Overview

Governments in East Asia and the Pacific continued to work to strengthen legal frameworks,
investigate and prosecute terrorism cases, increase regional cooperation and information sharing,
and address critical border and aviation security gaps throughout the year. Regional cooperation
between domestic law enforcement and judicial authorities within countries throughout
Southeast Asia resulted in high numbers of terrorism-related arrests and, in many cases,
successful prosecutions. Despite these efforts, Southeast Asia remained a target for terrorist
recruitment.

The threat posed by transnational terrorism was particularly prominent when 1SIS-affiliated
domestic groups in the southern Philippines occupied parts of Marawi City for five months
before finally succumbing to Philippine counterterrorism forces. Several countries — including
Australia, Japan, and the United States — provided counterterrorism and reconstruction assistance
to the Philippines as its government began to develop a plan to rebuild the city. Southeast Asian
governments remained concerned about foreign terrorist fighters returning from Iraq or Syria and
using their operational skills, connections, and experience to launch domestic attacks.

East Asian countries actively participated in regional and international efforts to counter
terrorism. Australia, Japan, the Republic of Korea, Malaysia, New Zealand, Singapore, and
Taiwan are partners in the Global Coalition to Defeat ISIS. In September, Australia and
Indonesia became the co-chairs of the Global Counterterrorism Forum’s Countering Violent
Extremism working group.

The Japanese government continued to participate in international counterterrorism efforts in
global, regional, multilateral, and bilateral fora. It followed up on the G-7 counterterrorism
action plan adopted during its 2016 presidency and completing its second and final year as an
elected member of the United Nations Security Council. Japan, with several other countries
across the globe — including Australia and New Zealand — is a donor to the Global Community
Engagement and Resilience Fund.

In May in Jeju, the Republic of Korea — with the UN Counter-Terrorism Executive Directorate
and the 1ICT4Peace Foundation — sponsored a regional workshop that focused on use of the
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internet for terrorist purposes, the “Asia Information and Communication Technology and
Counter-Terrorism Dialogue.”

China’s counterterrorism efforts remained focused primarily on “extremists” that Beijing
ascribes to the so-called East Turkistan Islamic Movement (ETIM). China continued to state that
ETIM has influence in the Xinjiang Uighur Autonomous Region (XUAR) and was responsible
for at least one domestic attack. China continued to express concerns that Chinese citizens have
traveled to Syria and Iraq to fight with ISIS. A message posted by ISIS in March calling for
action against unspecified Chinese targets lent credence to China’s concern.

AUSTRALIA

Overview: Australia strengthened counterterrorism laws, investigated and disrupted suspected
terrorist plots, and maintained high levels of cooperation with U.S. and international partners.
Australia played a major role in the Global Coalition to Defeat ISIS in 2017 and was a leading
contributor to coalition military support, humanitarian assistance, and efforts to disrupt foreign
terrorist fighters. At the end of 2017, Australia’s National Terrorist Threat Advisory System
remained at “Probable.”

On December 20, Australia established the Home Affairs Department, its most significant
domestic security and law enforcement reform in decades. Home Affairs combined the existing
Department of Immigration and Border Protection with relevant elements of existing
departments of Prime Minister and Cabinet, Attorney-General, Social Services, and
Infrastructure and Regional Development. It also drew in the Australian Border Force,
Australian Criminal Intelligence Commission, Australian Federal Police, and Australia’s
financial intelligence agency, the Australian Transaction Reports and Analysis Centre
(AUSTRAC). Agencies falling under the Home Affairs portfolio will maintain their operational
independence while the Department provides strategic leadership and consistent policy
coordination.

Australia is focused on counterterrorism threats in Southeast Asia. In October, Australia
announced enhanced counterterrorism assistance to the Philippines, featuring closer
intelligence-sharing, increased bilateral maritime reconnaissance, and facilitation of post-conflict
rehabilitation efforts across military and civil spheres.

Foreign terrorist fighters returning to Australia and the role of social media in inspiring domestic
radicalization to violence were also chief concerns. Australian security agencies believe
approximately 110 Australian citizens remain with terrorist groups in Iraq and Syria.
Approximately 40 fighters have returned, and the government estimates between 68 and 85
Australian foreign fighter fatalities. The government is also aware of about 70 children who
either traveled with their parents to or were born in 1SIS-controlled areas.

Since September 2014, Australian counterterrorism authorities disrupted 14 terrorism plots
domestically, and have cautioned that a major terrorist event in Australia is “inevitable.”
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The United States worked closely throughout the year with Australia to identify and develop new
capabilities that meet a wide variety of requirements for countering terrorist threats. Through a
cost-sharing bilateral relationship, both countries advanced their technical ability to defeat or
mitigate the evolving capabilities of terrorists and criminal organizations.

2017 Terrorist Incidents: Australia experienced one terrorist-related attack and two disrupted
plots. A Somali-born man, who proclaimed allegiance to ISIS and al-Qa’ida, shot one woman to
death and took another hostage before police killed him in a standoff.

Legislation, Law Enforcement, and Border Security: Australia continued to apply its
comprehensive counterterrorism legislation against domestic threats and passed additional
legislation to strengthen national security protections. In July, Prime Minister Turnbull
announced the implementation of a new Department of Home Affairs by mid-2018, calling it
“the most significant reform” in four decades. The Office of Prime Minister and Cabinet stood
up a task force to manage ministerial portfolio and statutory realignments of several entities,
including the Department of Immigration and Border Protection, the Attorney General’s
Department, and the Australian Security and Intelligence Organization.

In August, the Australia-New Zealand Counterterrorism Committee released its Strategy for
Protecting Crowded Places from Terrorism, drawing on expertise from the Crowded Places
Advisory Group, comprising representatives from law enforcement, intelligence, and business
sectors.

Coordination among states and territories and between agencies is strong and cooperative. In
October, Australia released its fourth National Counterterrorism Plan, outlining national, state,
and territory responsibilities. Almost simultaneously, the Council of Australian Governments
(COAG) committed to a raft of national counterterrorism measures, including nationwide
leveraging of state biometric information, expansion of the national emergency warning system,
and increasing the pre-charge detention hold period to 14 days for suspected terrorists. COAG
also agreed to develop new Commonwealth criminal penalties for those possessing “terrorist
material” and perpetrating terrorist hoaxes, such as false online warnings of impending threats.

Significant law enforcement actions in 2017 included:

e In February, an Australian man in New South Wales was arrested for assisting ISIS to
develop laser missile technology.

e InJuly, police charged four Lebanese men in an ISIS-linked plot to bring down a
commercial airliner with an improvised explosive device.

e In November, police arrested a Somali-Australian man for attempting to obtain an
automatic rifle to kill holiday revelers in Melbourne.

Australia’s border security remained robust. Australia is a leader in the Association of Southeast
Asian Nations (ASEAN) Regional Forum (ARF), in which it raised concerns about traveler data,
cargo and aviation security, developed mitigation strategies, and expanded regional information
sharing on threats. Australia announced in November that Australian citizens would no longer
face penalties for traveling to or remaining in Raqga without a legitimate purpose, but
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emphasized that providing support to any listed terrorist organization remains a punishable
offense. Approximately 219 Australian passports have been cancelled in relation to the Irag and
Syria conflict.

Countering the Financing of Terrorism: Australia is a member of the Financial Action Task
Force (FATF), co-chair of the Asia/Pacific Group (APG) on Money Laundering, and a member
of the APG’s Mutual Evaluation Working Group. Its financial intelligence agency is a member
of the Egmont Group. Australia also chairs or co-chairs the Egmont Group’s Information
Exchange Working Group and the FATF Risks, Trends, and Methods Group.

Australia remained a regional and global leader in countering terrorist financing. During the
Australian fiscal year (July 1, 2016 — June 30, 2017), AUSTRAC (Australian Reports and
Analysis Centre) reported 3,255 exchanges of financial intelligence with international

partners. AUSTRAC attributes the nearly doubling of exchanges over the previous fiscal year to
terrorist finance concerns. AUSTRAC also applied rigorous detection, monitoring, and alerting
to triage over 74,000 Suspicious Matter Reports, an amount comparable to the previous year. In
August, AUSTRAC published a 600-page report accusing Australia’s largest bank of breaching
anti-money laundering and terrorist finance laws nearly 54,000 times between 2012 and

2015. On December 15, AUSTRAC expanded its regulatory probe by filing 100 new allegations
against the bank, saying that the alleged breaches reflect “systematic non-compliance” stemming
from at least three years of failure to report anonymous cash deposits exceeding US $7,800.

On December 18, days after passing the Anti-Money Laundering and Counter-Terrorism
Financing Amendment Bill 2017, to close gaps in e-currency regulation and investigatory reach,
Australia announced it would also dedicate an additional US $33.7 million to help AUSTRAC
strengthen its non-compliance enforcement. The following day, Australia redirected

US $4.3 million retrieved from proceeds of crime to expand AUSTRAC’s overseas presence
from Indonesia and the Philippines to China, Malaysia, Singapore, the Middle East, the

United Kingdom, and the United States.

In November, Australia co-hosted the third Counterterrorism Financing Summit with Indonesia
and Malaysia, attended by 445 representatives from 32 countries. Australia will assist a resultant
multilateral financial intelligence exercise to jointly analyze suspicious financial activities of
individuals operating outside their ordinary countries of residence.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The Australian Attorney General’s Department
(AGD) remained the lead coordinator for national CVE efforts. The AGD continued to focus on
four overlapping streams that build strength in diversity and social participation, target work with
vulnerable communities and institutions, address online terrorist propaganda, and assist diversion
and de-radicalization. Additionally, Australia is a donor to the Global Community Engagement
and Resilience Fund.
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International and Regional Cooperation: Australia is a member of the United Nations,
ASEAN, ARF, the Pacific Island Forum, the East Asia Summit, Asia-Pacific Economic
Cooperation (APEC), the Global Counterterrorism Forum, and the Global Initiative to Combat
Nuclear Terrorism. Australia is the chair of the APEC Counter-Terrorism working group for
2017-2018.

Australia remains focused on counterterrorism threats in Southeast Asia and in October
committed the Australian Federal Police to help rebuild Philippine counterterrorism capabilities
post-Marawi with training and joint maritime patrols. Australia will also add 20 staff to its
embassy in Manila.

In November, Australia hosted the United States and Japan at the Trilateral Strategic Dialogue
Counterterrorism Consultations. Outcomes included coordinated support to Southeast Asian
countries on expanding INTERPOL connectivity and border security, and support for Global
Community Engagement and Resilience Fund expansion to the Philippines. In December,
Australia co-sponsored UN Security Council resolution 2396 on returning and relocating foreign
terrorist fighters.

CHINA (HONG KONG AND MACAU)

Overview: Referring to “terrorism, separatism, and extremism” as “three evil forces” that
threaten domestic stability, China continued enhancing domestic counterterrorism efforts and
called for greater regional cooperation to combat terrorism. During March-April, China initiated
a major security campaign in the Xinjiang Uighur Autonomous Region (XUAR) that targeted
Uighur and other Muslim ethnic groups and was reportedly aimed at rooting out what officials
describe as “separatist, extremist, and terrorist activity.” The campaign included detentions
widely reported to number in the thousands, along with intensified use of traditional policing
measures, the deployment of high-tech surveillance and monitoring systems, the involuntary
collection of DNA and other biometric data, and the closure of mosques.

China’s primary counterterrorism focus remained on ethnic Uighur extremists Beijing ascribes to
the East Turkistan Islamic Movement (ETIM). China maintains that ETIM is responsible for
much of the violence in the XUAR, despite a lack of independent information that ETIM is
active in China. China’s response to the threat of terrorism remained difficult to distinguish from
its suppression of activities its leadership deems separatist in nature or politically subversive to
the Chinese Community Party. In response to alleged separatist or subversive concerns, China
intensified its security and surveillance in the XUAR, including the implementation of stricter
security controls, restrictions on travel, and curbs on religious practice.

There were signs that I1SIS posed a threat to China and its interests abroad, and the Chinese
government reported that some Chinese citizens have joined ISIS and other terrorist
organizations in the Middle East. China also issued public statements warning of growing
threats to Chinese nationals abroad. In March, ISIS released a half-hour video in which it
pledged to attack unspecified Chinese targets.
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2017 Terrorist Incidents: The Chinese government claimed its escalated security and
surveillance policies reduced the number of what it considered terrorist-related incidents in the
XUAR. Details about alleged terrorism-related incidents inside China were difficult to verify
due to a lack of transparency and information from the Chinese authorities. China also impeded
third party efforts to independently verify state media accounts, which are often the only source
of reporting on incidents on Chinese territory. In addition, requests by U.S. law enforcement
officials for information on terrorist incidents from Chinese officials went largely unanswered.

Incidents described by the government as terrorism-related included:

e In February, three attackers alleged to be Uighurs detonated a homemade explosive
device and killed five residents outside a government compound near Pishan County in
the XUAR.

e In June, Islamic State’s Khorasan Province executed two Chinese nationals who had been
kidnapped in May in southwestern Pakistan.

Legislation, Law Enforcement, and Border Security: China continued to enhance
surveillance and security throughout the country, sometimes citing the Counterterrorism,
National Security, Counter-Espionage, and Cyber-Security laws. The 2017 Supreme People’s
Court report departed from past practice by not reporting the number of individuals convicted in
2016 on terrorism-related charges. Nevertheless, publicly available verdicts related to terrorism
prosecutions in 2016 indicate that efforts to implement the Counterterrorism Law have focused
on punishing the possession or distribution of materials that authorities deemed “fake terrorism
information” or “terrorist” or “extremist” in nature. Specifically, the individuals in these cases
were convicted of possessing, accessing, and distributing terrorism-related video or audio
material. The implementation of the Counterterrorism Law has also focused on punishing hotels
and courier services for failing to comply with “real name registration” requirements.

Lawmakers in XUAR passed a regional Anti-Religious Extremism Law in March. The law
prohibits advocating or propagating what it considers “extremist” thoughts and publishing,
downloading, sharing, or reading articles and audio-video material containing “extremist”
content. The law also criminalizes the wearing of long beards and other practices. There were
also reports that authorities compelled Uighurs and other minorities to return to the locality listed
on their identification documents and that authorities confiscated the passports of members of
ethnic minorities and restricted them from leaving the country. Citing terrorism concerns,
authorities required some vehicles in the XUAR to install mandatory satellite tracking and
required all residents there to install a surveillance “app” that automatically detects “terrorist and
illegal” religious videos, images, e-books, and electronic documents on smart phones. The app
reportedly has the capability to remotely delete this content. The government’s broad definitions
of “terrorism” and “extremism” and its unclear definition of “fake terrorism information”
continued to raise human rights concerns. We refer you to the State Department’s Country
Reports on Human Rights Practices for further information.

Beyond China’s borders, China pursued security and counterterrorism cooperation with countries
that drew a similarly broad definition of “extremism” and raised human rights concerns. For
example, Egyptian authorities arrested and deported at least 34 Chinese-nationality Uighurs in
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July, reportedly following a Chinese government order that Uighur students in Egypt return to
China. Those Uighurs who returned were reportedly sent to re-education camps, where at least
two have died. Also, Chinese authorities confirmed in December they were monitoring some
international Twitter accounts allegedly linked to ETIM. In another incident, Italian authorities
detained a Uighur activist with German citizenship, preventing him from delivering a scheduled
speech about human rights in the XUAR. This detention was allegedly responding to an
INTERPOL Red Notice.

Countering the Financing of Terrorism: China is a member of the Financial Action Task
Force, the Asia/Pacific Group on Money Laundering, and the Eurasian Group on Combating
Money Laundering and Terrorist Financing. Based on current law enforcement investigations,
the United States is concerned that China does not adequately control terrorist financing.
Chinese law enforcement claims to have limited ability to freeze funds and investigate banking
transactions. Additional concerns include a lack of guidance for designated non-financial
businesses and professions, underdeveloped procedures for individuals and groups who seek to
be delisted from domestic sanctions, and inadequate regulations defining the rights of bona fide
third parties in seizure and confiscation actions.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes

Countering Violent Extremism (CVE): China continued to implement broad campaigns in the
XUAR under the rubric of countering what the Chinese government considered

“extremism.” The XUAR government also mandated “re-education” programs for members of
ethnic minority communities and students who study overseas. The government implemented a
number of other programs aimed at “stability maintenance,” many of which promote cultural
assimilation in the XUAR and place restrictions on the practice of Islam. For further
information, please see the Department of State’s Report on International Religious Freedom for
2017.

Regional and International Cooperation: China continued to promote the United Nations as
the primary international fora for counterterrorism while increasing its engagement in other
multilateral, regional, and bilateral fora. In June, China and other members of the Shanghai
Cooperation Organization (SCO) signed the SCO Convention on Combating Extremism. In
August, China participated in the 2nd High-level Military Leaders’ Meeting on Quadrilateral
Cooperation and Coordination Mechanism in Counterterrorism with Afghanistan, Pakistan, and
Tajikistan in Dushanbe, and the four parties signed agreements to coordinate counterterrorism
efforts. More than 80 countries sent representatives to attend China’s Forum on International
Cooperation in Countering the Use of Cyberspace for Criminal and Terrorist Purposes in
December.

Beijing pursued the return of ethnic Uighurs and others in Malaysia and other countries to China

in the name of counterterrorism cooperation, although evidence of these individuals’ connection
to terrorism was not made public.
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Hong Kong

Hong Kong continued its effective security and law enforcement partnership with the

United States through the Hong Kong Customs and Excise Department’s joint implementation of
the Container Security Initiative and participation in U.S.-sponsored training in port and border
security.

Counterterrorism remained an operational priority for the Hong Kong Police Force. The Police
Security Wing coordinates potential terrorist threat information with relevant counterterrorism
units. The Police Counterterrorism Response Unit provides a strong deterrent presence. It
assists police districts with counterterrorism strategy implementation and complements the
tactical and professional support of existing police specialist units, such as the Explosive
Ordnance Disposal Bureau, the Special Duties Unit, the Airport Security Unit, and the VIP
Protection Unit.

Hong Kong is a member of the Financial Action Task Force (FATF) and the Asia/Pacific Group
on Money Laundering, a FATF-style regional body. Hong Kong’s Joint Financial Intelligence
Unit is a member of the Egmont Group. Terrorist financing is a criminal offense in Hong Kong,
and financial institutions are required to search continuously for terrorist financing networks.
They must also screen accounts using designations lists provided by the United States under
relevant authorities, as well as the UNSC ISIL (Da’esh) and al-Qa’ida and 1988
(Afghanistan/Taliban) Sanctions Committees’ lists. In June, the Legislative Council passed a bill
on the cross-border transportation of large quantities of currency and bearer negotiable
instruments to combat terrorist financing. At year’s end, the Secretary for Security had not yet
designated the date when the bill would go into force.

In June, Hong Kong introduced the United Nations (Anti-Terrorism Measures) (Amendment)
Bill 2017 to update the ordinance to adequately comply with UNSC resolution 2178 (2014) on
Foreign Terrorist Fighters. Filing suspicious transactions reports irrespective of transaction
amounts is obligatory, but because the bill passed in June 2017 and had not gone into force,
Hong Kong did not require mandatory reporting requirements for cross-border currency
movements in 2017. In advance of its 2018 FATF Mutual Evaluation, the Hong Kong
government in June 2017 introduced in Legislative Committee two bills to bring its regulatory
regime fully in line with FATF recommendations.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Hong Kong law enforcement officers attended U.S. government-sponsored capacity-building
training at the International Law Enforcement Academy on personnel and facility security, law
enforcement techniques to counter terrorism, and financial investigations.

Macau
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Macau’s counterterrorism cooperation with the United States included information sharing. The
Police Intervention Tactical Unit (UTIP), which falls under the Macau Public Security Police
Force, is responsible for protecting important installations and dignitaries and conducting high-
risk missions, such as improvised explosive device deactivation. UTIP’s Special Operations
Group’s mission is counterterrorism operations. Macau cooperated internationally on
counterterrorism efforts through INTERPOL and other security-focused organizations. Macau
law enforcement officers attended U.S. government-sponsored capacity-building training at the
International Law Enforcement Academy on personnel and facility security, financial and crime
scene investigations, computer investigations, and evidence protection.

Macau is a member of the Asia/Pacific Group on Money Laundering, a FATF-style regional
body. Macau’s Financial Intelligence Office is a member of the Egmont Group. In response to
FATF recommendations, the Macau government enacted a new law on the cross-boundary
transportation of large quantities of currency and bearer negotiable instruments in June. The law
went into effective in November. Two amended laws on anti-money laundering and
counterterrorist financing, which widen the scope of identifiable criminal offences and
strengthen customer due diligence measures, became effective in May.

Terrorist financing is a criminal offense in Macau. Banks and other financial institutions are
required to search continuously for terrorist financing networks and screen accounts using
designations lists provided by the United States under relevant authorities and UNSC ISIL
(Da’esh) and al-Qa’ida and 1988 (Afghanistan/Taliban) Sanctions Committees’ lists. Filing
suspicious transactions reports irrespective of transaction amounts is obligatory.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes

INDONESIA

Overview: Indonesia applied sustained pressure to detect, disrupt, and degrade terrorist groups
operating within its borders and deny them safe haven. ISIS-affiliated Jamaah Ansharut Daulah
(JAD) and its offshoots continued to target police and other symbols of state authority. The
capability of terrorist groups to launch coordinated mass casualty attacks was assessed as low,
but the intent remained high. Failed plots included attempts by terrorist groups to use low-grade
radioactive material for bombs and recruit female suicide bombers. Returning foreign terrorist
fighters with new operational training, skills, experience, networks, and access to funding could
help launch more sophisticated attacks against Indonesian government personnel or facilities,
Western targets, and other soft targets and public spaces. While not a member of the Global
Coalition to Defeat ISIS, the Indonesian government and Muslim civil society leaders forcefully
and repeatedly denounced ISIS and actively promoted a “soft approach” to countering violent
extremism to complement “hard” law enforcement counterterrorism efforts.

2017 Terrorist Incidents: JAD targeted police throughout the year, including May 24, when

two JAD suicide bombers fatally detonated pressure cooker bombs at a busy bus station in East
Jakarta that killed three police officers and injured seven civilians. The police were the target of
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multiple other JAD-linked attacks, including a June 25 stabbing at a police post in North Sumatra
that killed one police officer and injured another, and a June 30 stabbing at a mosque in Jakarta
that injured two police officers.

Legislation, Law Enforcement, and Border Security: Since 2002, Indonesia has successfully
used a civilian-law-enforcement-led, rule-of-law-based approach to counterterrorism. Relevant
legislation includes the Law on Combating Criminal Acts of Terrorism (15/2003), the Law on
Prevention and Eradication of Terrorist Financing (9/2013), and the 1951 Emergency Law; and
Indonesia’s Criminal Code. An amendment to CT Law 15/2003, first proposed in

February 2016, would strengthen provisions against foreign terrorist fighters by criminalizing
extraterritorial fighting, preparatory acts, and material support for terrorism. In 2017, the
Indonesian legislature continued to discuss edits to the draft amendment. The Indonesian
government also passed legislation enabling the banning of groups that seek to undermine
Indonesian national unity and also banned the non-violent, pro-caliphate group Hizbut Tahrir
Indonesia.

The elite police counterterrorism force, Detachment 88, leads counterterrorism operations and
investigations. Law enforcement was increasingly able to detect, deter, and prevent most
terrorist attacks. On August 18, police re-arrested JAD’s Aman Abdurrahman, who was due for
an early release from a nine-year sentence, and charged him for his involvement in the

January 14, 2016, central Jakarta attack of a police post and a U.S.-franchise coffee shop with
small arms and homemade bombs. Three Indonesian citizens and a dual national
Algerian-Canadian were killed and at least 23 others were injured in the attack.

Terrorism case conviction rates were high. Sentences tended to be short, with some exceptions.
Recidivist JAD member Juhanda received a life sentence for an attack on a church in East
Kalimantan in November 2016. Indonesia’s first female would-be suicide bomber, Dian Yulia
Novi, received a seven-and-a-half year sentence for her role in a December 2016 plot to attack
the presidential palace.

Corrections officials took steps to improve terrorist prisoner management and implemented a
new risk assessment and classification tool. On August 28, Indonesia designated Pasir Putih
prison on the island of Nusa Kambangan in Central Java as a specialized prison for high-risk
terrorist prisoners.

Border security remained a challenge for this vast archipelagic nation. Advanced Passenger
Information and Passenger Name Record systems were not fully in use. Customs continued to
struggle with targeting, analysis, management systems, and high-level management turnover.
Police maintained a watchlist of suspected terrorists, but lines of communication and
coordination among stakeholder agencies were not always clear. Immigration officials at major
ports of entry had access to biographic and biometric domestic-only centralized databases. In
November, Indonesia began systematic border screening against INTERPOL’s Stolen and Lost
Travel Document and nominals databases at three major airports.

Countering the Financing of Terrorism: Indonesia is a member of the Asia/Pacific Group on
Money Laundering (APG), a Financial Action Task Force (FATF)-style regional body.
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Indonesia’s financial intelligence unit, the Indonesian Financial Transaction Reports and
Analysis Center (PPATK), is a member of the Egmont Group. Indonesia’s Counterterrorist
Financing Law 9/2013 criminalizes money laundering and terrorist financing and authorizes
terrorist asset freezing pursuant to UN Security Council resolution 1373, the UN Security
Council (UNSC) ISIL (Da’esh) and al-Qa’ida sanctions regime, and the 1988
Afghanistan/Taliban sanctions regime. In February, Indonesia issued a presidential regulation to
strengthen a FATF-driven risk-based approach to limit terrorism finance within the non-profit
and charity sector. The APG conducted a Mutual Evaluation Review peer assessment of
Indonesia’s anti-money laundering/countering terrorist financing regime (AML/CFT) in
November. Indonesia was removed from APG’s monitoring list due to progress in its AML/CFT
framework in 2017.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Government and civil society leaders promoted a
moderate and tolerant practice of Islam as an alternative to terrorist teachings. They also
reinforced the national ideology of Pancasila (five principles that form the philosophical
foundation of the Indonesian state).

The National Counterterrorism Agency (BNPT) began developing a national CVE action plan.
A variety of civil society organizations is active in CVE programming, but there was minimal
coordination with BNPT programs.

In 2017, the process for a nationwide reorganization of the police began with the goal of a
community-focused police service that can better identify the early warning signs of
radicalization to violence.

The BNPT managed de-radicalization programs for terrorist convicts. In February, it opened a
de-radicalization center in Sentul, south of Jakarta.

Indonesians deported from third countries for attempting to travel to Irag and Syria were enrolled
in a one-month de-radicalization program at a Ministry of Social Affairs shelter in East Jakarta.
The BNPT used former terrorists for outreach campaigns and helped establish religious boarding
schools for the children of former terrorists.

International and Regional Cooperation: Indonesia participated in counterterrorism efforts in
several international, multilateral, and regional fora, including the United Nations, the Global
Counterterrorism Forum (GCTF), the Association of Southeast Asian Nations (ASEAN), and
Asia Pacific Economic Cooperation (APEC). Indonesia remained active in the ASEAN

Regional Forum Inter-Sessional Meetings on Counter-Terrorism and Transnational Crime and
the APEC Counter-Terrorism working group. Indonesia was co-chair of the former GCTF
Detention and Reintegration working group until September. Beginning in September, Indonesia
and Australia co-chaired the GCTF Countering Violent Extremism working group. Indonesia
formalized trilateral counterterrorism cooperation with Malaysia and the Philippines and
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co-hosted a sub-regional meeting with Australia in Manado, North Sulawesi. Indonesia
continued to use the Jakarta Center for Law Enforcement Cooperation as a regional training
center.

MALAYSIA

Overview: Although Malaysia did not experience IS1S-related attacks in 2017 and the overall
number of foreign terrorist fighters from Malaysia decreased, the country remained a source,
transit, and, to a lesser extent, a destination country for suspected ISIS supporters. This included
suspected ISIS supporters who were deported from Turkey and those planning to travel to the
southern Philippines. Malaysia monitored, arrested, deported, and tried suspected I1SIS
supporters throughout the year. Malaysia also cooperated with the United States and others to
increase border security capacity at airports and in the Sulu Sea and to counter terrorist
messaging on social media. Malaysia is a member of the Global Coalition to Defeat ISIS.

Legislation, Law Enforcement, and Border Security: On April 4, the House of
Representatives re-authorized the maximum 28-day detention-without-charge period for national
security suspects contained in the 2012 Security Offenses (Special Measures) Act for another
five years, or until July 2022. Opponents of the extension cited the misuse of national security
legislation to arrest critics.

During the year, Malaysian authorities continued to broaden INTERPOL connectivity at air,
land, and sea ports of entry, but lacked legislation to authorize the collection of Advance
Passenger Information.

In August, police arrested eight Philippine citizens suspected of planning an attack on the closing
ceremony of the Southeast Asia Games. The lead suspect was believed to be a member of the
Abu Sayyaf Group and to have participated in combat operations, kidnappings for ransom, and
beheadings in the Philippines prior to his arrest.

Malaysian law enforcement continued to participate in the Department of State’s Antiterrorism
Assistance (ATA) program. Training and equipment focused on enhancing Malaysian border
security and investigative capabilities.

Countering the Financing of Terrorism: Malaysia is a member of the Financial Action Task
Force (FATF) and of the Asia/Pacific Group on Money Laundering, a FATF-style regional body.
In its annual National Risk Assessment for 2016 (published in 2017), the National Coordination
Committee to Counter Money Laundering did not consider terrorism financing to be a high risk
in Malaysia. The Committee did note, however, that a small but growing number of
“self-financed” terrorists have sought to raise funds through family, friends, and the internet to
support their travel to Syria and Iraq to fight with ISIS.

Between 2016 and April 2017, 29 terrorist finance prosecutions were brought to court and 11
convictions were secured. The increase in convictions over the previous year was due to closer
public-private partnership in detecting terrorist financing-related activities in Malaysia and
greater coordination within the law enforcement community.
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Although the general risk was low for the use of cryptocurrencies in terrorist financing,
Malaysia’s central bank (BNM) announced during the year that it had begun drafting a
framework to regulate the exchange of cryptocurrencies to fiat currencies to ensure that all such
exchange entities and their transactions were registered with the central bank.

According to a 2017 regional not-for-profit sector risk assessment (unique from the National
Risk Assessment) co-published by BNM, the terrorism finance risk facing not-for-profit
organizations (NPOs) in Malaysia was rated medium. The report highlighted the potential for
Malaysia to be used as a transit country for recruits joining terrorist groups because its porous
borders were vulnerable to terrorists moving funds and other material support into neighboring
countries. Malaysia was the only country commended in the regional assessment for having
significant regulatory oversight, terrorist financing-focused outreach, national and international
mechanisms for coordination, and regulatory powers to remove and revoke NPO-status and
enforce actions against NPOs. However, the existence of four different registrars for NPOs and
the absence of requirements for NPOs to register and file suspicious transaction reports created
limitations to detecting and combating terrorist financing.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The Ministry of Youth’s Institute for Youth Research
published a set of guidelines in 2017 to educate the public on “the dangers of radicalism and
involvement in extremism.” The guidelines were based on government-sponsored research on

ISIS ideology.

The government also announced two new counter-messaging initiatives during the year,
including the King Salman Center for International Peace, a partnership with the Government of
Saudi Arabia; and the ASEAN Center for Islam, Peace, and Non-Violence, a center that would
be based at the Universiti Sultan Azlan Shah. The ASEAN center was not operational by the end
of 2017.

Police engaged in extensive community outreach activities during the year and enhanced security
partnerships with communities in Eastern Sabah.

International and Regional Cooperation: Malaysia continued to support counterterrorism
efforts in regional and multilateral organizations and participated in numerous counterterrorism
events hosted by the United Nations, the Global Counterterrorism Forum, ASEAN, and the
ASEAN Regional Forum (ARF). In 2017, Malaysia hosted an ARF workshop on countering
online extremism, a regional workshop on handling returning foreign terrorist fighters and ISIS
External Operations, and a regional counterterrorism financing summit. In cooperation with
Indonesia and the Philippines, Malaysia announced the commencement of joint maritime patrols
in June to “maintain stability in the region in the face of non-traditional real threats such as
piracy, kidnapping, terrorism, and other transnational crimes in regional waters.” The three
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governments also announced the commencement of joint air patrols in October to counter the
movement of violent extremists and terrorists across the borders of the three countries.

Malaysia is also a member of the Saudi-led Islamic Military Counter Terrorism Coalition. In
November, Malaysian officials joined representatives from 41 other Muslim-majority states to
formally launch the coalition and coordinate their counterterrorism efforts.

PHILIPPINES

Overview: The Philippines improved its counterterrorism capabilities in the face of an evolving
and increasingly robust terrorist threat. The Philippine government consistently acknowledged
the dangers from ISIS-affiliated terrorist groups and welcomed assistance from the United States
and a range of international partners. In addition to exchanges and U.S. materiel and advise-and-
assist support, the September 2017 Tempest Wind drill showcased whole-of-government
U.S.-Philippine cooperation with more than 1,200 civilian and military participants simulating a
hostage rescue scenario.

From May to November, terrorist organizations pledging support to I1SIS — including a faction of
the Abu Sayyaf Group, the Maute Group, and others — occupied and held Marawi City. When
the siege began, President Duterte declared martial law over the entire Mindanao region —
approximately one-third of the country’s territory — and Congress granted an extension of martial
law until the end of 2018. Security forces ultimately cleared the city and eliminated much of the
terrorist leadership, but suffered many casualties during the siege.

Political settlements to long-running insurgencies remained elusive, thereby driving recruitment
and fueling terrorist activities among certain groups. The Bangsamoro Basic Law, intended to
implement the previous administration’s 2014 peace agreement with the Moro Islamic Liberation
Front (MILF), was awaiting action in Congress at the end of 2017. Delays in passing the Law
have provided recruitment propaganda for former MILF fighters and commanders who formed
more extreme breakaway groups, including the Bangsamoro Islamic Freedom Fighters (BIFF),
Ansar al-Khalifa, and the Maute Group.

The Government of the Philippines and the Communist Party of the Philippines/New People’s
Army (CPP/NPA) ended their six-month unilateral ceasefires in February, and the CPP/NPA
increased its attacks against security forces following the failure of the most recent round of
peace talks in May. On December 5, President Duterte signed a presidential proclamation to
formally designate the CPP/NPA a terrorist group, but the courts must still rule on the
designation.

2017 Terrorist Incidents: During the Battle of Marawi City, radical groups aligned with ISIS
attacked, occupied, and destroyed several key public buildings and held dozens of civilians
hostage as human shields. They also reportedly massacred and beheaded captive civilians.
Beyond Marawi, Philippine media observed that kidnapping-for-ransom cases declined from
previous years. Armed attacks against civilians and security forces continued, however. The
press reported that on June 22, security forces rescued at least 60 civilians held hostage after a
BIFF attack in North Cotabato. Suspected members of the Abu Sayyef Group attacked a village
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in Basilan on August 21, killing at least nine civilians and wounding a dozen more. The
December 3 attack on a police station in Misamis Oriental by approximately 100 CPP/NPA
members exemplified the group’s frequent strikes at military, police, and local government
official targets.

Legislation, Law Enforcement, and Border Security: President Duterte identified amending
the Human Security Act of 2007, the country’s principal counterterrorism legislation, as a
priority in both of his state of the nation addresses. Efforts to revise the legislation, thereby
enabling more effective investigation and prosecution of terrorism as a crime, were ongoing at
the end of 2017.

Interagency information sharing continued to improve among Philippine law enforcement units,
despite the country lacking a fully operational 24/7 joint fusion center to monitor and address
terrorist threats and activities. The Joint Terrorist Financing Investigation Group is the only
multi-agency “center” in Manila that routinely meets and exchanges counterterrorism
intelligence.

The Philippines increased its aviation security capacity by procuring updated x-ray technology
and more widely using explosive trace detection units, but it faced understaffing challenges at
security checkpoints and lacked a comprehensive national aviation security strategy. Four
Japanese-donated maritime rescue and response vessels allowed the Philippine Coast Guard to
extend its maritime security capabilities in key areas of their Exclusive Economic Zone and the
Sulu Sea. In the area of identity tracking, collection of high value target biometric attributes
expanded to include the Philippines’ largest prison.

Key counterterrorism law enforcement actions included the National Bureau of Investigation’s
October 2017 arrest of a woman suspected of using the internet to spread terrorist propaganda
and recruit foreign terrorist fighters to the Philippines. The Philippine Department of Justice
charged the Maute clan matriarch, the former Marawi mayor, and nine other individuals with
rebellion in June. Additionally, the Philippines effectively exercised its capabilities to protect
the 2017 Association of Southeast Asian Nations (ASEAN) Summit and related events from
terrorist attacks.

In 2017, the Philippine National Police participated in the Department of State’s Antiterrorism
Assistance (ATA) program. It received training and equipment on crisis response, border
security, and investigations — including cyber investigations.

The Philippine justice system made progress on past instances of terrorism, including the
November 2017 conviction of a man responsible for the 2007 bombing of the Philippine House
of Representatives. Meanwhile, hearings continued on the 2009 landmine attack that killed two
U.S. Army Special Forces soldiers in Jolo Province.

Countering the Financing of Terrorism: The Philippines is a member of the Asia/Pacific
Group on Money Laundering, a Financial Action Task Force (FATF)-style regional body. Its
financial intelligence unit, the Anti-Money Laundering Council, is a member of the Egmont
Group. The Philippines amended its Anti-Money Laundering Act to include gambling and
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casinos, a critical step to avoid placement on the FATF “grey” list. The Philippines continued to
make efforts to bring its banking controls up to international standards.

The Joint Terrorist Financing Investigation Group continued to work with the United States to
investigate suspected terrorist finance cases. Notably, the Philippines seized US $1 million from
the Maute family during the 2017 Marawi siege.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): At year’s end, the Anti-Terrorism Council was
working to finalize a National Action Plan for Countering Violent Extremism that will outline a
whole-of-government strategy.

International and Regional Cooperation: The Philippine Navy began joint patrols with its
Indonesian and Malaysian counterparts under a June 2017 trilateral arrangement to combat
piracy, terrorism, and the illegal drug trade. In November, regional partners also founded the
Southeast Asia Counter Terrorism Financing working group, an information-sharing mechanism
that comprises regional financial intelligence units co-led by Australia and the Philippines. As
the 2017 chair of ASEAN, the Philippines hosted key leadership summits that facilitated
dialogue and coordination on counterterrorism issues.

SINGAPORE

Overview: Singapore identified counterterrorism as a top policy priority and has developed a
comprehensive counterterrorism strategy based on global and regional trends. This strategy
includes vigilant security measures, regional and international law enforcement cooperation,
counter-radicalization efforts, and strategies to prepare the populace for eventual attacks. As
such, Singapore remained a committed, active, and effective counterterrorism partner in 2017.
Counterterrorism remained a pillar of the civilian sector security relationship between Singapore
and the United States. The highly productive levels of counterterrorism cooperation developed
in recent years continued as did expanded information sharing. Singapore’s domestic
counterterrorism apparatus and its ability to detect, deter, and disrupt threats remained effective.
Singapore has been a member of the Global Coalition to Defeat ISIS since 2014 and expanded its
support in 2016 beyond military assets to include medical teams in Iraqg.

The United States worked closely throughout the year with Singapore to identify and develop
new capabilities that meet a wide variety of requirements for countering terrorist threats.
Through a cost-sharing bilateral relationship, both countries advanced their technical ability to
defeat or mitigate the evolving capabilities of terrorists and criminal organizations.

Legislation, Law Enforcement, and Border Security: Singapore uses its Internal Security Act
(ISA) to arrest and detain suspected terrorists. The ISA authorizes the Minister for Home Affairs
(MHA), with the consent of the president, to order arrest and detention without warrant if it is
determined that a person poses a threat to national security. The initial detention may be for up
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to two years and the MHA may renew the detention for an unlimited period — in increments of up
to two years at a time — with the president’s consent. Alternatively, the government can issue a
restriction order limiting a person’s international travel and changes of residence or employment
without government approval. ISA cases are subject to review by the courts to ensure strict
compliance with procedural requirements under the act.

Singapore’s existing legal framework, in conjunction with the ISA, provides the government
with the necessary tools to support the investigation and prosecution of terrorism offenses. In
October, Singapore passed the “Infrastructure Protection Act” that mandates enhanced
counterterrorism security measures for public buildings and sensitive sites. Law enforcement
agencies displayed coordination, command, and control in responding to threat information
affecting Singapore’s security.

The Government of Singapore has a “not if, but when” stance regarding the likelihood of
terrorist attacks within the city-state. The government’s SGSecure public awareness campaign
was launched in 2016 to improve emergency preparedness, promote security awareness, and
build national resiliency. The campaign continued in 2017 with a broad advertising campaign
and public information sessions with local police.

To better detect possible terrorist movements via air into or transiting through Singapore, the
Immigration and Checkpoints Authority worked with the United States to improve its passenger
screening system by integrating both Advanced Passenger Information and Passenger Name
Record data transmitted from air carriers into its border screening processes. Implementation of
this program by Singapore will help its government safeguard international travel and supply
chains against terrorism by analyzing traveler data and developing targeting rules and
methodologies.

Singapore issued at least four detention and two restriction orders to Singaporeans under the ISA
in 2017. With these arrests, Singapore has issued detention or restriction orders to at least 19
Singaporeans for terrorism-related activities since 2015. In 2017, Singapore expelled several
radicalized foreign domestic workers, fined and expelled a foreign Muslim teacher for reciting an
inflammatory prayer, and banned three foreign Muslim preachers from entering the country due
to the preachers’ “divisive” comments that were contrary to Singaporean policies of racial and
religious harmony and inclusion. We refer you to the State Department’s Country Reports on
Human Rights Practices for further information.

Countering the Financing of Terrorism: Singapore is a member of the Financial Action Task
Force (FATF) and Asia/Pacific Group on Money Laundering, a FATF-style regional body.
Singapore’s Suspicious Transaction Reporting Office is a member of the Egmont Group. In
April 2017, Singapore announced the creation of an Anti-Money Laundering and Countering the
Financing of Terrorism Industry Partnership (ACIP). The ACIP is a joint initiative between the
Monetary Authority of Singapore and the Commercial Affairs Department of the Singapore
Police Force, with the goal of bringing together relevant government agencies and private sector
participants to strengthen Singapore’s capabilities to combat money laundering and terrorist
financing. For further information on money laundering and financial crimes, see the 2018
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International Narcotics Control Strateqy Report (INCSR), Volume |1, Money Laundering and
Financial Crimes.

Countering Violent Extremism (CVE): Through entities such as the International Centre for
Political Violence and Terrorism Research (ICPVTR) and the Religious Rehabilitation Group
(RRG), Singapore serves as a regional CVE hub. The ICPVTR conducts research, training, and
outreach programs aimed at understanding the causes of radicalization to violence and
formulating practical rehabilitation programs. The government also encourages inter-religious
and inter-ethnic dialogue through Interracial and Religious Confidence Circles, local community
fora that bring leaders from Singapore’s religious and ethnic communities together to discuss
issues of concern and build trust.

The government believes in building regional capacity to counter violent extremism and has
highlighted opportunities for constructive engagement, such as promoting legitimate charities
working to ease suffering in Syria and Iraq. The Islamic Religious Council of Singapore, the
Islamic authority in charge of Muslim affairs, maintains a Facebook presence and holds outreach
and educational events to counter terrorist propaganda and recruitment efforts.

The RRG, a volunteer organization, has had success in counseling detainees held under the
Internal Security Act. The comprehensive program includes religious and psychological
counseling and involves the detainee’s family and community. In 2016, the RRG launched a
smart phone app designed to counter terrorist voices by providing users with opportunities to ask
questions and have conversations with RRG imams and counselors.

International and Regional Cooperation: Singapore is an active participant in
counterterrorism cooperation efforts in the Association of Southeast Asian Nations (ASEAN),
the ASEAN Regional Forum, and Asia Pacific Economic Cooperation, and has prioritized
regional counterterrorism cooperation as ASEAN chair. In December, Singapore hosted
Philippine forces at its new urban conflict training center and participated in its first
counterterrorism tabletop exercise with Indonesian forces in November. In March, Singapore
co-hosted, with Turkey and the United States, the First Regional Workshop of the Global
Counterterrorism Forum’s Protection of Soft Targets in a Counterterrorism Context Initiative.

THAILAND

Overview: Thailand’s principle vulnerability to international terrorism is its status as a transit
and facilitation country. Thailand is an attractive facilitation hub for illicit activity given the
high volume of travelers through Bangkok’s main airport, coupled with an available market of
illegal goods and relatively weak banking oversight. Domestic terrorist incidents were largely
confined to Thailand’s four southernmost provinces, the scene of a longstanding separatist
conflict between ethno-nationalist Malay Muslim insurgent groups and the central Thai
government. Although Thai security officials have expressed moderate concern about the threat
to Thailand from ISIS, security authorities continued to assert there was no confirmed evidence
of Thai citizens joining the group or of operational linkages between the southern insurgent
groups and international terrorist networks. Thailand remained a productive counterterrorism
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partner, even as the Thai government continued to focus on domestic political challenges as its
primary security priority.

2017 Terrorist Incidents: Ethno-nationalist Malay Muslim insurgents carried out hundreds of
attacks in the southernmost provinces of Pattani, Yala, Narathiwat, and parts of Songkhla,
known as Thailand’s Deep South. Methods included shootings, arson, improvised explosive
devices (IEDs), and vehicle-borne IEDs (VBIEDs). Since the conflict surged in 2004,
insurgents have largely confined their attacks to the four southernmost provinces. Terrorism-
related attacks included:

e On April 6, a series of at least 20 near-simultaneous bomb and arson attacks were
carried out in Thailand’s southern provinces, causing widespread blackouts. The attacks
occurred a day after the country enacted the new constitution, and many political
analysts believed the attacks were likely intended to undermine the military
government. A second string of attacks occurred in 11 districts of Thailand’s Deep
South on April 19.

e On May 9, two bombs exploded at a supermarket in Pattani, injuring 61 people,
including 13 children, but caused no fatalities. A small bomb was triggered inside the
store before a VBIED was triggered outside the store approximately 15 minutes
later. While violence and bombings in the Deep South are common, the use of a VBIED
on civilian targets is rare. Many analysts believe the incident was not intended to cause
high civilian casualties, as the initial smaller bomb was likely intended to evacuate the
area prior to the VBIED’s explosion. Although no group took responsibility for the
bombing, it was believed the work of the southern separatist movement. The lack of a
claim of responsibility is not unusual, as the various ethnic Malay insurgent groups
generally do not publicly claim responsibility for attacks.

e On May 22, a small bomb exploded in Bangkok’s Phra Mongkut Hospital, injuring 24
people. The hospital is military-run and the blast took place on the third anniversary of
the 2014 military coup. A suspect arrested in June allegedly confessed to planting the
bomb and claimed to despise the military regime.

e On August 16, a group of seven armed men stole six pick-up trucks from a used car
dealership in Songkhla, took four people hostage, and killed one dealership
employee. The men subsequently drove five of the cars south to Pattani. The men
planted two of the cars with bombs that later exploded, injuring four soldiers in the first
explosion and one police officer in the second. One car contained an IED that the police
safely defused. Police found the two other vehicles abandoned in Pattani and the sixth
vehicle abandoned in Songkhla.

Legislation, Law Enforcement, and Border Security: Thailand’s law enforcement
authorities demonstrated some capacity to detect, deter, and respond to terrorist

incidents. Multiple entities — including the Royal Thai Police (RTP), Department of Special
Investigation, and components of the Thai military — have law enforcement responsibilities on
counterterrorism cases. Interagency cooperation and coordination was sporadic, information
sharing was limited, and the delineation of duties between law enforcement and military units
with counterterrorism responsibilities was unclear. Annual routine reassignments of senior
government and military officials hampered continuity in leadership.
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Throughout the year, officers from Thailand’s Anti-Money Laundering Office, the Ministry of
Justice, the RTP, and the National Intelligence Agency participated in regional workshops
focused on counterterrorism threats including Hizballah and ISIS. The regional workshops also
covered investigative techniques, countering the financing of terrorism, and legal reforms.

Thailand hosted and participated in the International Law Enforcement Academy in Bangkok,
which conducted courses on post-blast investigations, border interdictions, law enforcement
techniques to counter terrorism, and financial investigative techniques.

Thailand’s borders are relatively porous. The market in fraudulent documents remained active
despite government efforts to crack down on criminal counterfeit networks. Information
sharing within Thailand and with neighboring countries appeared limited. Beginning in 2016,
Thailand began to collect and analyze Advanced Passenger Information And Passenger Name
Record data on commercial flights at all international airports. Although the Royal Thai Police
in May signed an agreement with the INTERPOL National Central Bureau to gain access rights
to INTERPOL’s 16 databases, including the Stolen and Lost Travel Document database, Thai
immigration systems at border crossings still lacked the capability for real-time connectivity
with these INTERPOL databases.

Thailand participated in the Department of State’s Antiterrorism Assistance program and
received training in border security and investigations.

Countering the Financing of Terrorism: Thailand belongs to the Asia-Pacific Group on
Money Laundering, a Financial Action Task Force-style regional body. Thailand’s financial
intelligence unit, Anti-Money Laundering Office Thailand, is a member of the Egmont Group.
Thailand does not have a significant unregulated informal banking and money transfer system
that could aid terrorism financing activities. In cases where the central bank has discovered
unauthorized remittances, the central bank has coordinated with the police to arrest the
offenders. An estimated two-thirds of Thailand’s non-government organizations operate as
unregistered entities and therefore represent a high risk for terrorist financing. Thailand
continues to implement UN Security Council 1373 obligations, especially in the banking and
insurance sectors. For further information on money laundering and financial crimes, see the
2018 International Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering
and Financial Crimes.

Countering Violent Extremism (CVE): Thailand lacked a national CVE action plan, although
the draft national counterterrorism strategy includes elements of CVE. The government’s
Internal Security Operations Command continued to organize outreach programs to ethnic
Malay-Muslims in southern Thailand to counter radicalization to violence. The government
also worked with Muslim leaders to promote the teaching of moderate Islam and to improve
interfaith dialogue between Muslims and Buddhists. Non-governmental organizations
continued to reach out to communities in the southern provinces to provide services, identify the
underlying causes of the area’s violence, and provide outlets for peaceful political expression.
Civil society and academic leaders received training through State Department-funded
programs.
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In July, the State Department, Australia’s Department of Foreign Affairs and Trade, and the
Thai National Broadcasting and Telecommunications Commission, co-sponsored a conference
in Bangkok on best practices to counter radicalization to violence.

International and Regional Cooperation: Thailand participated in international

counterterrorism efforts, including through the Asia-Pacific Economic Cooperation, the
Association of Southeast Asian Nations (ASEAN), and the ASEAN Regional Forum.

EUROPE

Overview

Europe faced a number of ongoing terrorist threats and concerns in 2017, including from foreign
terrorist organizations operating out of Irag and Syria, foreign terrorist fighters returning to
Europe to conduct attacks, and homegrown terrorists who were inspired or remotely directed by
ISIS. Despite increased military pressure in 2017, ISIS inspired and took credit for terrorist
attacks against European symbolic targets and public spaces. Within Europe, ISIS inspired self-
directed terrorists primarily in France, Spain, Turkey, and the United Kingdom, at times adopting
the tactic of ramming large motor vehicles into crowds of civilians.

Many European countries remain concerned about returning foreign terrorist fighters.
Concurrently, terrorist groups espousing left wing and nationalist ideologies, such as the
Kurdistan Workers’ Party and the Turkey-based Revolutionary People’s Liberation Party/Front,
respectively, continued strikes against police and military targets in Turkey and fundraising
activity throughout the rest of Europe.

European countries contributed immensely to worldwide counterterrorism efforts in 2017.
Thirty-nine European countries, the European Union, and INTERPOL collaborated within the
force-multiplying framework of the Global Coalition to Defeat ISIS. As a result, the Coalition,
which had already liberated Fallujah, Ramadi, and Tikrit, successfully completed military
campaigns to liberate Mosul, Irag and Raqga, Syria. European officials and civil society
members participated in counterterrorism and countering violent extremism policies and
programs within multilateral and regional fora, such as the United Nations, the Global
Counterterrorism Forum, the Organization for Security and Co-operation in Europe (OSCE), and
the Council of Europe. North Atlantic Treaty Organization (NATO) allies agreed to a
Counterterrorism Action Plan in May, enhancing the Alliance’s counterterrorism role by:
joining the Defeat-ISIS Coalition, increasing information sharing, forming a new terrorism
intelligence cell at NATO Headquarters, and appointing a coordinator to oversee NATO’s
counterterrorism efforts.

A number of European governments also participated in the U.S.-Europol Law Enforcement
Coordination Group (LECG), which was established in 2014 to improve international
cooperation in countering Hizballah’s terrorist and illicit activities. The LECG met twice in
2017, in Washington in May and in Europe in December. Almost 30 governments participated
in the December meeting, including representatives from Europe, the Middle East, South
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America, Southeast Asia, and Africa, along with Europol and INTERPOL. This is a growing
recognition of the need to cooperate on efforts to counter Hizballah’s global terrorist networks.

NATO and the EU launched the European Center of Excellence for Countering Hybrid Threats
in April 2017. The Center serves as a major facilitator among individual nations and key
organizations to bolster resilience and ability to counter hybrid threats by working with
academia, the private sector, and governments.

The OSCE’s annual counterterrorism conference in May focused on rehabilitation, reintegration,
and the prevention of radicalization to violence. Moreover, the OSCE has developed and
implemented a methodology for counterterrorism tabletop training seminars as a contribution to
regional security. In November, the Committee of Experts on Terrorism of the Council of
Europe held a plenary meeting in Strasbourg to agree on guidelines to prevent lone actor terrorist
attacks and enhance cooperation on countering use of the internet for terrorist purposes by
establishing a platform for governments, internet companies, and non-governmental
organizations to exchange information, while respecting human rights and the rule of law.

ALBANIA

Overview: Albania was a strong supporter of counterterrorism efforts in 2017 and continued its
participation in the Global Coalition to Defeat I1SIS, making significant donations of weapons
and ammunition.

Legislation, Law Enforcement, and Border Security: Albania criminalizes terrorist acts,
financing of terrorism, conducting transactions with persons on United Nations (UN) sanctions
lists, recruiting and training people to commit terrorist acts, incitement of terrorist acts, and
establishing, leading, and participating in terrorist organizations. Albania is establishing and
sustaining a port security oversight system to more fully comply with requirements under the
International Maritime Organization’s International Ship and Port Facility Security Code.

Albanian law enforcement increased its efforts to counter potential terrorist threats. The recently
expanded Albanian State Police Anti-Terrorism Unit (ATU) worked closely with the U.S.
Department of Justice’s (DOJ’s) International Criminal Investigative Training Assistance
Program (ICITAP) and the Department of State’s Antiterrorism Assistance (ATA) program to
match Albanian government requirements for equipment and training with U.S. expertise and
resources. As a result, the ATU developed its own plans and programs for improving equipment,
training, and development, and renovated the central ATU facility. Through participation in the
ATA Program, the ATU received training on interviewing terrorist suspects. Other Department
of State funding provided counter-surveillance training, vehicles, intelligence analysis training,
surveillance equipment, and computer workstations for investigators. Despite a scarcity of
resources, the ATU also participated in several successful interdictions of known or suspected
terrorists.

DOJ’s Office of Overseas Prosecutorial Development Assistance and Training Program, funded

by the Department of State, continued to provide mentorship, assistance, and training to
prosecutors, law enforcement officials, financial investigators, intelligence analysts, and judges

68



from Albania, Bosnia, Kosovo, Macedonia, and Serbia. These officials work on foreign terrorist
fighter and terrorism-related cases through the Balkan Regional Counterterrorism program
located in Tirana.

Corruption and barriers to information sharing among government agencies, insufficient intra-
agency coordination, and a poorly functioning judicial system continued to hinder Albania’s law
enforcement efforts at all levels. Recent constitutional and legal reforms to the judiciary are
underway, beginning with the vetting of Albania's 800 judges and prosecutors for corruption,
proficiency, and ties to organized crime. As of December 2017, the vetting commission and
international monitoring operation began work on the first 57 personnel files. Other reforms will
begin after this first group is vetted.

Countering the Financing of Terrorism: Albania is a member of the Council of Europe’s
Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing
of Terrorism (MONEYVAL), a Financial Action Task Force (FATF)-style regional body. The
General Directorate for the Prevention on Money Laundering, Albania’s financial intelligence
unit, is a member of the Egmont Group.

Albania continued to work with the FATF and MONEY VAL to address identified weaknesses in
its anti-money laundering/countering the financing of terrorism regime. As a result, Albania
made major improvements to its legal framework for identifying, tracing, and freezing terrorist
assets; enhanced international cooperation; extended customer due diligence; and required the
filing of suspicious transaction reports and currency transaction reports.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The Government of Albania implemented a “Schools
for Safer Communities” program aimed at educating teachers throughout Albania about the risks
of radicalization to violence among youth. It included processes for teachers to recommend
interventions for students on the path to radicalization to violence. The Albanian cities of Cerrik,
Elbasan, Librazhd, and Tirana are members of the Strong Cities Network.

Regional and International Cooperation: Albania is a member of the UN, the Organization
for Security and Co-operation in Europe, the North Atlantic Treaty Organization, the Regional
Cooperation Council for Southeast Europe, the Council of Europe, and the Organization of
Islamic Cooperation. Albanian criminal justice actors participated regularly in various regional
associations, conferences, and other counterterrorism information sharing exchanges. In
December, Albania co-sponsored UN Security Council resolution 2396 on returning and
relocating foreign terrorist fighters.

AUSTRIA

Overview: Austria continued to prioritize counterterrorism measures throughout 2017. U.S.-
Austrian law enforcement cooperation remained strong. Austria’s Office for State Protection
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and Counterterrorism (BVT) — the key counterterrorism agency within the Ministry of the
Interior — reported ongoing radicalization to violence efforts by terrorist groups.

The BVT estimated the number of Austrian foreign terrorist fighters fighting in Syria and Iraq, or
wanting to travel to the conflict zone for terrorist purposes, at 300 between 2014 and

2017. During this period, authorities prevented 50 persons from leaving the country to go to
conflict zones, including 22 women. Forty-four men who had traveled from Austria to Syria and
Iraq are presumed dead. The BVT monitored an estimated 80 persons who had returned to
Austria, and officials believed approximately 110 could still plan to return. Overall, the BVT
noted that terrorist mobilization substantially declined after 2015. As of August 2017, there were
64 foreign terrorist fighters in Austrian prisons; 20 percent of them were aged 16 to 21.

Austria made the fight against terrorism a key priority for its 2017 chairmanship of the
Organization for Security and Co-operation in Europe (OSCE). Austria is a member of the
Global Coalition to Defeat ISIS and a member of the Defeat-ISIS foreign terrorist fighters and
stabilization working groups. Throughout the year, the Ministries of Interior, Justice, and
Foreign Affairs increased efforts to counter radicalization to violence and to address the problem
of foreign terrorist fighters. Law enforcement agencies focused on intelligence gathering and
investigations, as well as sharing information with international partners.

Legislation, Law Enforcement, and Border Security: Austria has an extensive legal structure
to counter terrorism. Relevant statutes criminalize training in terrorist camps abroad and allow
wiretapping of individual suspects or small groups with the permission of an independent judge
or ombudsman. Specific regulations prohibit the use and distribution of symbols attributable to
ISIS or al-Qa’ida. Regulations allow border authorities to prevent minors from leaving Austria
upon suspicion they will participate in fighting activities abroad. Authorities are allowed to
withdraw citizenship from an Austrian dual national citizen who voluntarily and actively
participates in fighting in a terrorism-related armed conflict.

Austrian law enforcement and BVT officials routinely cooperated with U.S. law enforcement in
a range of investigative areas, including joint, multilateral investigative projects and enforcement
operations. Border security forces made effective use of security measures, including biographic
and biometric screening capabilities at ports of entry and information sharing internally and with
other European Union (EU) countries. Border security officials at ports of entry have discretion
when determining which documents and passengers will be subject to screening on arrival.

Austria has taken a whole-of-government approach to implementing UN Security Council
resolutions (UNSCRs) related to counterterrorism as well as Global Counterterrorism Forum
(GCTF) good practices on foreign terrorist fighters.

In a series of high-profile trials in 2017, Austrian courts sentenced convicted terrorists to what
were considered by local standards to be unusually long prison terms.

Austria has rigorous processes in place to register and screen individuals applying for asylum,

lawful residence, and citizenship. Applicants’ fingerprints are checked against the EU’s asylum
fingerprint database (Eurodac), and in select cases, against criminal databases as
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well. Individuals are again screened against national and international law enforcement
databases before citizenship is approved.

Countering the Financing of Terrorism: Austria is a member of the Financial Action Task
Force (FATF). Austria’s financial intelligence unit, located in the Federal Criminal Police
Office, is a member of the Egmont Group. Austria has a comprehensive legislative and
regulatory framework for anti-money laundering/combating the financing of terrorism
(AML/CFT). FATF approved of regulatory changes implemented in 2017, leading to a
significant upgrade in Austria’s AML/CFT technical compliance rating.

Austria criminalizes the financing of terrorism in line with international standards and freezes
terrorist assets in accordance with UN Security Council resolutions implemented through EU
legislation. Austria has a national listing mechanism for terrorist financing, which is faster than
the EU mechanism. Money or Value Transfer Services, dealers in precious stones and metals,
real estate agents, and exchange houses are monitored and regulated in Austria. The number of
terrorist financing cases successfully prosecuted in Austria has increased due to improved
monitoring and prosecution capabilities.

Austria implements the collection of Know Your Customer data for wire transfers through
implementation of the Fourth EU Anti-Money Laundering Directive. This requires identification
of clients who want to establish a business relationship with a financial institution, who perform
a transaction of 15,000 euros (US $18,300) or more, or where there is suspicion of money
laundering or terrorist financing.

While Austria has taken measures to require closer monitoring of non-profit organizations
(NPOs), they are still not required by law to file suspicious transaction reports (STRs). As a
consequence, STRs from NPOs are rare.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Austria continued its CVE efforts largely in response
to the foreign terrorist fighter phenomenon. In addition, the Austrian government undertook or
continued several other initiatives. The Ministry of Foreign Affairs, in cooperation with the
Islamic Faith Community, continued its information campaign in mosques, Islamic
organizations, community centers, and prisons. The initiative included education outreach to
encourage Austrians to differentiate between Islam and what Austria describes as violent
extremism. In an effort to counter radicalization to violence and improve integration in the
newly arrived refugee population, the Integration Office within the Foreign Ministry developed
an educational program focused on German language acquisition and education on Austrian
values, such as equality and democratic principles. The Austrian government maintained a
counseling center and a de-radicalization hotline aimed at friends and family members of
potential terrorists.
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International and Regional Cooperation: Austria is a member of various international and
regional security platforms, including the UN, EU, OSCE, the Salzburg Forum, and the Central
European Initiative. Austria regularly leads law enforcement training programs with Salzburg
Forum countries and the Balkan states. In its role as OSCE chairman in 2017, Austria organized
an OSCE Counterterrorism Conference in May with a focus on rehabilitation, reintegration, and
prevention of radicalization to violence. Austria also focused on engaging and empowering
youth in preventing radicalization to violence. In December, Austria co-sponsored UNSCR 2396
on returning and relocating foreign terrorist fighters.

AZERBAIJAN

Overview: In 2017, Azerbaijan was a strong counterterrorism partner to the United

States. Azerbaijan’s government actively worked to detect and defeat terrorist efforts to move
people, money, and materials across its land and maritime borders and within the South
Caucasus. Azerbaijani law enforcement and security services conducted operations to disrupt
and prevent terror attacks, arrested and prosecuted suspected terrorists, and prosecuted returning
Azerbaijanis who had joined terrorist groups fighting outside Azerbaijan. Azerbaijani
counterterrorism cooperation significantly reduced the risk of terrorist attacks against tourist
locations frequented by U.S. citizens and U.S. economic interests in Azerbaijan.

Legislation, Law Enforcement, and Border Security: In 2017, Azerbaijan expanded the legal
definition of terrorists and terrorism. According to the amended law, “A terrorist is one who,
directly or indirectly, takes part in a terrorist activity as an organizer, instigator, assistant, or
actor, or one who masterminds a terrorist act or attempts to carry it out or assists an organized
criminal group with carrying out terrorist acts.” The law previously described a terrorist as “one
who takes part in the carrying out of a terrorist activity in any way.” The amended law provides
that “a terrorist organization is an organization created for the purpose of carrying out terrorist
acts or considering the option of terrorism probable in carrying out its activities. If a structural
unit of an organization engages in terrorist activities with the permission of management, the
organization is considered to be a terrorist organization.”

Azerbaijani law enforcement and security services have demonstrated the capacity to detect,
deter, and prevent acts of terrorism in Azerbaijan’s territory. Responsibility for counterterrorism
is vested in several government agencies. The Ministry of Internal Affairs (MIA) is Azerbaijan’s
primary law enforcement agency, and its Organized Crime Unit is tasked with leading the
Ministry’s counterterrorism efforts. The MIA cooperates closely with the State Security Service
(SSS), Azerbaijan’s domestic intelligence and counterterrorism service. The SSS is responsible
for identifying and preventing criminal activities by terrorist groups, and countering international
terrorism and transnational crimes. The State Border Service (SBS) and State Customs
Committee (SCC) jointly manage border security, and interdict terrorist efforts to move people,
money, and materials — including weapons of mass destruction — across Azerbaijan’s land and
maritime borders. The SBS is responsible for defending oil platforms against terrorism. The
Prosecutor General’s Office is responsible for prosecuting suspects accused of terrorism,
conspiracy to commit and aid terrorism, and other terrorism-related crimes. The government
continued to cite “countering violent extremism” as a justification for incarcerating members of
the secular and religious political opposition whom it alleges are “religious extremists.” We

72



refer you to the State Department’s Country Reports on Human Rights Practices and_Report on
International Religious Freedom for 2017 for further information.

Azerbaijan used terrorist and criminal watchlists and biographic/biometric screening at some
ports of entry. Azerbaijan’s law enforcement and security services shared information among
themselves, and with regional and international partners.

In 2017, Azerbaijani law enforcement and security services reported preventing several potential
terrorist attacks, including:

e On January 27, Azerbaijani SSS officers killed suspected “religious extremist” Jeyhun
Ojagov. The SSS reported Ojagov had resisted arrest.

e On February 1, the SSS conducted a raid and killed four members of a group the SSS said
was linked to terrorist organizations operating in foreign countries planning terrorist acts
in Azerbaijan.

e On August 28, the SSS reported its officers killed terrorist suspect Yashar Javadov while
trying to arrest him. The SSS reported Javadov bought weapons and explosives with
funds received from a foreign terrorist organization.

e On October 27, the SSS detained Azerbaijani citizens Hasrat Aliyev, Emil Nasrullayev,
Elshad Dadashov, and Zaur Eynalov on suspicion of fighting in Syria and Iraq.

Countering the Financing of Terrorism: Azerbaijan is a member of the Council of Europe’s
Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing
of Terrorism (MONEYVAL), a Financial Action Task Force-style regional body. The
government’s Financial Monitoring Service is a member of the Egmont Group. In 2017,
Azerbaijan continued implementing its “National Action Plan for 2017-2019 on combatting
criminally acquired money, legalization of other properties, and financing of terrorism.”

On June 29, Azerbaijan’s Parliament ratified the Council of Europe’s Convention on Laundering,
Search, Seizure, and Confiscation of the Proceeds from Crime and on the Financing of
Terrorism.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Azerbaijan does not have a formal national CVE
strategy, but state bodies such as the State Committee for Work with Religious Associations and
the Caucasus Muslim Board work to prevent radicalization to violence in Azerbaijan’s religious
communities. The State Committee conducts informational campaigns around the country on the
dangers of terrorist recruitment. In 2017, the Azerbaijani government cooperated with a U.S.
government assessment of the level of risk posed by terrorist organizations and the potential for
terrorist ideologies to gain ground in Azerbaijan.

International and Regional Cooperation: Azerbaijan maintained membership in the
Organization for Security and Co-operation in Europe, the Organization of Islamic Cooperation,
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and other international bodies. Azerbaijan hosted the 4th Annual World Forum on Intercultural
Dialogue, aimed at building societies based on equal opportunities as well as an inclusive
framework of tolerance and respect for diversity. Azerbaijan also continued supporting North
Atlantic Treaty Organization counterterrorism initiatives as one of the Alliance’s Partnership for
Peace countries.

Azerbaijan continued efforts to improve Afghan security and stability by co-chairing the Heart of
Asia-Istanbul Process; as its co-Chair, Azerbaijan hosted senior officials’ meetings and a
Ministerial Conference. Azerbaijan also hosted a working group meeting that highlighted the
role of narcotics traffickers in financing terrorism.

BELGIUM

Overview: Policy reforms, improved information sharing, and additional resources for
counterterrorism efforts enhanced Belgian authorities’ ability to investigate and prevent terrorist
attacks. Belgium’s complex, highly decentralized government structure continues to be a
challenge for internal information sharing and cooperation. The greatest terrorism threat in
Belgium comes from 1SIS-inspired homegrown terrorists. The large number of Belgian foreign
terrorist fighters in Syria and Iraq led to concern about attacks by returned fighters, although
fewer have returned than anticipated. Belgium is a member of the Global Coalition to Defeat
ISIS. Belgium also assumed leadership of the European Union (EU) Training Mission in Mali in
2017, which aims to support and rebuild Malian armed forces to better counter local al-Qa’ida-
linked terrorists

2017 Terrorist Incidents:
e OnJune 20, soldiers shot and killed an attempted suicide bomber at Brussels Central train
station after the attacker’s bomb failed to detonate. There were no additional casualties.
e On August 25, a man with a knife attacked and injured two soldiers near Brussels’ Grand
Place. The attacker was shot and killed at the scene.

Legislation, Law Enforcement, and Border Security: Belgium plays a significant role in
international efforts to disrupt, prevent, detect, and punish acts of terrorism. The United States
and Belgium maintained a close, cooperative counterterrorism partnership through two ongoing
Joint Investigative Teams. Belgium’s legal system does not permit plea agreements, which
contributes to an overburdened court system. The primary actors in Belgian law enforcement are
the Belgian Federal Police and its multiple counterterrorism units, the Civilian and Military
Intelligence Services, Office of the Federal Prosecutor, and the Crisis Center. The interagency
Coordination Unit for Threat Analysis plays an analytic threat assessment role, particularly with
regard to foreign terrorist fighters, and advises the government on setting the national threat
level. The Belgian National Security Council also plays a significant role in the intelligence and
security structure. Belgian law enforcement and intelligence services disrupted a number of
terrorist plots in 2017.

In 2017, Belgium approved a constitutional amendment to extend the amount of time a terrorist

suspect can be detained before being charged from 24 hours to 48 hours. Belgium also passed
legislation to expand the definition of “terrorist activities,” and facilitate terrorism-related
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deportations of legal residents. Belgium partially implemented the EU Passenger Name Record
(PNR) directive into Belgian law, and has been a proponent for extending PNR to international,
rail, bus, and maritime travel.

In May, the federal government announced 28 security measures it plans to enact; 14 directly
relate to counterterrorism. These measures were in addition to the 30 counterterrorism measures
proposed by the Government of Belgium in 2015, which the government was still working to
implement. Some of the new proposals included allowing the use of civilian informants, issuing
stronger sentences for certain crimes, developing biometric identification, and including
homegrown terrorists in the dynamic database of foreign terrorist fighters.

On October 24, a Parliamentary Investigative Commission concluded an 18-month investigation
into the March 22, 2016 Brussels terrorist attacks. The investigation produced three reports in
2017 on topics including assistance to victims of the attacks, Belgium’s security architecture, and
radicalism in Belgium. The reports contained many recommendations, including increasing
funding for intelligence services, improving information sharing between agencies, and requiring
imams to be trained in Belgium and to speak either Dutch or French.

Countering the Financing of Terrorism: Belgium is a member of the Financial Action Task
Force and Belgium’s financial intelligence unit, the Cellule de Traitement des Informations
Financieres, is a member of the Egmont Group. On September 18, Belgium passed a law to
implement EU Directive 2015/849. This Directive aims to prevent money laundering and
terrorist financing, and allows for sanctions to be imposed on institutions that assist in

either. This law replaces the January 1993 anti-money laundering law. For further information
on money laundering and financial crimes, see the 2018 International Narcotics Control Strateqy
Report (INCSR), Volume |1, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): The Parliamentary Investigative Commission’s final
report on radicalism suggested Islamist fundamentalism was among the key drivers of terrorism
in Belgium’s Muslim community. The report recommended greater federal oversight of
mosques, new requirements for imam training, and increased intelligence sharing between law
enforcement, immigration, and social services.

Belgium’s federal, regional, and local governments remained engaged in CVE efforts. In June,
the regional government of Flanders approved a new action plan aimed at early detection and
prevention of radicalization to violence. The plan called for additional training for front-line
practitioners, establishing a network of Islamic experts to support practitioners, a telephone
hotline for concerned individuals, and additional funding for community projects aimed at
promoting social cohesion. The government of the French Linguistic Community created two
new agencies to train front-line practitioners and provide individualized assistance for victims of
terrorism. Local municipal governments began to exchange best practices on developing and
managing local integrated security cells. In December, the federal government’s Coordination
Unit for Threat Analysis expanded access to its database of hate preachers and terrorist suspects
to judicial, regional, and local partners.

75


http://www.state.gov/j/inl/rls/nrcrpt/index.htm
http://www.state.gov/j/inl/rls/nrcrpt/index.htm

Prisoners charged or convicted with terrorism-related offenses are transferred to prisons with
specialized sections for radicalized inmates. Although prison de-radicalization remained a
priority in 2017, the Parliamentary Investigative Commission found little improvement from
2016. Radicalization to violence is a growing challenge in Belgian prisons. The Ministry of
Justice is developing e-learning programs for prison staff to help address this issue in the interim.

The Belgian cities of Antwerp and Vilvoorde are members of the Strong Cities Network.

International and Regional Cooperation: The Parliamentary Investigative Commission’s
Report on Belgium’s security architecture called for increased cooperation with international
partners, particularly Turkey and other EU member states. Belgium participates in EU, the
North Atlantic Treaty Organization, the Organization for Security and Co-operation in Europe,
and Council of Europe counterterrorism efforts. Belgium is a member of the advisory board of
the UN Counterterrorism Center.

Belgium has also been an active proponent of Europol databases and EU-wide information
sharing. As an EU member state, Belgium has contributed trainers and capacity-building
expertise to EU counterterrorism assistance programs in Sahel countries, and the Belgian Federal
Police provided training to counterparts in the Maghreb. From July 2016 to January 2018,
Belgium led the EU training mission in Mali (EUTM) to build Malian armed forces’ capacity to
reduce terrorist threats. In addition to continued troops support to EUTM, Belgium provides
troops and overall force command to the UN Multidimensional Integrated Stability Mission in
Mali.

Belgium participated in all EU efforts to interdict foreign terrorist fighter travel across land and
maritime borders, encouraged efforts to strengthen Schengen zone external borders, assumed a
leading role in the European Strategic Communication Network (formerly the Syria Strategic
Communications Advisory Team), and promoted the implementation of EU and domestic PNR
systems. UN Secretary-General Antonio Guterres appointed Belgium’s Michéle Coninsx as
Executive Director of the UN Counterterrorism Executive Directoratein August, with Coninsx
assuming the post in November. In December, Belgium co-sponsored UN Security Council
resolution 2396 on returning and relocating foreign terrorist fighters.

BOSNIA AND HERZEGOVINA

Overview: Bosnia and Herzegovina (BiH) remained a cooperative counterterrorism partner and
continued to increase its counterterrorism capacity in 2017. Legislative loopholes and lenient
sentencing, however, remained major challenges. Some operational domestic coordination
exists, but interpersonal and interagency infighting and stovepiping undermined effective
cooperation. Extremist ideology and regional nationalist extremist groups remained potential
sources of terrorism in BiH, and little progress was made on rehabilitation and de-radicalization.
BiH is a member of the Global Coalition to Defeat ISIS.

Legislation, Law Enforcement, and Border Security: BiH did not pass any major

counterterrorism legislation at the national level in 2017. The sub-state entity Republika Srpska
adopted a new criminal code that aligns terrorism offenses with international standards and
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criminalizes membership in foreign paramilitary and para-police forces. At the state level, BiH
also has laws prohibiting membership in para-military and para-police organizations, but
sentencing remained a major challenge. Foreign terrorist fighters frequently received sentences
below the minimum prescribed by the BiH criminal code, a result of judges taking mitigating
circumstances into account. If sentenced to one year or less of incarceration, a convicted
terrorist may opt to pay a fine rather than serve time in custody.

Although the Ministry of Justice (MoJ) proposed a draft list of amendments to strengthen foreign
terrorist fighter/counterterrorism legislation in 2017, there was little political will, including in
the MoJ, to secure buy-in. The amendments have been stalled since June. A proposal to remove
the option for convicted foreign terrorist fighters and terrorists to pay a fine in lieu of jail time, or
to secure early release (both of these amendments were included in the MoJ draft), was under
consideration in parliament at the end of 2017.

A member of parliament proposed increasing foreign terrorist fighter minimum sentencing from
five to eight years, although this would not address the mitigating circumstances issue. A
Ministry of Security working group was in the preliminary stage of developing comprehensive
amendments to the criminal code on these issues, but there was little political will to proceed
given an upcoming election in October 2018.

The State Investigation and Protection Agency (SIPA) is the lead law enforcement unit
performing counterterrorism functions. With approximately 25 officers working on
counterterrorism cases, its effectiveness is limited. In 2017, the BiH Ministry of Security
proposed legislation to increase the number of counterterrorism-focused SIPA officers to
approximately 50 by upgrading the relevant unit to a department.

Law enforcement cooperation continued to suffer from interpersonal and institutional infighting.
A BiH Prosecutor’s Office-led task force met only two times in 2017, and public disagreements
between the Acting Chief Prosecutor, Minister of Security, and SIPA leadership undermined
strategic progress on counterterrorism initiatives. At the operational level, law enforcement and
prosecutors meet and work jointly on certain cases. However, shortages of counterterrorism
investigators and interagency cooperation often led to investigative disruptions and the release of
suspects after a brief detention.

There were no significant changes since 2016 on border security.

BiH continued its efforts to disrupt terrorist activity in 2017 through arrests:

e On November 29, police arrested Emir Hodzic — who previously served a one-year
sentence for a foreign terrorist fighter conviction — for possession of illegal weapons,
including a rocket launcher.

e InJune, police arrested Enes Mesic when he attempted to illegally cross the border to
Serbia, where police suspected he planned to conduct a terrorist attack. Mesic had been
sentenced to three years in prison two months earlier in April for terrorist activities, but
was not immediately incarcerated, highlighting another problem with the BiH justice
system. In addition to Mesic, six other convicted terrorists were rearrested or returned
into custody after the State Court did not imprison them immediately after sentencing.
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BiH continued to cooperate with the United States on counterterrorism. For example, the BiH
government worked with the United States on the extradition of Mirsad Kandic, an ISIS
facilitator living in Sarajevo.

Countering the Financing of Terrorism: BiH is a member of the Committee of Experts on the
Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism, a Financial
Action Task Force (FATF)-style regional body. BiH’s financial intelligence unit, the Financial
Intelligence Department, is a member of the Egmont Group. BiH completed its FATF Action
Plan in September, which included making progress on customer due diligence and suspicious
transaction reporting, as well as increasing regulation on financial and non-financial institutions.
During the FATF plenary in October, FATF was granted an on-site visit to ensure
implementation of these reforms. This is the next step in removing BiH from the FATF “grey
list.” For further information on money laundering and financial crimes, see the 2018
International Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and
Financial Crimes.

Countering Violent Extremism (CVE): In 2017, the main religious communities in BiH
(Catholic, Islamic, Jewish, and Orthodox) worked together through the Interreligious Council to
promote tolerance and confront acts of bigotry or violence directed at any of these
communities. The BiH Ministry of Security named its first state-level coordinator for
international and domestic efforts to prevent violent extremism, largely in response to an
increasing number of international programs and resources targeting violent extremism in

BiH. Working in close partnership with the International Organization for Migration and other
well-known international organizations, BiH supported efforts to strengthen resiliencies within
identified at-risk communities, developed the capacity of religious leaders and civil society
actors to counter expressions of intolerance, and piloted comprehensive community-led
intervention procedures at the local and municipal level. The BiH cities of Bihac, Bijeljina,
Doboj, Jablanica, Prijedor, Srebrenik, and Tuzla — and the municipality of Centar (Sarajevo) —
are members of the Strong Cities Network.

International and Regional Cooperation: BiH’s criminal code and related legal framework
are generally consistent with United Nations (UN) and European Union counterterrorism
standards. The State Prosecutor’s Office also works frequently with counterparts in Serbia and
Montenegro. BiH is a member of the UN, the Organization for Security and Co-operation in
Europe, the Regional Cooperation Council for Southeast Europe, and the Council of Europe.

BULGARIA

Overview: The United States and Bulgaria strengthened counterterrorism cooperation through
the Bilateral Counterterrorism working group established in 2015. In addition, Bulgaria is in the
process of completing an update to its 2015-2020 National Strategy for Countering
Radicalization and Terrorism. Bulgaria is a member of the Global Coalition to Defeat ISIS and
has repeatedly responded to requests for assistance.
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Bulgaria worked with the U.S. Department of Homeland Security to improve its biometric
screening of individuals entering and transiting the country.

Legislation, Law Enforcement, and Border Security: Bulgaria prosecutes terrorism under
several general provisions of the penal code, which has been amended multiple times since it was
first enacted in 1968. In 2015, the National Assembly adopted amendments to the penal code
that provide for the prosecution of individuals, including foreign terrorist fighters, who support
and plan the commission of terrorist acts in Bulgaria and abroad. In 2016, the Bulgarian
National Assembly approved new counterterrorism legislation, which provides a legal
mechanism for a whole-of-government response to terrorist threats. The bill defines three levels
of terrorist threats and four levels of response readiness. The bill also regulates the role of the
military in counterterrorism activities and delineates the cooperation between the central and
local governments. Amendments to the legislation provided the military with powers to search
individuals, private property, check identification, enter homes in the owners' absence, and arrest
or use physical force and arms if needed to prevent or manage the consequences of a terrorist
act. In 2017, Bulgaria implemented new legislation directing that public buildings, including
schools, transportation hubs, tourism sites and facilities, and houses of worship develop
counterterrorism risk assessments and prevention and response measures in the event of a
terrorist attack. The Council of Ministers provides overall guidance on counterterrorism
activities, and has adopted a counterterrorism strategy and a national plan.

The Ministry of the Interior (MOI) has operational units responsible for deterring, detecting, and
responding to terrorist incidents, including the specialized unit for combating terrorism, security
police, and special police forces, which successfully completed a multi-year training mission
with a U.S. special operations liaison element. The State Agency for National Security (DANS)
has intelligence-gathering units responsible for counterterrorism. DANS also houses the
National Counterterrorism Center, which was designed as an interagency body during crisis
incidents. Specialized law enforcement units are generally well equipped and supported with
relevant training, but their focus has been primarily on Sofia, while other regional centers lack
resources. In 2015, the specialized court for organized crime and its prosecutors’ office received
jurisdiction to prosecute and try all terrorist cases in the country. The court is working to
develop expertise in handling such cases. The court is hearing the case against two suspected
accomplices in the 2012 Burgas airport bombing, although procedural issues have caused
multiple delays in the trial with the most recent delay occurring in November 2017.

After the migrant crisis in 2014-2015 and the spate of terrorist attacks in Europe in recent years,
Bulgaria tightened its border control rules and began screening all travelers at its border
crossings. Within the European Union (EU), Bulgaria shares advanced passenger information
appearing on the biographical data page of passports and has begun collecting and using
Passenger Name Record data in air traveler screening. Based on bilateral police cooperation
agreements, Bulgaria also shares this data with non-EU countries for law enforcement purposes
on an as-needed basis.

In October 2017, the Government of Bulgaria apprehended a dual Bulgarian-Syrian national and

three accomplices for suspected ties to ISIS and for taking part in terrorist and terrorism-related
activities.
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U.S. government agencies continued to work closely with Bulgarian counterparts through a
variety of counterterrorism programs aimed at enhancing Bulgaria’s capacity and

capabilities. The Department of State partnered with Bulgaria to implement key programs in the
areas of border security, aviation security, and interagency cooperation. Through participation in
the Department of State’s Antiterrorism Assistance (ATA) program, Bulgaria received training
on interviewing terrorist suspects, critical incident management, and integrating counterterrorism
strategies at the national level. In 2017, the U.S. Federal Bureau of Investigation provided a
post-blast investigations course to Bulgaria’s Special Counterterrorism Force and a big data
analytics course to DANS.

Countering the Financing of Terrorism: Bulgaria belongs to the Council of Europe’s
Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing
of Terrorism, a Financial Action Task Force (FATF)-style regional body. Bulgaria’s Financial
Intelligence Directorate (FID) has primary responsibility for anti-money laundering and
countering the financing of terrorism (AML/CFT) measures for all reporting entities and is a
member of the Egmont Group. The Bulgarian National Bank also has a special supervision
directorate to investigate banks for compliance with AML/CFT requirements.

In 2016, the parliament passed amendments to the Measures against Financing of Terrorism Act,
introducing direct application of United Nations (UN) lists, as well as mechanisms to increase
the efficiency of Bulgaria’s national list of persons subject to the anti-terrorist financing
measures. Bulgaria criminalizes terrorism financing in accordance with international

standards. Since there is no publicly available information on terrorist-related assets frozen or
seized, it is hard to assess the effectiveness of Bulgaria’s process. Thirty-one reporting entities,
including banks, real estate brokers, and financial and exchange houses, are required to file
regularly with FID currency transaction reports for all transactions valued at more than US
$17,000. There are penalties for non-compliance (administrative sanctions), and enforcement is
generally effective. Bulgaria requires the collection of know-your-customer data for wire
transfers. All non-governmental organizations are obliged to report suspicious transactions.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): At the end of 2015, a new government strategy and
action plan on countering radicalization to violence and terrorism was approved by the Council
of Ministers. At the end of 2017, the Bulgarian government was conducting an update of this
strategy with a greater emphasis on providing prevention tools and resources to frontline
practitioners such as teachers and police officers. The strategy spells out mechanisms for
improved cooperation with civil society, business organizations, local communities, and
religious leaders. It also aims to strengthen existing government counterterrorism efforts by
involving all possible agencies and by optimizing interagency coordination.

The Grand Mufti of Bulgaria has been a voice of tolerance and moderation and has stressed that
government efforts must complement CVE community efforts.
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International and Regional Cooperation: Bulgaria is a member of and active contributor to
counterterrorism initiatives at the UN, the EU, the North Atlantic Treaty Organization, the
Council of Europe, the Organization for Security and Co-operation in Europe, and the
Organization for Black Sea Economic Cooperation. In December, Bulgaria co-sponsored UN
Security Council resolution 2396 on returning and relocating foreign terrorist fighters.

CYPRUS

Overview: The Republic of Cyprus collaborated closely with the United States, the European
Union (EU), and other countries — bilaterally and multilaterally — in international
counterterrorism efforts in 2017.

Since 1974, Cyprus has been divided de facto into the Republic of Cyprus government controlled
area, composed of the southern two-thirds of the island, and the northern third not under the
effective control of the Republic of Cyprus, which is administered by the Turkish Cypriots. The
United Nations (UN) peacekeeping force in Cyprus patrols the UN buffer zone, also called “the
Green Line,” which separates the two sides. The buffer zone is largely open to civilian traffic
and remains a significant route for the illicit transit of people, narcotics, and other contraband.

The division of the island has impeded counterterrorism cooperation between the two
communities and between the Republics of Cyprus and Turkey, which do not maintain
diplomatic relations.

Cyprus is a member of the Global Coalition to Defeat ISIS and regularly participates in the
Coalition’s Foreign Terrorist Fighters and Counter-1SIS Finance working groups.

Legislation, Law Enforcement, and Border Security: In April 2017, Cyprus signed the
Additional Protocol to the Council of Europe Convention for the Prevention of Terrorism.

Draft laws regulating the use of surveillance of private communications by law enforcement and
undercover activities by police officers were submitted to the House of Representatives.

The Cyprus National Police Service increased patrols of identified soft targets and critical
infrastructure. The police have proactively engaged owners and managers of soft targets and
representatives of the tourist industry to raise awareness about potential terrorist threats, as well
as provide specialized training to private security guards.

Cyprus was preparing for implementation of the EU Directive on Passenger Name Record (PNR)
data. A draft law was being finalized at year’s end and the government had begun discussions on
the technical implementation of the PNR directive. Cyprus also started the process to implement
EU directive 2017/541 on combatting terrorism, which will require amendments to national
counterterrorism laws.

Cypriot officials participate in regular European Commission meetings on aviation security to

ensure implementation of security measures required of all EU member states. Cyprus has also
deployed new passenger screening technology that exceeds the current EU requirement.
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Countering the Financing of Terrorism: Cyprus is a member of the Council of Europe’s
Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing
of Terrorism, a Financial Action Task Force (FATF)-style regional body. In July, the country
enacted an amendment to its national counterterrorism laws to address recommendations by the
2015 FATF Fact Finding Initiative.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism: In addition to continuing activities cited in prior iterations of
this report, Cyprus provided all secondary school directors with training on identifying
radicalized behavior. The Ministry of Justice and Public Order also trained the staff of the
Cyprus Youth Board.

International and Regional Cooperation: There were no significant changes since the 2016
report.

DENMARK

Overview: The Kingdom of Denmark (which includes the autonomous constituent countries of
Greenland and the Faroe Islands) devoted significant assets to counterterrorism programs and
initiatives to counter violent extremism, domestically and abroad. Denmark cooperates closely
with the United States, the United Nations (UN), and the European Union (EU) on
counterterrorism initiatives, including within the Global Counterterrorism Forum (GCTF) and
the Global Coalition to Defeat ISIS.

According to the Danish Security and Intelligence Service (PET), at least 145 Danish citizens
and residents voluntarily left Denmark to fight in Syria and Iraq since the summer of 2012.

PET remained concerned that Danish fighters returning to Denmark with terrorist training would
seek to radicalize others. PET was also concerned about the potential for small groups or
individuals to commit terrorist acts. Danish security agencies worked together to prevent
terrorist attacks and counter ISIS’s attempts to recruit foreign terrorist fighters in its territory.
According to the PET-administered Center for Terror Analysis (CTA), up to 10 percent of
foreign terrorist fighters from Denmark are female.

Legislation, Law Enforcement, and Border Security: Denmark continued to use its 2006
terrorism legislation that allows information sharing between its agencies responsible for
counterterrorism and foreign terrorist fighters — the PET and the Danish Defense Intelligence
Service (DDIS). This year the government began to implement its National Action Plan to
Prevent and Counter Extremism and Radicalization, approved in October 2016. Efforts to
counter terrorism are also shared among the Danish National Police, the Public Prosecution
Service, and the Danish Prison and Probation Service. Danish security and law enforcement
agencies share information via the CTA, which — as the Danish government’s intelligence fusion
center — constitutes the focal point for reporting from the Danish National Police, PET, DDIS,

82


http://www.state.gov/j/inl/rls/nrcrpt/index.htm
http://www.state.gov/j/inl/rls/nrcrpt/index.htm
http://www.state.gov/j/inl/rls/nrcrpt/index.htm
https://www.state.gov/j/ct/rls/crt/2016/272231.htm#CYPRUS
https://www.state.gov/j/ct/rls/crt/2016/272231.htm#CYPRUS

the Ministry of Foreign Affairs, and the Danish Emergency Management Agency. The Danish
police and the Danish defense forces share responsibility for preventing terrorist attacks in
Copenhagen and on the borders.

Denmark implemented electronic passport checks at its points of entry for individuals arriving
from outside of Schengen countries. Checkpoints for identity documents at Denmark’s border
with Germany were established in response to Sweden’s decision to impose document checks at
its border with Denmark in January 2016. Random checks for identity documents at many
border crossings remained in place.

To free up police resources for anti-gang efforts, the military supplemented the police at the
borders and as security for the Jewish synagogue in Copenhagen. In May, the government
banned six religious figures, who had been deemed a threat to public order due to their alleged
role in promoting “hate speech,” from entering the country for two years, including one

U.S. citizen.

Counterterrorism-related actions by law enforcement included:

e In March, Hamza Cakan (aka Enes Ciftci) was stripped of his Danish citizenship and
sentenced to six years in prison for joining a terrorist group in Syria. He will be returned
to Turkey after serving his prison term.

e In September, PET and the Danish police arrested and charged a man and a woman for
purchasing and sending materials to support ISIS.

e In November, a court sentenced a 17-year-old woman to eight years’ imprisonment for
plotting to bomb two schools, one of which was a private Jewish school in Copenhagen.
The woman was originally arrested in January 2016.

Countering the Financing of Terrorism: Denmark is a member of the Financial Action Task
Force (FATF). lIts financial intelligence unit (FIU), the Money Laundering Secretariat, is a
member of the Egmont Group and cooperates closely with other Nordic FIUs. Denmark has a
robust legal framework to combat the financing of terrorism. PET is the lead organization for
investigation in this area.

The Danish government continued anti-money laundering and counterterrorist financing
initiatives in East Africa and Yemen as a part of its foreign assistance. Denmark continued its
efforts to counter illicit financial flows with national banks and other financial institutions in
Jordan, Iraq, and Lebanon. In June, parliament passed a law to strengthen efforts to prevent the
Danish financial system from being involved in money laundering and terrorist financing.

The law dictates that companies and financial institutions must increase their focus on the risk
associated with currency trading and conduct a risk analysis annually.

According to an evaluation conducted by the FATF in August, Denmark has a legal system in
place to apply targeted financial sanctions, but “implementation has technical and practical
deficiencies in large part due to delays at the EU level...and the absence of any specific measures
to freeze the assets of EU internals.”
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In January, the Minister of Employment announced it was stopping payment of unemployment
benefits to identified ISIS foreign terrorist fighters. In December, the media reported that Danish
aid money may have been used to support the Nour al-Din al-Zinki extremist group through a
program the government coordinated with the Free Syrian Police. The foreign minister
suspended support for the program while the case is being investigated.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The Danish Parliament continued funding its CVE
Action Plan. The plan calls for a multi-level approach that includes information sharing between
schools, social services agencies, municipalities, and the police. The coordination between these
entities takes place in “info-houses” throughout the 12 police districts that act as storehouses of
knowledge regarding radicalized behavior among youth. A national hotline was established
where residents can seek advice and guidance if they know of someone on the path to

terrorism.

In May, the City of Aarhus and the East Jutland Police Department partnered with the Strong
Cities Network (SCN) to host a three-day training event for 500 stakeholders from 50 countries.
Through SCN, Denmark helped launch a prevention network in six municipalities in Jordan and
Lebanon. The Danish cities of Aarhus, Copenhagen, Viborg, Guldborgsund, and Gentofte are all
SCN members.

In June, the government presented its new foreign and security policy strategy for 2017-20109.
The strategy includes policies to block websites with terrorist propaganda and design programs
to discourage continued radicalization of persons involved in gangs or showing signs of
extremism.

International and Regional Cooperation: The Danish government is committed to working
within the UN framework, through the EU, and with other international and regional
organizations. Denmark is a member of and actively participates in the GCTF, the Council of
Europe, the Organization for Security and Co-operation in Europe, the North Atlantic Treaty
Organization, INTERPOL, the Bern Club, and the European Counterterrorism Center.

In December 2015, voters rejected a proposition to end the country’s opt-out from the EU’s
Justice and Home Affairs area, which would have permitted Denmark to continue to cooperate
with Europol after May 2017. However, through a cooperation agreement, Denmark maintains
its access to Europol’s databases and will have observer status at board meetings. In December,
Denmark co-sponsored UN Security Council resolution 2396 on returning and relocating foreign
terrorist fighters. Denmark also implemented programs to support national strategies to combat
terrorist finance and to counter violent extremism in the Middle East, North Africa, the Horn of
Africa, and Southeast Asia.

FRANCE

84


http://www.state.gov/j/inl/rls/nrcrpt/index.htm
http://www.state.gov/j/inl/rls/nrcrpt/index.htm
http://www.state.gov/j/inl/rls/nrcrpt/index.htm

Overview: France remained an important counterterrorism partner of the United States in 2017.
It is a longstanding and important member of the Global Coalition to Defeat ISIS. France
continued to conduct counterterrorism operations in Iraq, Syria, Libya, Mali, other parts of the
Sahel region, and the Lake Chad region.

The terrorist threat in France remained high and terrorists allegedly inspired by or affiliated with
ISIS perpetrated multiple small-scale attacks in 2017. As first observed in 2016, the profile of
realized attacks has shifted from the large-scale, externally directed plots of 2015 to more modest
attacks perpetrated by solitary local actors with little, if any, direct guidance from established
terrorist organizations. French law enforcement and intelligence thwarted a number of attacks in
2017 and arrested scores on terrorism-related charges, but government officials emphasized that
self-radicalized lone actors using rudimentary weapons present a threat much more difficult to
detect and disrupt.

2017 Terrorist Incidents: Multiple small-scale suspected terrorist attacks took place in 2017.
Most targeted French security forces, although a knife attack in Marseille killed two civilians.
Assailants used firearms in one attack. For example:

e On February 3, a 29-year-old Egyptian citizen wielding a machete was shot and seriously
wounded by a French army patrol near the Louvre Museum in Paris after he attacked and
lightly wounded one of the soldiers. Despite having posted several tweets indicating
support for ISIS, the attacker told investigators he had no links to the group and “acted on
his own will.”

e On April 20, a 39-year-old French citizen used an automatic rifle to fire on a police van
stationed on the Champs-Elysees in Paris, Killing one officer and wounding two others
and a tourist before being shot dead. ISIS claimed responsibility for the attack. Police
found a note on the attacker’s body praising ISIS.

e OnJune 19, a 31-year-old French citizen deliberately rammed his car containing two gas
canisters and ammunition into a convoy of gendarmerie vehicles on Champs-Elysées.
The perpetrator died but caused no other casualties. He reportedly sent a letter pledging
allegiance to ISIS leader Abu Bakr al-Baghdadi and the organization later claimed
responsibility for the attack in July.

e On August 9, a 36-year-old Algerian citizen drove his vehicle into a domestic military
detachment patrolling a suburb west of Paris, injuring six soldiers. French authorities
pressed charges for “attempted murder of security forces in connection with a terrorist
enterprise,” claiming the attacker "had radical beliefs and showed interest in the Islamic
State group.”

e On October 1, a Tunisian citizen stabbed two women to death at Marseille’s main train
station before being shot and killed by security forces. ISIS claimed responsibility for the
attack.

Legislation, Law Enforcement, and Border Security: New counterterrorism legislation
enacted October 31, 2017, replaced and codified certain aspects of the expired state of
emergency that had been initiated in the wake of the November 2015 attacks in Paris and
Seine-Saint-Denis. The law grants expanded powers to conduct searches, restrict and monitor
the movements of suspected extremists, close religious institutions for disseminating extremist

85



ideas, enhance security measures at public events, and expand identity checks near France’s
borders. The core provisions of the bill will expire at the end of 2020 unless renewed by
parliament. The law also formalized France’s Passenger Name Record system, as required by a
2016 European Union (EU) directive, and increased the maximum sentence for adults convicted
of encouraging minors to commit a terrorist act or join a terrorist organization to 15 years in
prison, among other measures.

President Macron announced several security-related reforms since taking office in May.
Macron reinforced and expanded the authorities of the National Intelligence Council (CNR),

a DNI-like body established in 2008. President Macron appointed a former chief of domestic
intelligence to head the CNR and plans to double its staff from 15 to 30 analysts and advisors.
In September, the Ministries of Interior and Defense announced a reorganization of

Operation Sentinelle, which includes the domestic deployment of approximately 7,000 French
army personnel to bolster security at high-threat sites after the January 2015 terrorist attacks in
Paris. These changes aim to make Sentinelle a more flexible and reactive force, rather than a
static deterrent. In October, the interior ministry announced details of a community policing
program proposed by President Macron during his presidential campaign. Also in October,
France extended border controls in place since November 2015 with its Schengen neighbors for
an additional six months.

French authorities made multiple terrorism-related arrests and claimed to have thwarted at least
20 specific plots in 2017. France’s domestic intelligence and security agency and judicial police
antiterrorism unit were responsible for most significant arrests. Police discovered two plots after
neighbors reported suspicious behavior to authorities. Most of the arrests involved individuals
and groups with direct or indirect links to ISIS. In October, authorities arrested 10 far-right
terrorists suspected of planning an attack against politicians, migrants, and mosques.

In November, Abdelkader Merah, brother of the al-Qa’ida-linked terrorist Mohamed Merah, who
was responsible for the 2012 Toulouse attacks, was sentenced to 20 years in prison for criminal
terrorist conspiracy. Prosecutors had sought a life term. The court found that Abdelkader Merah
indirectly supported the attack and contributed to his brother’s radicalization, but that he was not
directly responsible for the deaths.

Countering the Financing of Terrorism: France is a member of the Financial Action Task
Force and its financial intelligence unit is a member of the Egmont Group. There are no
significant changes to the information provided on countering the financing of terrorism in the

2016 report.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): A critical senate report on France’s de-radicalization
efforts released in July led to greater scrutiny of the service providers contracted by the
government to implement its prevention and reintegration programs. The Inter-Ministerial
Committee for the Prevention of Delinquency and Radicalization refocused its efforts on
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disengagement, reintegration, and prevention as opposed to de-radicalization. It continues to
employ multidisciplinary social service teams to provide counseling and support to individuals at
risk of radicalization to violence as well as their families. In June, after all participants left the
program, the Committee closed the voluntary residential Citizenship and Reintegration Center it
had opened nine months earlier. President Macron called for an inter-ministerial committee to
meet in December to begin designing a new comprehensive government plan to counter
radicalization to violence. In November, Macron pledged additional resources for economically
disadvantaged neighborhoods throughout France to address conditions that terrorists exploit for
recruitment. The French cities of Bordeaux, Montreuil, Paris, and Sarcelles are members of the
Strong Cities Network.

International and Regional Cooperation: France is a founding member of the Global
Counterterrorism Forum. Sworn in in 2013, France’s Jean-Paul Laborde’s tenure ended as
Executive Director of the UN Counter-Terrorism Executive Directorate in July. France plays a
strong role on the UN Security Council ISIL (Da’esh) and al-Qa’ida Sanctions Committee.

In December, France co-sponsored UN Security Council resolution 2396 on returning and
relocating foreign terrorist fighters. In September, France co-led with the United Kingdom and
Italy a UN General Assembly high-level side event on “Preventing Terrorist Use of the Internet”
focused on technology industry engagement. The French government undertook joint
counterterrorism operations with several EU partners and played an active role in
counterterrorism capacity building in other countries, particularly in the Sahel region, both
bilaterally and through the EU.

GEORGIA

Overview: Georgia, a longstanding member of the Global Coalition to Defeat ISIS, continued
its strong engagement with the United States across a range of counterterrorism-related issues. It
participated in numerous bilateral exercises and remained a solid U.S. security partner. In May,
U.S. and Georgian leadership signed the Agreement of the United States of America and the
Government of Georgia Concerning Security Measures for the Protection of Classified
Information, establishing a legal foundation for bilateral intelligence sharing that will strengthen
counterterrorism cooperation and enhance the Georgian military’s interoperability with North
Atlantic Treaty Organization (NATO) member states.

Legislation, Law Enforcement, and Border Security: Georgia continued to enhance its
counterterrorism legislation in 2017. Georgia introduced legislation with a view to reform and
increase management oversight of covert investigative operations and the use of electronic
surveillance. The parliament adopted other amendments in 2017, including granting authority to
law-enforcement bodies to request electronic communications directly from the agency
conducting the surveillance and strengthening security protections for individuals involved in
criminal cases. The government also implemented a new law on international protection.

The law was designed to allow the government to refuse refugee, asylum, or other international
protection to persons reasonably considered involved in acts of terrorism and/or have
connections to terrorist organizations or groups the government deemed “extremist.”
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Overall, the Georgian government is generally capable of detecting, deterring, and responding to
terrorist incidents. The State Security Service of Georgia (SSSG) has the lead in handling
terrorism-related incidents and is generally well equipped and well trained. In 2017, Georgia’s
law enforcement bodies signed a Memorandum of Understanding on Improving the Efficiency of
Interagency Cooperation in the Law Enforcement Sphere, which provides for the creation of an
Operational Headquarters on Management of Extreme Situations, in the event of a terrorist act.

Georgia improved infrastructure in five land border sectors (four along the Azerbaijani border
and one along the Turkish), and added four along the Turkish border. Georgia also established
the Risk and Threat Assessment Unit, which operates in line with the European Common
Integrated Risk Analysis Model, and signed the Tactical Memorandum with the NATO Maritime
Command, promoting cooperation and information sharing between NATO and Georgia’s Joint
Maritime Operations Center. This makes Georgia a non-operational partner of the NATO-led
Operation Sea Guardian, one of NATO’s activities to counter terrorism. The government passed
additional safety measures in the aviation sector as the State Program on Safeguarding Civil
Aviation Security Against Acts of Unlawful Interference legislation was adopted, in conformity
with the Chicago Convention on International Civil Aviation, and standards and recommended
practices established by International Civil Aviation Organization. Finally, the government
approved and implemented the Joint Action Plan on the Management of Crisis — Extreme
Situations in the Field of Civil Aviation.

On November 21-22, the SSSG’s counterterrorism unit led an operation in a residential building
in Thilisi, intending to detain four suspected terrorists who opened fire on the Special Forces.
One member of the terrorist group was detained, two were killed, and a fourth suspect detonated
an explosive, killing himself. The Georgian government later identified one of the dead as
international terrorist Akhmet Chataev. One Georgian officer was killed and four others were
wounded. On December 26, following judicial authorization, the SSSG counterterrorism
department launched an early-morning counterterrorism raid in Pankisi Gorge. Authorities
detained four individuals based on their alleged connection to Chataev. One man was critically
wounded in the raid and later died. As of late December 2017, investigations into both raids
were ongoing.

In July, Georgia launched an investigation and subsequent criminal proceedings against a
Georgian citizen who was allegedly fighting with ISIS.

Countering the Financing of Terrorism: Georgia is a member of the Council of Europe’s
Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing
of Terrorism, a Financial Action Task Force (FATF)-style regional body. Georgia’s financial
intelligence unit, the Financial Monitoring Service of Georgia, is a member of the Egmont
Group. Georgia’s anti-money laundering and countering the financing of terrorism legal
framework remains largely in compliance with international standards, in particular with updated
FATF recommendations.

In late 2017, the Government of Georgia adopted the Rules of Providing Information and Filling

the Illegal Income Legalization and Terrorism Financing Risk Supervisory Reports by the
Commercial Banks, with the intent to improve reporting forms.

88



Based on reports provided by Georgia’s Financial Monitoring Service, the SSSG launched an
investigation into a potential terrorism financing case involving a foreign citizen attempting to
open an account in a local private bank who was suspected of having links with an entity
operating in Syria. The investigation was ongoing at the end of 2017. Three terrorism-financing
cases from 2016 remained ongoing in 2017.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): In 2017, the Georgian government continued its CVE
efforts in vulnerable populations by focusing on initiatives in equality and integration, education,
civic and political participation, media and access to information, gender equality, and
preserving minority culture and identity.

The Georgian government launched a three-month internship pilot program for ethnic minority
students that included over 65 students interning in 20 state agencies and local self-government
bodies. Another project initiated in 2017 was the “Young European Ambassadors” program,
aimed at providing various minority target groups with information on Georgia’s Euro-Atlantic
aspirations in their native languages. The Ministry of Culture and Monument Protection
organized multiple cultural events in both the Pankisi Gorge and Akhaltsikhe, promoting cultural
diversity through various fora. The Ministry of Internal Affairs launched a pilot program
focusing on community policing in one district in Thilisi with the hope of identifying gaps and
implementing the program on a broader scale.

International and Regional Cooperation: Georgia is actively engaged on counterterrorism
issues at the international, regional, and bilateral levels. Georgia also cooperates closely with
NATO,; participates in the Global Coalition to Defeat ISIS, including its Foreign Terrorist
Fighters working group; the Council of Europe Convention on the Suppression of Terrorism, and
the Organization of Black Sea Economic Cooperation. In December, Georgia co-sponsored

UN Security Council resolution 2396 on returning and relocating foreign terrorist fighters.

In 2017, Georgia signed the Operational Strategic Cooperation Agreement with Europol, an
agreement with Germany on the Exchange and Mutual Protection of Classified Information, and
an agreement with the European Union on Security Procedures for Exchanging and Protecting
Classified Information. Separately, Georgia signed bilateral treaties focused on further law
enforcement cooperation with Greece and Sweden. Georgia has similar cooperation agreements
in place with 28 countries. In 2017, more than 150 representatives from the SSSG and other
relevant law-enforcement agencies participated in more than 30 counterterrorism-related
trainings, seminars, conferences, and capacity-building exercises organized with the support of
their international partners.

GERMANY
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Overview: In 2017, Germany significantly increased the number of its terrorism-related
investigations, arrests, and prosecutions, and to a lesser extent, increased prosecutorial and law
enforcement resources to handle the increased caseload. Law enforcement targeted a range of
terrorist groups including violent Islamist extremists (approximately 90 percent of cases, and the
greatest threat according to German officials), the Kurdistan Workers Party (PKK), the Turkish
Revolutionary People's Liberation Party/Front (DHKP-C), and domestic left wing and right wing
actors. The government increased monitoring of Gefaehrder (i.e., dangerous persons who have
not been accused of crimes but have come to the attention of law enforcement), began
deportations of foreign terror suspects, and actively investigated returning foreign terrorist
fighters. Terrorism was a major issue for all political parties in the September national elections,
and counterterrorism will continue to be a top priority. Germany is a member of the Global
Coalition to Defeat ISIS and continued its counterterrorism cooperation with the international
community.

2017 Terrorist Incidents: On July 28, a United Arab Emirates-born Palestinian refugee who
had been denied asylum allegedly killed one and injured five others with a machete while
shouting Allahu akhbar in a Hamburg grocery store. Reportedly radicalized shortly before the
attack, the defendant was known to the police and assessed as mentally unstable rather than a
security risk. The incident sparked widespread calls for stronger enforcement of deportation
laws and discussion of the difficulty of identifying threats.

On November 27, the Mayor of Altena in North-Rhine Westphalia was seriously injured in a
knife attack. His attacker said the mayor’s refugee-friendly policies were the motive for the
attack.

Legislation, Law Enforcement, and Border Security: Germany bolstered its existing
counterterrorism laws with several pieces of legislation, including: expanded use of mobile
license plate reading systems to assist police and border security personnel; legalization of
electronic ankle bracelet monitors; implementation of European Union (EU) Directive 2016/681
concerning Passenger Name Record (PNR) data; implementation of EU regulations to strengthen
EU-wide law enforcement data sharing and align data protections with Europol regulation
2016/794; authorization of online search and source telecommunication surveillance; and
enhanced prosecution tools for hate crimes and online propaganda posted by terrorist
organizations. In August, the Constitutional Court upheld a law permitting expedited
deportations of persons on the Gefaehrder list.

Counterterrorism investigations are conducted by both federal and state-level law enforcement
agencies and coordinated through the Joint Counter-Terrorism Center, which is composed of 40
internal law enforcement and security agencies. The Ministry of Justice estimates there were
1,119 active terrorism investigations during January to November 2017, a sharp increase from
238 in 2016. Some cases were offshoots of refugee processing (for example, asylum seekers
claiming to be threatened by violent Islamist extremists) and many will likely be dropped. Law
enforcement agencies significantly expanded use of the Gefaehrder designation, used to monitor
“extremists,” and completed the first deportations of known terrorists. Thirty-six Gefaehrder
were deported in 2017, the majority to Algeria, Bosnia and Herzegovina, and Tunisia.
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Germany continues to participate in international efforts to enhance border security. In 2017,
Germany introduced a new passport with enhanced security features, tested wider biometric
collection upon entry in connection with the EU Smart Border pilot, and began preparations to
introduce the EU Entry Exit System and EU Travel Information and Authorization System. Itis
on track to collect and analyze PNR by the May 2018 EU deadline.

Significant law enforcement actions included:

e On October 3, Federal Police arrested a 19-year-old Syrian refugee in Schwerin (in the
state of Mecklenburg-Vorpommern) on suspicion of planning an attack using bomb-
making components purchased online.

e On November 21, six Syrian refugees were arrested in a series of coordinated raids in
four states on suspicion of plotting a terrorist attack. German law significantly limits pre-
trial and/or preventative detention, and the six were released two days later.

e Two high profile 2017 cases highlight increased sentences for terrorism
convictions. Four defendants associated with the 2012 Bonn Rail Station Bombing Plot
were convicted on charges that included founding and/or membership in a terrorist
organization, conspiracy to commit murder, and weapons violations. The main defendant
received a life sentence with no possibility of parole, which is rare in Germany. The
accomplices received between nine years and nine months and 12 years, which are
atypically long sentences.

e In aseparate case, prominent Salafist preacher Sven Lau (36) received a five-and-a-half
year prison term for providing support to the ISIS-connected terrorist organization,
Jamwa (“Army of Emigrants and Supporters”), including providing financial aid to
Jamwa’s Syrian operations, recruiting foreign fighters, and providing night vision
goggles obtained from German Army inventories.

Germany continued to examine the December 19, 2016 Christmas Market terrorist attack, and
two state parliaments (North-Rhine Westphalia and Berlin) established special parliamentary
inquiry committees into law enforcement’s performance in the case. Shortcomings identified by
the Berlin inquiry — including lack of law-enforcement coordination among different agencies
and states, failure to monitor a known criminal who carried false identification papers, and poor
collection of physical evidence — were discussed in a press conference. A state senator called for
a formal Federal Bundestag inquiry. In March, the Federal Justice Ministry appointed a
temporary victims’ representative and at least US $1.9 million in compensation was paid to
victims and their families.

Countering the Financing of Terrorism: Germany is a member of the Financial Action Task
Force and its financial intelligence unit (FIU) is a member of the Egmont Group. In June,
Germany transferred its FIU to the Customs Office. The government adopted legislation
implementing EU-Directive 2015/849 against Money Laundering and Terrorism Financing,
which establishes a transparency register of beneficial owners, extends anti-money laundering
and countering the financing of terrorism laws to all goods traders, adopts the EU High Risk
Third Country List, expands the list of sanctionable situations, and raises fines from a maximum
of US $118,000 to US $1.18 million. Germany remained a strong advocate of the UN Security
Council ISIL (Da’esh) and al-Qa’ida sanctions regime.
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For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): In 2017, Germany expanded funding for existing CVE
programs and earmarked a total of approximately €218 million (US $255 million) for
programming targeting all types of violent extremism. The majority of programs are federally
funded and implemented locally through non-governmental organizations. Several federal states
also have CVE offices. In March, the German Cabinet announced a new €101 million (US $118
million) National Prevention Strategy against Islamist Extremism, part of the €218 million (US
$255 million) total CVE funding. The program is led jointly by the Federal Interior and Family
Ministries and implemented with the states, remaining federal ministries, Federal Commission
for Migration, Refugees and Integration, and other stakeholders. Focusing on local communities,
schools, refugee integration centers, and mosques, the program will give special attention to
prevention and de-radicalization through the internet, refugee integration, and prisons. In July,
the government released the inaugural report of the Federal Extremism Prevention Strategy. In
2017, local research institutions, including universities and private think tanks, began to engage
in CVE-related research. As of the end of 2017, the German cities of Augsburg and Dresden
were members of the Strong Cities Network.

International and Regional Cooperation: In December, Germany co-sponsored UN Security
Council resolution (UNSCR) 2396 on returning and relocating foreign terrorist fighters. Besides
its memberships in the EU, the North Atlantic Treaty Organization, and the Organization for
Security and Co-operation in Europe, Germany is also a member of the Global Counterterrorism
Forum. In response to UNSCR 2309 on aviation security, the German government was funding
initiatives in Egypt, Kenya, and Nigeria aimed at improving aviation security.

GREECE

Overview: The Greek government remained a cooperative counterterrorism partner in 2017,
increasing information sharing under auspices of the U.S. Visa Waiver Program and other
bilateral agreements, and making arrests of terrorism suspects. Greece experienced intermittent
small-scale terrorist attacks. Greece is a member of the Global Coalition to Defeat ISIS.

2017 Terrorist Incidents: Greece experienced small-scale attacks conducted primarily by
domestic terrorist organizations, which targeted government officials and property in Greece as
well as European creditors.

e On March 14, Conspiracy of Fire Nuclei claimed responsibility for sending a number of
explosive devices in mail parcels to Greek and European leaders, institutions, and
multinational companies, including to the offices of German Finance Minister Wolfgang
Schaeuble. The German Finance Ministry’s mail department intercepted the device
before it reached Minister Schaeuble. Police also attributed to the group a March 16
parcel bomb that exploded at International Monetary Fund headquarters in Paris, injuring
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one person. In March, Greek police intercepted eight more parcel bombs intended for EU
leaders, institutions, and multinational companies.

e On April 19, a bomb left in a bag exploded outside the entrance to a bank situated close
to two busy avenues in Athens, causing minor damage to the building but no injuries. An
anonymous call to a television station provided advance warning and police evacuated
the area before the bomb detonated. The far-left militant Popular Fighters Group claimed
responsibility for the attack.

e On May 25, a bomb in an envelope exploded in the car of former Prime Minister Lucas
Papademos, injuring Papademos and two others. On October 29, Greek police arrested
Konstantinos Giatzoglou, a 29-year-old Greek male suspected of sending the bomb and
others to European targets as part of the Conspiracy of Fire Nuclei attacks.

e On November 6, an unknown assailant opened fire on riot police guarding the
headquarters of the Panhellenic Socialist Movement political party and fled the scene on
a motorcycle with an accomplice. No one was hurt in the attack. Police matched bullet
casings from the shooting to past attacks carried out by the far-left Revolutionary
Solidarity group, which later claimed responsibility for the attack in an online statement.

e On December 22, a bomb exploded outside one of Greece’s main courthouses, damaging
the facade and breaking several windows but causing no injuries. Police cleared the area
around the court after receiving two anonymous warning calls. The far-left militant
Popular Fighters Group later claimed responsibility for the incident in an online
statement.

Legislation, Law Enforcement, and Border Security: There were no changes to Greece’s
legal framework or legislation with respect to countering terrorism since 2016. On November
12, Germany notified the European Commission of temporary internal border controls on flights
departing from Greece due to an increased number of passengers arriving without Schengen
visas and reports of irregular travel documents. Belgium also reportedly increased checks in
December for some passengers on flights from Greece but did not formally implement internal
controls. Greece’s national identification card remained extremely vulnerable to alteration and
photo substitution; it has not incorporated certain security features, such as a digitized photo and
biometrics. To mitigate this vulnerability, in 2015 police authorities instituted a system for
conducting electronic checks of civil registries and national databases to confirm documents
submitted as part of the application for identification cards and passports. The Greek
government has committed to address this vulnerability through the introduction of a biometric
national identification card.

The porous nature of Greece’s borders remained a concern, particularly given the challenge the
refugee and migration crisis presents in Greece. Six of the individuals responsible for the 2016
attacks in Paris and Brussels passed through Greece. Greece worked with the U.S. Department
of Homeland Security (DHS) to improve its screening of immigrants, asylum seekers, and
refugees entering Greece. Personnel from the Hellenic National Police (HNP) and the Hellenic
Coast Guard participated in DHS-sponsored training related to border screening, interdictions,
and investigations in May. The FBI trained HNP officers on counterterrorism analysis in August
and December.

Greek authorities took action against terrorists in high-profile arrests:
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e OnJanuary 5, authorities arrested convicted member of the terrorist group Revolutionary
Struggle, Panagiota (Paula) Roupa. Roupa was first arrested in 2010 for her role in a
series of bomb attacks against political, police, and financial targets, including the 2007
rocket attack against the U.S. Embassy but was released from pre-trial custody, having
served the maximum 18 months on remand. A condition of her release was to remain in
the Attica region, but she absconded in 2012 and was convicted in absentia in 2013 to
50 years in prison.

e On October 29, authorities arrested Konstantinos Giatzoglou, the 29-year-old Greek male
suspected of sending parcel bombs to European targets, including in an incident that
wounded former Prime Minister Lucas Papademos in May.

e On November 28, authorities arrested nine Turkish nationals suspected to be members of
Foreign Terrorist Organization Revolutionary People's Liberation Party/Front. They
were charged with a number of terrorism-related offenses, including forming and joining
a terrorist organization, acquisition and possession of explosive materials and bombs as
an act of terrorism, illegal possession of weapons and explosives, and forgery and use of
fake public documents.

Over the objections of the U.S. government, the prison council of Greece’s high-security prison
for the first time granted convicted terrorist Dimitris Koufontinas a two-day furlough November
9-11. Koufontinas is serving 11 life sentences plus 25 years for the murder of 11 people and his
leadership role in the terrorist group November 17 that targeted and assassinated members of the
U.S. Mission to Greece, as well as British and Turkish diplomats, Greek politicians, and Greek
citizens. Koufontinas stated to the press his intention to apply for another furlough after 60 days,
as permitted by law.

Countering the Financing of Terrorism: Greece is a member of the Financial Action Task
Force, and its financial intelligence unit, the Hellenic Anti-Money Laundering and Anti-Terrorist
Financing Commission (HAMLC), is a member of the Egmont Group. The Foreign Ministry’s
Sanctions Monitoring Unit ensured that Greece met its commitments to enforce international
sanctions, including terrorism-related sanctions. The HAMLC inspected more than

2,000 suspicious transactions in 2017 but did not report evidence of terrorist financing in Greece.
As described in the 2016 report, Greece freezes terrorist assets until completion of judicial
proceedings and requires banks to report suspicious transactions of any kind, regardless of the
type of entity (for- or not-for-profit). The Greek government directly monitors such entities if
necessary. For further information on money laundering and financial crimes, see the 2018
International Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and
Financial Crimes.

Countering Violent Extremism (CVE): There were no significant changes in Greece’s CVE
efforts since the 2016 report.

International and Regional Cooperation: Greece continued to engage on counterterrorism

initiatives in international fora and participated in regional information exchange and seminars
through the United Nations, the European Union, the Organization for Security and Co-operation
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in Europe, the Southeast European Law Enforcement Center for Combating Trans-Border Crime,
and the Organization of the Black Sea Economic Cooperation.

ITALY

Overview: Italy aggressively investigated and prosecuted terrorist suspects and dismantled
suspected terrorist-related cells within its borders. Authorities continued to implement
counterterrorism legislation adopted in 2015 aimed at identifying and disrupting the recruitment
and flow of foreign terrorist fighters. Criminal and low-level terrorist acts, such as those
involving incendiary devices or small improvised explosive devices, remained a threat. Italy
maintained a high level of professional cooperation with the United States and international
partners in all areas, including terrorist information sharing and in the Global Coalition to Defeat
ISIS. Italy was the second largest contributor of troops, after the United States, to the North
Atlantic Treaty Organization’s Resolute Support Mission in Afghanistan, as well as the Defeat
ISIS Coalition’s efforts to train Iragi police and security forces in Irag. There were
approximately 1,400 personnel deployed to Iraq from Italy, including about 500 Italian troops
providing site security for workers employed by Trevi, an Italian engineering firm engaged in
critical repair work on the Mosul Dam. Italy continued to co-chair the Coalition’s Counter-I1SIS
Finance working group with the United States and Saudi Arabia.

Italy has identified approximately 100 foreign terrorist fighters that traveled to Iraq or Syria.
Italian authorities are concerned about the risk posed by returning fighters, as well as fighters
dislodged from areas formerly under ISIS control in Libya who may try to use migrant flows to
reach Italy. In addition, officials are concerned that fighters returning from the Western Balkans
could also pass through its territory, given the significant Balkan-origin communities in Italy.

At the conclusion of the G-7 Interior Ministerial at Ischia on October 20, Italy and the United
States signed an arrangement to implement a Secure Real Time Platform on data exchange to
screen arriving migrants against U.S. terrorism databases.

2017 Terrorist Incidents: On May 18, a homeless man stabbed two army officers and a police
officer at a train station in Milan. The man was arrested and later investigated for alleged
Facebook posts expressing pro-1SIS views. The investigation was ongoing at the end of

2017. On December 7, two anarchist groups linked to the Informal Anarchist Federation and the
International Revolutionary Front claimed responsibility for a rudimentary improvised explosive
device that detonated in front of a Carabinieri police station in Rome. There were no injuries.

Legislation, Law Enforcement, and Border Security: In 2017, law enforcement took
significant actions against terrorists and terrorist groups, including proactive, well-publicized
disruptions, arrests, and prosecutions. The Italian government continued to make use of 2005
legislation that facilitated the detention of terrorist suspects and expedited procedures for
expelling non-citizens suspected of endangering national security. As of December 12, Italy had
deported 100 individuals on security grounds, up from 60 in 2016. Prominent arrests and
expulsions included the following:
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e Police arrested one Moroccan and two Tunisian members of an alleged cell in Perugia on
March 23, following a Postal Police cyber investigation. The cell allegedly spread
terrorist propaganda in Arabic and Italian, posting pictures and video of ISIS attacks on
Facebook.

e On August 19, the Ministry of Interior deported one Syrian/Tunisian and two Moroccan
nationals, citing national security concerns. On August 28, as part of the same action, the
Ministry of Interior deported a 37-year-old Moroccan citizen for the same reason. The
man had been incarcerated in an Italian prison for petty crimes.

e On October 7, at the request of French authorities, Italian police in Ferrara arrested Anis
Hanachi, a 25 year-old Tunisian who is the brother of Ahmed Hanachi, the attacker who
stabbed two women in Marseille on October 1. Investigators believe that Anis, who was
a foreign terrorist fighter in Syria and Irag between 2014 and 2016, indoctrinated his
brother and instigated him to commit the attack.

Countering the Financing of Terrorism: Italy is a member of the Financial Action Task
Force, and its financial intelligence unit is a member of the Egmont Group. Italy remained a co-
lead of the Defeat ISIS Coalition’s Counter-1SIS Finance Group, along with the United States
and Saudi Arabia. There have been no significant changes to its policies for countering the
financing of terrorism since the 2016 report. For further information on money laundering and
financial crimes, see the 2018 International Narcotics Control Strategy Report (INCSR), Volume
I, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): In February, the government reached an agreement
with the Union of Islamic Communities and Organizations in Italy that involved moderate imams
working in six prisons to prevent radicalization to violence among prisoners. This was one of
the measures recommended by a government commission in September 2016. On July 18, the
Chamber of Deputies approved a bill intended to prevent radicalization to violence. Pending
final approval in the Senate, the new legislation would establish a National Center on
Radicalization within the Ministry of the Interior to implement the national CVE strategy,
including training of police and magistrates.

International and Regional Cooperation: Italy continued to support counterterrorism efforts
in regional and multilateral organizations, including the North Atlantic Treaty Organization, the
Organization for Security and Co-operation in Europe, and the Global Counterterrorism

Forum. In September, Italy co-led with the United Kingdom and France a UN General
Assembly high-level side event on “Preventing Terrorist Use of the Internet” focused on
technology industry engagement. At the October 19-20 Ischia G-7 Interior Ministerial, Italy
brought together G-7 members and private information technology and social media companies
to sign a declaration of intent to monitor radicalization to violence on the internet and the use of
social media as a recruitment tool by terrorists. Italy was a member of the UN Security Council
in 2017 and in December co-sponsored UN Security Council resolution 2396 on returning and
relocating foreign terrorist fighters.

Italy strengthened its counterterrorism capacity building efforts in Libya, focusing on coast guard
cooperation, investigative training for law enforcement, and border security measures.
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KOSOVO

Overview: Kosovo continued to fight the growing threat of terrorism in 2017. Approximately
403 Kosovo citizens have traveled to Syria and Iraq to fight for or join ISIS or al-Nusrah Front,
of which approximately 74 are deceased. Some 133 of these individuals have returned, while
approximately 196 remain in these conflict zones. This number includes 40 children born to
Kosovo citizens in conflict zones. The government continued to implement its comprehensive
strategy and updated its action plan for countering violent extremism (CVE). In 2017, the
government drafted its third counterterrorism strategy and action plan. The Minister of Interior
took the role of Counterterrorism National Coordinator in November.

The CVE strategy and action plan provide a five-year roadmap for stemming the growing threat
of terrorism through a whole-of-government approach, emphasizing the critical role of local
stakeholders and civil society. Thus far, implementation has been uneven across government
ministries and a lack of capacity and inadequate resources remained challenges. On December 5,
the Global Community Engagement and Resilience Fund approved US $2.5 million in CVE
program funding that could significantly bolster the government’s capacity to implement its CVE
action plan. The Kosovo Police (KP) Counterterrorism Directorate continued to enhance its
investigative capacities by increasing personnel and developing a cyber-counterterrorism unit.

The security and political situation in northern Kosovo continued to limit the government’s
ability to exercise its authority in that region, although the government successfully integrated
Serbian judges, prosecutors, and staff into Kosovo’s judicial institutions in October, extending
the country’s judicial authority and access to justice for citizens. The North Atlantic Treaty
Organization Kosovo Force (KFOR) and European Union Rule of Law Mission (EULEX)
continued to work with the KP to maintain a safe and secure environment and strengthen the rule
of law, including at the borders.

Kosovo is a member of the Global Coalition to Defeat ISIS and pledged US $100,000 in support
of the Coalition.

Legislation, Law Enforcement, and Border Security: Kosovo’s legislative framework is
sufficient to prosecute individuals suspected of committing or supporting terrorist activities, but
prosecutors lack experience with such cases. Kosovo officials recognize the need to improve
interagency cooperation.

Recognizing the threats and consequences of terrorism, the government strengthened its existing
counterterrorism provisions and drafted a new counterterrorism strategy in 2017. The new
counterterrorism strategy provides a comprehensive approach to preventing and combating
terrorism and is one of the government’s strategic priorities. On November 30, the Kosovo
Assembly held the first reading of the Law on Critical Infrastructure, which passed and aims to
identify, preserve, and protect national and European critical infrastructure.

Law enforcement authorities demonstrated adequate capacity to detect and prevent individuals
from joining the conflicts in Syria and Iraq. The KP Counterterrorism Directorate, which is
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responsible for counterterrorism investigations, increased capacities to track suspects, although
they still lacked resources for online investigations and surveillance.

The KP and Border Police successfully interdicted several individuals attempting to join foreign
conflicts, although border security gaps remained. On August 11, KP arrested two Kosovo
citizens for attempting to join terrorist groups in Syria and Irag. The individuals left Kosovo on
July 25 via the Macedonian border and arrived at the Ataturk Airport in Istanbul on July 26. On
July 28, Turkish security forces caught them trying to enter Syria and deported them to Kosovo
on August 11. On October 31, they pleaded guilty and were sentenced to 18 months in prison.
The Border Police regularly updated their watch list of persons suspected of connections to
terrorism or criminal activities; they had 4,481 hits in 2017.

Trials and investigations continued for 51 suspects and 29 cases, which included several imams
arrested since 2014 on terrorism charges. In 2017, Kosovo authorities arrested five additional
individuals on terrorism-related charges. Authorities issued seven new indictments on terrorism
charges involving 17 individuals.

On June 8, a Defeat-ISIS Coalition drone strike in Syria killed Kosovo terrorist leader Lavdrim
Muhaxheri and fellow foreign terrorist fighter Bilall Hagifi. On June 9, Kacanik municipality’s
head imam, Florim Neziraj, offered condolences at the city’s main mosque for Muhaxheri.

On June 28, Pristina’s Basic Court held the first hearing for nine Kosovo citizens suspected of
planning an attack at the November 2016 Israel-Kosovo soccer match in Albania and other
attacks against local and international targets in Albania and Kosovo. The KP and the Kosovo
Intelligence Agency were instrumental in stopping this attack.

Kosovo continued to demonstrate political will to address threats related to terrorism, and the
state possesses the legal framework to do so. Although national institutions continued to
strengthen their capacities, limited resources and experience continue to hinder their ability to
handle terrorism cases effectively.

Countering the Financing of Terrorism: On February 1, Kosovo’s financial intelligence unit
became a member of the Egmont Group. There are no other significant changes since the 2016
report. For further information on money laundering and financial crimes, see the 2018
International Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and
Financial Crimes.

Countering Violent Extremism (CVE): The government updated its CVE action plan, which
corresponds to its 2015 National Strategy. The government appointed its third National
Countering Violent Extremism Coordinator on October 30, 2017. The Kosovo Justice Ministry,
supported by the U.S. government, continued its implementation of a corrections program aimed
at enhancing management of terrorists, and setting up frameworks for the rehabilitation and
eventual reintegration of convicted terrorists. The Ministry of Interior established a reintegration
department, which aims to integrate returned fighters and their accompanying families into
communities. The Kosovo government took proactive steps to prepare a repatriation strategy for
its citizens returning from conflict zones. The Kosovo cities of Ferizaj, Gjilan, Gjakova,
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Gracanica, Hani | Elezit, Kacanik, Mitrovica South, Peja/Pec, Prishtina, Prizren, Viti, Vushtrri
and Zvecan are members of the Strong Cities Network.

Kosovo’s CVE strategy includes promoting counter-narratives to challenge terrorist messaging.

International and Regional Cooperation: There have been no significant changes since the
2016 report.

MACEDONIA

Overview: Macedonia cooperated with U.S. counterterrorism efforts and was a member of the
Global Coalition to Defeat ISIS. Macedonia’s authorities assessed that ISIS members and
sympathizers maintained a presence in Macedonia. Additionally, the Ministry of Interior (MOI)
and Intelligence Agency estimated that at least 150 Macedonia nationals traveled to join terrorist
groups in Syria and Iraq. Of that number, 30 were killed, 40 remained there, and 80 returned
home to Macedonia.

Legislation, Law Enforcement, and Border Security: A Joint Combined Exchange Training
with U.S. Special Forces took place in January to improve Macedonia’s ability to respond to
terrorist incidents. Authorities at the MOI reported they developed operational plans to prevent
and respond to terrorist attacks on soft targets including stadiums and hotels.

The MOI International Cooperation Unit upgraded from the Mobile INTERPOL Network
Database (MIND) to the Fixed INTERPOL Network Database (FIND), with assistance from
partner nations, to systematically screen travelers and documents at border crossings against
INTERPOL databases on terrorists, fugitives, and lost and stolen travel documents. Macedonia
Border Police used INTERPOL and Europol watch lists that are regularly updated and they have
biometric screening capability. The Border Police also shared and received information through
alerts via the Joint Contact Centers with neighboring countries (Albania, Bulgaria, and Kosovo)
and INTERPOL.

Additionally, the MOI’s Bureau of Public Security worked with U.S. authorities to address
corruption among border officials, resource constraints, training gaps for border police officers,
and issues related to border management.

Macedonia engaged in one terrorist-plot disruption operation. In April, just before the Orthodox
Easter observance, Macedonia’s authorities, in coordination with a regional partner, detained
persons of interest for questioning. No charges were filed as a result of the operation.

Authorities conducted approximately four terrorism investigations into suspected terrorism-
related activity of approximately 50 individuals.

On November 2, the Skopje Criminal Court found 33 defendants guilty of terrorism charges and
acquitted four in connection with the May 2015 armed incident in Kumanovo, which left eight
police officers and 10 members of the armed group dead. The court issued life sentences to
seven defendants while another 13 were sentenced to 40 years in prison. An additional 13 were
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sentenced to lesser terms ranging from 12 to 20 years in prison. On November 3, another
defendant who had been tried separately in connection with the same 2015 incident was
sentenced to life in prison.

Countering the Financing of Terrorism: Macedonia is a member of the Council of Europe’s
Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing
of Terrorism (MONEYVAL), a Financial Action Task Force (FATF)-style regional body.
Macedonia’s financial intelligence unit, the Financial Intelligence Office (FIO), is a member of
the Egmont Group and developed new indicators for financial transactions that could be related
to terrorism financing in 2017. Macedonia’s anti-money laundering and countering the financing
of terrorism legal framework remains largely in compliance with international standards,
especially after it incorporated the latest FATF recommendations. The government continued to
address deficiencies noted in MONEY VAL’s Fourth Round Evaluation Report from 2014 by
drafting a new law on restrictive measures. Pending approval in parliament, the draft law will
harmonize domestic legislation with United Nations Security Council resolution 1373 as well as
with FATF recommendations on targeted financial sanctions related to terrorism and
proliferation.

Deficiencies remained in Macedonia’s confiscation regime, which remains conviction-based and
hinders effective freezing and confiscation of terrorist assets. Macedonia has an agency for the
management of seized and forfeited assets, but it has limited capacity and activity. In 2017,
Macedonia’s FIO received two suspicious transaction reports for terrorist financing and has sent
three reports to relevant institutions for further investigation.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): In July, the government created and appointed a
44-member National Committee for Countering Violent Extremism (CVE) and Counterterrorism
(CT) as well as a National Coordinator for CT/CVE with a Deputy Coordinator for CT and a
Deputy Coordinator for CVE. The government tasked the Committee and Coordinators to revise
the 2017-2020 National CT Strategy and to draft a new National CVE Strategy as well as CT and
CVE National Action Plans. The National CT/CVE Committee and Coordinator met for the first
time in November to map out a plan to draft the National CVE Strategy and Action Plan,
however, the government failed to provide funding to implement this plan.

The Islamic Community of Macedonia (ICM) said that it incorporated counter narratives into
Friday sermons with Muslim worshipers. The ICM also conducted one CVE training session for
approximately 12 imams. Local think tanks continued to research the drivers of terrorism.

The Macedonian municipalities of Aracinovo, Cair (Skopje), Gostivar, Kicevo, Kumanovo,
Ohrid, Struga, and Tetovo are members of the Strong Cities Network.

International and Regional Cooperation: Macedonia is a willing regional and international
counterterrorism partner. Fourteen members of the National CT/CVE Committee and the

100


http://www.state.gov/j/inl/rls/nrcrpt/index.htm
http://www.state.gov/j/inl/rls/nrcrpt/index.htm
http://www.state.gov/j/inl/rls/nrcrpt/index.htm

National CT/CVE Coordinator and Deputies participated in a three-day U.S.-funded
counterterrorism-themed regional Tabletop Exercise (TTX). During the event, which was co-
organized with the Organization for Security and Co-operation in Europe, participants read
through a foreign terrorist fighter scenario and discussed what the government could do during
the prevention, intervention, and rehabilitation phases. Participants in the TTX included
delegations from Albania and Kosovo, led by those countries’ National CVE Coordinators. The
Prime Minister provided opening remarks at the exercise emphasizing a whole-of-society
approach to address terrorism.

Macedonia’s Border Police and Customs are members of the Southern Border Initiative, whose
goal is to establish a cross-border working group consisting of border security agencies from
Albania, Kosovo, Macedonia, and Montenegro to combat corruption, illicit cross-border
trafficking, transnational crime, and terrorism.

THE NETHERLANDS

Overview: The Netherlands continued to respond effectively to the global terrorist threat in the
areas of border and transportation security, counterterrorist financing, countering violent
extremism, and bilateral and multilateral counterterrorism cooperation. Since March 2013, the
national threat level has been “substantial” (the second highest ranking). The main terrorism
threat is Islamist terrorism, with risks posed by both networks and lone actors. The Netherlands
has a comprehensive national counterterrorism strategy in which policies are implemented at the
local level through multidisciplinary interagency cooperation. In the wake of terrorist attacks in
Europe, Dutch authorities reviewed their security measures. Some cities have placed large
concrete obstacles on streets to prevent vehicles from driving into soft targets. In October, the
government announced an increase of US $15 million (€12.5 million) in the annual
counterterrorism budget beginning in 2018.

The Netherlands is a member of the Global Coalition to Defeat ISIS and co-chair of the Coalition
Foreign Terrorist Fighter Working Group, and has liaisons embedded at various operational
command centers. The Netherlands previously conducted air strikes against terrorist targets in
Irag and Syria. In 2017, it provided force protection and contributed military personnel and
trainers in Iraq. The Netherlands participates in all coalition working groups. Together with
Morocco it co-chaired the Global Counterterrorism Forum (GCTF) and, until September 2017,
also co-chaired its Foreign Terrorist Fighters working group.

Legislation, Law Enforcement, and Border Security: The Netherlands implemented
counterterrorism legislation in line with United Nations Security Council resolutions. Within the
European Union (EU), the Netherlands pushed for implementation of the road map to improve
information exchange. There has been no change in law enforcement structures, capacity,
international cooperation, or border security legislation, and there were no cases of terrorism
affecting U.S. citizens in 2017. The Dutch government announced it will invest an additional
US $180 million in the national police in 2018. On March 1, three new counterterrorism laws
entered into force:
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e A law enabling the Minister of Justice and Security to revoke without court order Dutch
citizenship of dual nationals who have joined a terrorist organization.

e The Temporary Law Administrative Measures, which expands the government’s toolbox
of non-criminal measures to disrupt potential terrorist activities, including a requirement
for certain individuals to report to police stations at regular intervals and obey area,
contact, and travel bans.

e A change to the passport law that declares passports and 1D cards for individuals subject
to a travel ban as expired.

Significant law enforcement and judicial actions related to counterterrorism included:

e On November 13, a district court in Rotterdam convicted a Dutch woman for preparing
and promoting acts of terrorism but acquitted her of participation in a terrorist
organization. She had traveled to Syria in 2015 but returned in 2016. The court
concluded her marriage to an ISIS fighter made her guilty of preparatory acts for
terrorism, even if she did not personally participate in acts of terrorism. She was
sentenced to two years in prison, with 13 months suspended.

e On November 2, a district court in Rotterdam convicted a man for preparing to commit a
terrorist attack and sentenced him to four years in prison. Authorities arrested him in
December 2016 after hearing of plans to attack the Turkish Consulate in Rotterdam.
Police found an AK-47, ammunition, illegal heavy fireworks, and instructions on how to
make a bomb in his residence.

e On September 13, the Minister of Justice and Security announced the revocation in
absentia of Dutch citizenship for four foreign terrorist fighters. This marked the first time
the government used the new legislation that entered into law March 1. All four
individuals were presumed to be in Syria.

Countering the Financing of Terrorism: The Netherlands is a member of the Financial Action
Task Force (FATF) and is one of the Cooperating and Supporting Nations of the Caribbean
Financial Action Task Force, a FATF-style regional body. The Financial Intelligence Unit —
Nederland (FIU-NL) is a member of the Egmont Group. On January 1, new legislation entered
into force expanding the reach of anti-money laundering regulations to include the possession of
stolen goods. Implementation of the Fourth EU Anti-Money Laundering Directive remains
ongoing. The Dutch framework for countering the financing of terrorism applies to all
EU-designated terrorist organizations and the UN Security Council ISIL (Da’esh) and al-Qa’ida
sanctions regime. The Netherlands successfully prosecuted two terrorist financing cases in
2017. The government’s national terrorist watch list grew to include 135 individuals and three
organizations as of December 2017. In 2017, FIU-NL declared more than 3,000 transactions it
received as suspicious. For further information on money laundering and financial crimes, see
the 2018 International Narcotics Control Strategy Report (INCSR), Volume II, Money
Laundering and Financial Crimes.

Countering Violent Extremism (CVE): The Netherlands government’s 2016-2020 National
Counterterrorism Strategy, released in July 2016, contains measures to strengthen communities,
build resilience to radicalization to violence, and prevent persons from becoming foreign terrorist
fighters. In November, the new cabinet announced prioritization of five topics: intelligence
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gathering, prevention, protection of physical objects and persons, preparation for incidents, and
prosecution. The Dutch government uses a multi-disciplinary approach and develops tailored
plans of action to intervene with individuals suspected of adhering to or being susceptible to
radicalization to violence. Community police officers are the cornerstone of the local approach.

Other stakeholders include local governments, with the support of the Office of the National
Coordinator for Security and Counterterrorism, the public prosecutor’s office, social workers,
child protective services, educators, and community leaders. This approach prioritizes the use of
preventive measures, including mentoring, counseling, and access to job-training programs and
other social services to steer individuals away from becoming radicalized to violence. Similar
programs also rehabilitate former terrorists. To counter terrorist messaging, local governments
use outreach efforts with community and religious leaders to amplify credible voices. The
government generally views repressive measures, including arrest and prosecution, as steps to
take only when preventive measures fail. Returned foreign terrorist fighters undergo a threat
assessment by the government; some returnees are prosecuted.

The Dutch cities of The Hague, Rotterdam, and Utrecht are members of the Strong Cities
Network.

International and Regional Cooperation: The Netherlands participates in the UN, the GCTF,
the EU, the Council of Europe, the Organization for Security and Co-operation in Europe, and
the North Atlantic Treaty Organization. As co-chair of GCTF, the Netherlands hosts the GCTF
Administrative Unit. The Netherlands has dedicated GCTF officers at four embassies. Under
the auspices of the GCTF Foreign Terrorist Fighter working group, the Netherlands and the
United States are co-leading the Initiative on Addressing the Challenge of Retuning Families of
Foreign Terrorist Fighters. The Netherlands is on the governing board of the three
GCTF-inspired institutions: the International Center of Excellence for Countering Violent
Extremism (Hedayah) in the United Arab Emirates, the International Institute for Justice and the
Rule of Law in Malta, and the Global Community Engagement and Resilience Fund in
Switzerland. The Netherlands also participates in the Global Initiative to Combat Nuclear
Terrorism. In December, the Netherlands co-sponsored UN Security Council resolution 2396 on
returning and relocating foreign terrorist fighters.

On April 13, the Netherlands signed an agreement with the Kenyan National Coordinator for
Counterterrorism on Dutch support for the new Kenyan CVE strategy. The Netherlands will
support training of police officers and teachers to identify radicalization to violence and
rehabilitate former terrorists. On July 19, the Netherlands signed a memorandum of
understanding with the Indonesian National Counterterrorism Agency on sharing best practices
and exchanging information.

The Netherlands continued to finance a wide variety of capacity-building projects. The Dutch
Ministry of Foreign Affairs appointed regional security coordinators at six embassies who are
dedicated to capacity building to identify radicalization. The Netherlands is an active participant
in the Counter Terrorism Group (the intelligence services of all EU member states plus Norway
and Switzerland) to improve cooperation and information exchange between European
counterterrorism services.
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NORWAY

Overview: Norway’s internal security service continued to assess that Islamist terrorism
remains the primary terrorism threat to Norway, although officials expressed concerns about
increasing violent right wing threats. A small but outspoken group of Islamist extremists in and
around Oslo remained active, although they did not conduct any attacks. In 2017, authorities
convicted several Norwegians for supporting or aiding ISIS. The flow of Norwegian citizens or
residents who traveled to Syria and Iraq to fight on behalf of ISIS continued to decrease in

2017. Since the April arrest of the leader of an Islamist extremist group, no known individual
has left Norway to join ISIS. Police Security Service (PST) officials continued to assess publicly
that approximately 100 individuals have traveled as foreign terrorist fighters in total. Norway
and the United States maintained good collaboration on counterterrorism.

Norway is a member of the Global Coalition to Defeat ISIS. The government co-sponsored
UN Security Council resolutions 2178 (2014) and 2396 on foreign terrorist fighters and is
contributing to the Coalition’s five lines of effort, including with military personnel in a
capacity-building mission for Iraqi security forces in Anbar. Norway provided approximately
US $345 million in assistance in 2017 to address the humanitarian crises in Iraq and Syria.

Legislation, Law Enforcement, and Border Security: Terrorism is a criminal offense in
Norway. Norway continued to prosecute foreign terrorist fighters and supporters of terrorism
under its amended law from 2013. The law increased the maximum prison sentence to 30 years
for serious terrorism offenses and made it illegal to conduct or plan to conduct a terrorist attack,
receive terrorism-related training, or provide material support to a terrorist organization. In
2016, Norway passed legislation criminalizing traveling, as well as the intent to travel, to fight
on behalf of a non-state actor.

The most significant terrorism-related conviction in 2017 was that of Ubaydullah Hussain, leader
of the extremist group, the Prophet’s Ummah. Hussain was sentenced to nine years in prison for
being an ISIS member, recruiting foreign terrorist fighters to the organization, and for providing
financial and material support to ISIS. In another trial, one of the few Norwegians to have
returned from Syria was sentenced to seven years and six months in prison for terrorist fighting
and association.

The PST is responsible for domestic security, including counterterrorism activities. A joint
analysis cell called the Joint Counter Terrorism Center became fully operational in 2014. This
unit includes participants from the PST and the Norwegian Intelligence Service (NIS), which is
the external security service. Both the PST and the NIS have devoted significant resources to
identifying, tracking, and taking action against Norwegian citizens intending to travel to and
from Syria and Iraq to engage in fighting. The PST and NIS maintain a list of those who have
traveled to Syria and Irag, those who have returned, and those who have expressed an interest in
traveling to the two countries. Norway continued to reinforce local PST units across the country
that handle counterterrorism and to improve coordination among PST, local police, municipal
authorities, and centers for asylum seekers.

104



In May 2016, Parliament approved an agreement on the sharing of fingerprint information in
criminal investigations with the European Union (EU), the parties to the Priim Convention, as
well as with the United States under the Preventing and Combating Serious Crimes data-sharing
agreement. Norway continued to explore an agreement on sharing Passenger Name Record
(PNR) data with the EU and is simultaneously developing a national PNR system. In
November 2016, Norwegian police piloted an automated biometric identification system, which
officials aim to implement nationally in 2018. Immigration to Norway is facilitated and
regulated by the Norwegian Directorate of Immigration, which processes all applications for
asylum, visas, family immigration, work and study permits, permanent residence, and travel
documents. The Norwegian police and the Ministry of Foreign Affairs issue passports.

In 2017, Norway implemented security measures on soft targets in the capital, Oslo, such as
placing physical barriers in the streets of one of the city’s main pedestrian thoroughfares and
directly outside the buildings. Additionally, police at Oslo’s Gardermoen Airport have been
armed on a trial basis.

Countering the Financing of Terrorism: Norway is a member of the Financial Action Task
Force (FATF). Norway’s financial intelligence unit (FIU), which operates within the National
Authority for the Investigation and Prosecution of Economic and Environmental Crime, is a
member of the Egmont Group. Norwegian law incorporates FATF standards and
recommendations. Norway is a member of the Defeat ISIS Coalition’s working group to
Counter Terrorist Financing. The government also continued to operate a domestic interagency
group, which included the Ministries of Justice, Finance, and Foreign Affairs to counter money
laundering and the financing of terrorism. For further information on money laundering and
financial crimes, see the 2018 International Narcotics Control Strategy Report (INCSR), Volume
[1, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): Norway continued to implement its National Action
Plan against Radicalization and Violent Extremism, published in 2014, which is a whole-of-
government CVE approach. Priorities include strengthening CVE research, improving national
and local cooperation on counter-radicalization efforts, helping to promote reintegration of
former terrorists, and preventing recruitment and radicalization to violence online.

In 2017, Norway improved coordination among authorities responsible for managing the release
from prison and reintegration of those convicted of terrorism-related offenses. PST assesses that
several municipalities around Oslo fjord are home to communities and individuals most
vulnerable to radicalization to violence. These municipalities have increased their efforts,
including passing action plans and increasing budgets for countering violent extremism and
counter-radicalization activities. The national government also hosts an annual conference on
radicalization and violent extremism. Participants at the 2017 conference discussed how best to
use dialogue as a method of preventing radicalization.

Norway continued to support the Youth Civil Activism Network and the Strong Cities Network
(SCN). Two Norwegian cities, Oslo and Kristiansand, are members of the SCN.
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Regional and International Cooperation: Norway is active in multilateral fora in efforts to
counter terrorism, including the North Atlantic Treaty Organization, the EU’s Radicalization
Awareness Network, and the Organization for Security and Co-operation in Europe (OSCE). As
Chair of the OSCE Security Committee in 2017, Norway actively supported the CVE agenda,
including the role of women. Although not a member, Norway has been an active participant in
Global Counterterrorism Forum working group meetings, through which it coordinates projects
related to counterterrorism and countering violent extremism. Norway continued to support
implementation of the UN Secretary General’s Plan of Action to Prevent Violent Extremism.
Norway provided support to phase two of The Prevention Project, which focuses on localized
interventions. In 2017, Norway, together with Jordan, established the Group of Friends at the
UN on preventing violent extremism and supported the publication of the UN study on foreign
terrorist fighters. Norway supports the Global Community Engagement and Resilience Fund. In
December, Norway co-sponsored UN Security Council resolution 2396 on returning and
relocating foreign terrorist fighters.

RUSSIA

Overview: The Russian Federation remained a target of international terrorist groups,
particularly ISIS. The majority of Russian domestic counterterrorism activities conducted in
2017 targeted armed groups in the North Caucasus. Russian officials noted that Russia
encountered increased IS1S-related activity in its domestic law enforcement activities.

In 2017, the Russian military intervention in Syria factored heavily in public counterterrorism
messaging. Moscow regularly cited the threat posed by terrorists fighting in Syria to help justify
its military operations there. As of October 2017, the Russian government estimated that over
3,400 Russian citizens had fought with ISIS in Syria and Iraq. Russia also continued to pursue
counterterrorism cooperation with foreign partners. On December 6, President Vladimir Putin
announced that Russia’s counterterrorist operation in Syria had come to an end “with a complete
victory and defeat of the terrorists”; the Russian military, however, remained active in Syria for
the rest of the year. Moscow has also expressed concern about the Islamic State’s Khorasan
Province threat in northern Afghanistan, calling it one of the most significant threats to the
Russian homeland. U.S. counterterrorism cooperation remained limited due to a number of
factors, including repeated false claims that the United States supports ISIS, Russia’s targeting of
civilians and civilian infrastructure through indiscriminate bombings in Syria, and concerns
about Russian anti-terrorism/anti-extremism legislation that could permit the prosecution of
peaceful protesters, the political opposition, independent media, and certain religious groups.

2017 Terrorist Incidents: The highest profile terrorist attack in Russia in 2017 occurred on
April 3 in St. Petersburg, where a bomb detonated by a suicide bomber on the city’s metro
system killed 15 people and injured 60 others. Katiba Al Imam Shamil, an alleged al-Qa’ida
affiliate primarily active in the North Caucasus, claimed responsibility for the attack. Additional
representative attacks included:

e On March 24, a group of eight alleged 1S1S-affiliated militants attacked a Russian

National Guard outpost near Grozny in Chechnya, resulting in the deaths of six soldiers
and six attackers.

106



e On April 4, two Russian police officers were killed in a shooting in the southern city of
Astrakhan; ISIS claimed responsibility. Two days later, Russian National Guard troops
killed four men suspected of involvement in the attack.

e On August 19, a 19-year-old resident of the Siberian city of Surgut attacked and injured
seven people with a knife before he was shot and killed by police. ISIS claimed
responsibility for the attack.

e On November 5, two attackers shot and killed one police officer and injured two others in
the Nazran district of Russia’s North Caucasus. Firearms, ammunition, and a homemade
explosive device were found at the scene after the operation.

Legislation, Law Enforcement, and Border Security: Russia continued to build a
comprehensive counterterrorism legal framework that includes provisions of the Criminal Code
and various federal laws. Throughout 2017, however, the Russian government continued to use
its “anti-extremism” legislation to prosecute peaceful individuals and organizations, including
the political opposition, independent media, and certain religious organizations. On July 29,
President Putin signed a law revoking Russian citizenship from those convicted of terrorism and
extremism who became citizens through naturalization. On November 16, the State Duma
passed a bill calling for life sentences for terrorist recruiters who incite a person to commit a
terrorist attack, provide training on committing a terrorist attack, organize a terrorist cell, or join
a terrorist group. Additionally, the Chairman of the Investigative Committee suggested
introducing further legislation to block extremist materials, including internet sites.

Terrorism-related law-enforcement activities continued apace in 2017. The majority of
operations occurred in the North Caucasus regions of Dagestan and Chechnya, but several high
profile cases took place in major Russian cities. Significant events include:

e On August 14 outside Moscow, the Federal Security Service (FSB) arrested four people
on suspicion of plotting attacks on public transportation and shopping centers in Moscow
using suicide bombers and explosives. According to the FSB, those arrested included
two would-be suicide bombers, an expert in explosives, and an ISIS member.

e On August 31, the FSB detained two individuals in the Moscow region for plotting
terrorist attacks planned for September 1. According to the FSB, one suspect pledged
allegiance to ISIS, while the other claimed to be carrying out ISIS instructions. The FSB
seized a powerful makeshift explosive device and bomb-making components intended for
use in a suicide bomb attack.

e On September 26, Russia’s Interior Ministry, the FSB, and the National Guard arrested a
member of ISIS, for whom an INTERPOL Red Notice had been issued, in Irkutsk, East
Siberia. The suspected terrorist was a 30-year-old native of a former Soviet republic.

Countering the Financing of Terrorism: Russia is a member of the Financial Action Task
Force (FATF) and two FATF-style regional bodies: the Council of Europe’s Committee of
Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism,
and the Eurasian Group on Combating Money Laundering and Financing of Terrorism (EAG),
for which it is a primary funding source. Through the EAG, Russia provides technical assistance
and other resources towards improving legislative and regulatory frameworks and operational
capabilities in the region. Russia’s financial intelligence unit, the Federal Service for Financial
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Monitoring (Rosfinmonitoring), is a member of the Egmont Group. In July, Russia ratified the
2005 Council of Europe Convention on Laundering, Search, Seizure, and Confiscation of the
Proceeds from Crime and on the Financing of Terrorism (aka the “Warsaw Convention™).

In December 2017, Rosfinmonitoring’s list of persons and entities tied to “extremist activities”
or terrorism increased nearly fourfold over the previous year to include almost 9,000 individuals
and legal entities.

Russian financial regulators continued efforts to reduce persistently high capital outflows and
fictitious transactions. The primary regulator is the Central Bank of Russia, which has revoked a
large number of banking licenses over the past several years, often citing the existence of
dubious transactions.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): In May, Russia participated in the Organization for
Security and Co-operation in Europe (OSCE) conference in Vienna on “Preventing and
Countering Violent Extremism and Radicalization that Lead to Terrorism.” The Russian
government’s CVE work focuses on enforcement mechanisms and program administration
through governmental agencies or organizations controlled by the government. The Russian
government refused to cooperate in this area with independent non-governmental organizations,
including Russian-based ones. We refer you to the State Department’s Country Reports on
Human Rights Practices and Report on International Religious Freedom for 2017 for further
information.

International and Regional Cooperation: Russia is a founding member of the Global
Counterterrorism Forum. Russia participated in numerous regional counterterror exercises,
including the Collective Security Treaty Organization’s November 2017 Combat Brotherhood
exercise held in Tajikistan. Russia also advanced counterterrorism agendas in several
multilateral groups, including the Commonwealth of Independent States, the Shanghai
Cooperation Organization, the OSCE, the Association of Southeast Asian Nations’ Regional
Forum, and the Asia-Pacific Economic Cooperation Forum. In 2017, Russia held consultations,
participated in joint counterterrorism exercises, or signed formal counterterrorism agreements
with Belarus, China, India, the Kyrgyz Republic, Pakistan, Saudi Arabia, Serbia, Tajikistan,
Turkey, and Uzbekistan.

SERBIA

Overview: With no terrorist attacks in 2017 and low levels of ISIS recruitment activities, the
main terrorism threats in Serbia remained the potential movement of money and weapons
through its territory, returning foreign terrorist fighters, and radicalization to violence. The
government took steps to improve its ability to fight terrorism with the adoption of the National
Strategy for the Prevention and Countering of Terrorism for the Period 2017-2021, and
continued cooperation with international partners particularly focused on law enforcement and
cyber-security efforts. A member of the Global Coalition to Defeat ISIS, Serbia pledged
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donations of medical supplies in May. However, inexperience as a donor and internal red tape
have delayed delivery of these donations and will likely limit additional financial or material
contributions to the Coalition.

Serbia continued to benefit from U.S. government training to build counterterrorism

capacity. As a result of multiple study visits with the Joint Terrorism Task Force, Serbia adopted
a similar interagency counterterrorism task force. The Office of Defense Cooperation and the
Special Operations Command Europe conducted two Joint Combined Exchange Trainings with
the Ministry of Interior’s Counterterrorism Unit. The Office of Defense Cooperation also
sponsored 13 military officers, ministry of defense officials, and security officials to attend
Counter Terrorism Fellowship Program courses. The Export Control and Related Border
Security (EXBS) program provided training and equipment to Customs and Border

Police. EXBS works extensively with a Tri-Border Initiative that brings Serbian, Croatian, and
Bosnian agencies together for regular training, consultations, and meetings. The

U.S. Department of Justice’s Office of Overseas Prosecutorial Development Assistance and
Training Program and International Criminal Investigative Training Assistance Program
provided numerous law enforcement and judicial training programs.

Legislation, Law Enforcement, and Border Security: In 2017, Serbia passed the Law on
Organization and Jurisdiction of State Authorities Combatting Organized Crime, Terrorism and
Corruption. The law mandates each state body have a liaison officer to assist in criminal
investigations and establishes four specialized anti-corruption prosecutorial units and judicial
courts.

Serbia’s law enforcement capacities need improvement, but progress is steady. The Service for
Combating Terrorism and Extremism (TES), a part of the Criminal Police Directorate,
proactively works on terrorism detection, deterrence, and prevention. The Government of Serbia
has also established interagency working groups to handle security at both the strategic and
operational levels. The Operational working group consists of TES, the Security Information
Agency, and the Prosecutor’s Office. Soft targets such as hotels, stadiums, tourist resorts, and
shopping centers are required to have their own terrorism contingency plans in place, with TES
officers providing consultation and oversight.

The Serbian Border Police use a national border management information system called “System
to Check Persons and Vehicles” to screen passengers and vehicles at all border crossing/check
points and other ports of entry. This system verifies the validity of travel documents, collects
biographic and biometric data, checks visa status, searches national and international databases,
and stores information for future use, although the transmission of this data to the central system
can sometimes take several days.

Serbia’s criminal code outlaws unauthorized participation in a war or armed conflict in a foreign
country consistent with United Nations Security Council resolution (UNSCR) 2178 (2014) and
prescribes a sentence of six months to 10 years’ incarceration. Advance Passenger Information
and Passenger Name Record programs are not yet legally authorized, although adoption of
UNSCR 2396 in December 2017 now makes both obligatory for all UN member states. Serbia’s
Civil Aviation Directorate is working toward integration with the European Common Aviation
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Area and has been cooperating with international partners to enhance capacities in accordance
with UNSCR 2309 on aviation security.

Countering the Financing of Terrorism: Serbia is a member of the Council of Europe
Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing
of Terrorism (MONEYVAL). The Serbian Administration for the Prevention of Money
Laundering (APML) is a member of the Egmont Group. The APML participates in trainings
organized by MONEY VAL, the United Nations, the European Union, and the Organization for
Security and Co-operation in Europe.

The Serbian Government has a “National Strategy for the Fight Against Money Laundering and
Terrorism Funding” and existing laws to comply with the UNSC ISIL (Da’esh) and al-Qa’ida
sanctions regime. In October, amendments were submitted to the National Assembly aimed at
better aligning the Law on Freezing Assets with the Aim of Preventing Terrorism and the Law on
Prevention of Money Laundering and Terrorism Financing to international standards as
recommended in a 2016 MONEYVAL report.

The Organized Crime Prosecutor’s Office is prosecuting a case in which seven individuals are
accused of criminal offenses related to terrorism and terrorism financing. The case has been
ongoing since September 2014.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Serbia’s National Counterterrorism Strategy and
accompanying Action Plan outline planned CVE activities aimed at identifying early factors
leading to radicalization to violence, enhancing the security culture of citizens, and intercepting
threats from social media messaging. The Action Plan identified 22 CVE activities and directed
several ministries to develop their own strategies for implementation, including the Ministries of
Culture and Information, Education, Youth and Sports, and Interior, among others. Serbia’s
Interior Minister advocated for a regional center for de-radicalization that would cooperate with
other Western Balkan countries. According to government officials, the threat of radicalization
to violence in Serbia’s prisons is minimal, and de-radicalization is handled on a case-by-case
basis through the Administration for Enforcement of Penal Sanctions.

The Serbian cities of Bujanovac, Novi Pazar, Presevo, and Tutin are members of the Strong
Cities Network.

Regional and International Cooperation: Serbia is engaged in limited regional and
international cooperation on counterterrorism issues. Elements of the government, including the
Ministry of Interior and the Security Information Agency, cooperate with INTERPOL and
Europol on counterterrorism activities, including watch lists. Serbia is a member of the North
Atlantic Treaty Organization (NATO) Partnership for Peace program and assisted in NATO
training of Iraqi military medical personnel. Serbia routinely participates in law enforcement
training from a variety of international partners. The United Kingdom is funding a large CVE
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research and youth engagement program in five Serbian municipalities. In November, the
Serbian gendarmerie participated in a terrorist response exercise with the Canadian Embassy. In
December, Serbia co-sponsored UNSCR 2396 on returning and relocating foreign terrorist
fighters.

Serbia has well-developed bilateral border security cooperation programs with Bulgaria,
Hungary, and Romania, and a Tri-Border partnership with Bosnia and Croatia. Serbian agencies
also routinely engage with Albania, Kosovo, Macedonia, and Montenegro.

SPAIN

Overview: Spain experienced its first major terrorist attack since 2004 on August 17-18, 2017,
when two vehicular attacks claimed 16 lives, including one U.S. citizen. Spanish authorities
arrested 75 terrorist suspects in 2017, including terrorist financiers. Spanish counterterrorism
cooperation with the United States was excellent. After a two-year delay, Spain launched
implementation of its national plan to counter violent extremism. Spain expanded its
contribution to the Global Coalition to Defeat ISIS (Defeat I1SIS Coalition), with more than 500
personnel deployed to Iraq in military and police training missions. Spain continued to exercise
leadership in regional and global counterterrorism fora, including the Global Counterterrorism
Forum (GCTF) and the 5+5 Defense Initiative. Central government law enforcement agencies
worked to improve information sharing and coordination with the Catalan region’s autonomous
police force.

On April 8, Basque terrorist group ETA announced its intent to disarm fully. ETA has observed
a unilateral ceasefire since 2011, following a decades-long campaign of violence that claimed
more than 800 victims.

2017 Terrorist Incidents: On August 17-18, two vehicular attacks in Barcelona and nearby
Cambrils left 16 dead, including a U.S. citizen, and more than 100 injured. ISIS subsequently
claimed credit for the attacks. On August 21, Catalan police shot and killed the suspected driver,
Younes Abouyaagoub, in the August 17 vehicular attack in the Las Ramblas area of Barcelona.
In addition to killing 14 in the vehicular attack, Abouyaaqoub killed another person in a
carjacking as he fled the scene of the attack. Abouyaagoub was part of a cell believed to have
been radicalized and led by Abdulbaki Es Satty, an imam in the Catalan town of Ripoll. Es Satty
had spent extensive time in Spanish prison on drug trafficking and other charges; he was killed
along with one other cell member in an August 16 house explosion while attempting to produce
explosives for use in the attacks. The police killed five other members of the cell following an
August 18 vehicular attack in the Catalan town of Cambrils that killed one Spanish civilian.

Legislation, Law Enforcement, and Border Security: Spain’s terrorism alert level remained
at four (high) on a five-point scale throughout 2017. In the aftermath of the August attacks,
Spanish authorities considered raising the level to five, which would have enabled deploying
military forces to secure civilian areas, but Spain opted to adopt a series of enhanced level four
measures instead. These measures included intensified border controls, increased police
presence in heavily trafficked areas, and heightened counterterrorism cooperation with local
police. The Spanish criminal code punishes any act of “collaboration with the activities or
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purposes of a terrorist organization,” including glorification of terrorism on social media, self-
radicalization on the internet, training remotely, operating without clear affiliation, or traveling
in support of non-state terrorist actors.

In 2017, Spanish authorities arrested 75 individuals on terrorism-related charges in 52 separate
police operations. According to the Ministry of Interior, 36 Spanish citizens and residents
traveled to Syria and Irag in 2017 to support ISIS and other terrorist organizations as of
November.

Spanish authorities have identified 222 Spanish foreign terrorist fighters, including 47 who are
believed deceased. On December 1, Spain adopted a new National Security Strategy, which
states that “jihadist terrorism is one of the principal problems confronting the international
community.” The Strategy identified ISIS as the leading terrorist threat but noted terrorist

b3

groups’ “rapid mutability and adaptation to change and to the strategies pursued against them.”

Countering the Financing of Terrorism: Spain is a member of the Financial Action Task
Force (FATF) and has observer or cooperating status in the following FATF-style regional
bodies: the Caribbean Financial Action Task Force, the Financial Action Task Force of Latin
America, and the Middle East and North Africa Financial Action Task Force. Spain maintained
funding levels for its financial intelligence unit, the Executive Service for the Prevention of
Money Laundering and Monetary Offenses, which is a member of the Egmont Group. Spain is a
member of the Defeat ISIS Coalition’s Counter ISIS Financing working group. In June, the new
European Union (EU) Funds Transfer Regulation entered into effect in Spain. Spanish
authorities made multiple arrests on terrorist finance charges, including the June 1 arrest of an
alleged ISIS fundraiser on the outskirts of Madrid and the June 23 arrest of a Danish ISIS
financier in the North African enclave of Melilla. For further information on money laundering
and financial crimes, see the 2018 International Narcotics Control Strategy Report (INCSR),
Volume II, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): Spain began implementation of its national CVE plan,
led by the Intelligence Center for Countering Terrorism and Organized Crime. The plan was
developed in 2015 but lacked funding and high-level political support for most of the last two
years. It seeks to build partnerships at the local level between civil society leaders from
vulnerable communities and representatives of law enforcement and other public agencies.

Separately, in October the Ministers of Interior and Justice launched a campaign supported by
Google and the Spanish government called #SomosMas (We Are More), highlighting the role of
minority youth leaders in countering discrimination and extremism. In the aftermath of the
August 17-18 vehicular attacks, a coalition of 150 civic and religious groups organized a large
rally in Barcelona to condemn terrorism and declare the solidarity of Spain’s Muslim community
with the victims.

The Spanish cities of Fuenlabrada and Malaga are both members of the Strong Cities Network.

International and Regional Cooperation: Spain is a founding member of the Global
Counterterrorism Forum and supports counterterrorism initiatives in the United Nations, the
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Council of Europe, the North Atlantic Treaty Organization, and the Organization for Security
and Co-operation in Europe. Spain maintained forces throughout 2017 in EU training missions
in Mali and Somalia. Spanish officials participated in meetings of the Law Enforcement
Coordination Group on disrupting Hizballah’s activities. Spain continues to support the 5+5
Defense Initiative bringing together European (France, Italy, Malta, Portugal, Spain) and North
African (Algeria, Libya, Mauritania, Morocco, Tunisia) countries to build capacity on
counterterrorism, maritime and aviation security, and disaster management. In December, Spain
co-sponsored UN Security Council resolution 2396 on returning and relocating foreign terrorist
fighters.

SWEDEN

Overview: Sweden experienced its deadliest terrorist attack in decades in April 2017 when an
Uzbek national with ISIS sympathies used a stolen truck to overrun pedestrians on a major
shopping street in Stockholm, killing five people and wounding several others. The Swedish
Security Service (SAPO) estimated the number of violent extremists to have increased
significantly from 200 in 2010 to about 3,000 in 2017, of which two-thirds are Islamist
extremists. The National Center for Terrorism Threats stated that the biggest danger to Sweden
is terrorist attacks inspired by radical ideology, such as those promoted by ISIS and al-Qa’ida.
SAPO reported that returning foreign terrorist fighters posed one of the most significant threats
to Sweden’s security. There is broad political unity to strengthen Sweden’s defenses against
terrorism.

Sweden continued its counterterrorism cooperation with the international community. At the end
of 2017, the national alert level was a three (elevated threat, no evidence of planning) on a scale
of five (attack imminent, evidence of planning). The national alert level has been graded a three
since 2010, except for when it was temporarily raised to a four (high threat, evidence of
planning) for several months following the November 2015 attacks in Paris. Sweden is a
member of the Global Coalition to Defeat ISIS and made humanitarian contributions to
ISIS-impacted populations in Irag (US $23.5 million in 2017). In October, Sweden doubled the
number of military trainers deployed in northern Iraq in support of Coalition efforts from

35 to 70 service men until the end of 2018.

Johan Gustafsson, a Swedish citizen who was kidnapped by al-Qa’ida in the Islamic Maghreb
when visiting Mali in November 2011, was released in June 2017 and returned to Sweden.

2017 Terrorist Incidents: On April 7, Rakhmat Akilov, a citizen of Uzbekistan who was
illegally in Sweden after having his request for asylum denied, rammed a stolen truck into
pedestrians in Stockholm, killing five people and injuring 10. Akilov had expressed sympathies
with ISIS before the attack. He was in Swedish custody at the end of 2017.

On July 7, three men with ties to the neo-Nazi Nordic Resistance Movement were sentenced to
up to eight-and-a-half years in prison for a series of bomb attacks in western Sweden to protest
the government’s refugee policy, including a January 2017 attack against an asylum center where
one man was seriously wounded. Two of the men were reported to have received paramilitary
training in Russia.
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On December 9, an estimated 10 to 20 persons threw Molotov cocktails at a synagogue in
Gothenburg. The incendiaries did not ignite the building, and nobody was hurt. The prosecutor
stated that “our theory is that this is connected to the Israel-Palestinian conflict.” The police
investigation was ongoing at the end of 2017.

Legislation, Law Enforcement, and Border Security: Sweden’s legislation criminalizes the
incitement of terrorist acts, recruiting on behalf of terrorist organizations, travel to support
terrorist organizations, and providing terrorism training. After the terrorist attack in central
Stockholm April 7, the government and the opposition agreed to several additional
counterterrorism measures, such as facilitating information exchange between authorities,
reviewing security in public spaces, broadening close circuit television monitoring, and
promoting the use of electronic monitoring on suspects. The new legislation will go into effect
in 2018.

The Swedish government increased SAPO’s budget for countering terrorist threats and violent
extremism by US $9.5 million for 2017, US $20.2 million for 2018, US $23.7 million for 2019,
and US $23.7 million for 2020.

Sweden is party to the European Union’s (EU’s) identity verification and border management
tools such as the Schengen Information System and the Visa Information System, which results
in traveler information exchanges with other member states on irregular immigration and border
control. Sweden was updating legislation at year’s end to implement the EU Passenger Name
Recognition Directive.

On November 12, the temporary border controls justified by the massive influx of asylum
seekers in 2015 ended as the EU Commission declared it will no longer extend border controls
with respect to the refugee crisis. Sweden instead prolonged unilaterally the temporary border
controls until mid-May 2018 using a national security justification, permitted under the
Schengen Border Code if a “serious threat to public policy or internal security” exists.

Countering the Financing of Terrorism: Sweden is a member of the Financial Action Task
Force (FATF) and has observer or cooperating status in the following FATF-style regional
bodies: the Caribbean Financial Action Task Force, the Financial Action Task Force of Latin
America, and the Middle East and North Africa Financial Action Task Force. Sweden’s
financial intelligence unit, the National Financial Intelligence Service, is a member of the
Egmont Group. The FATF’s assessment of Sweden’s anti-money laundering and
counterterrorist financing controls in April concluded that Sweden has a strong regime to tackle
money laundering and terrorist financing, but needs to improve its national policy coordination.

A report from Sweden’s National Defense University showed that a majority of the 300
confirmed foreign terrorist fighters who traveled from Sweden to Iragq and Syria between 2012
and 2016 received some form of welfare benefits and government grants, many under false
pretenses, during their time outside of the county.

For further information on money laundering and financial crimes, see the 2018 International
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Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Sweden’s CVE strategy is to address the factors
underlying radicalization to violence. In 2014, the government appointed a temporary National
Coordinator for Safeguarding Democracy from Violent Extremism, who reported to the Ministry
of Culture. The new team at the Swedish National Council for Crime Prevention will coordinate
its efforts with national-level authorities, municipalities, and civil society. Local authorities will
obtain support in developing CVE-focused risk assessments and action plans. The government
tasked the Defense Research Agency with gaining better insight into terrorist propaganda and the
National Agency for Education with giving teachers better tools to address CVE in the
classroom. The Swedish cities of Malmo and Stockholm are both members of the Strong Cities
Network.

International and Regional Cooperation: Sweden is a member of the EU and supports
counterterrorism efforts in regional and multilateral organizations, including the European
Commission’s Radicalization Awareness Network, the EU-9 (focusing on foreign terrorist
fighters), the Counter-Terrorism Group, the Police Working Group on Terrorism, and Europol.

Sweden continued to contribute to counterterrorism capacity-building projects through the
development assistance work carried out by the Swedish International Development Cooperation
Agency, and also via funding to the United Nations (UN) Office on Drugs and Crime-Terrorism
Prevention Branch and the Organization for Security and Co-operation in Europe. Sweden
supported the EU’s work with capacity-building projects in prioritized countries and regions,
such as Pakistan, Yemen, the Horn of Africa, the Maghreb, and the Sahel. Sweden provided
trainers to the UN Multidimensional Integrated Stabilization Mission in Mali. Sweden is a
member of the UN Security Council for 2017-2018 and in December, co-sponsored UN Security
Council resolution 2396 on returning and relocating foreign terrorist fighters.

TURKEY

Overview: Turkey continued its intensive efforts to defeat terrorist organizations both inside
and outside its borders, including the Kurdistan Workers’ Party (PKK) and ISIS, respectively.
Turkey’s eight-month military operation, referred to as Operation Euphrates Shield, to clear ISIS
from a 98-kilometer segment of the Turkey-Syria border concluded in March 2017. Turkey
remained an active contributor in international counterterrorism fora, including the Global
Counterterrorism Forum (GCTF).

Turkey is a source and transit country for foreign terrorist fighters seeking to join ISIS and other
terrorist groups fighting in Syria and Iragq. Turkey is also an active member of the Global
Coalition to Defeat ISIS and continued to provide access to its airspace and facilities for
operations in Irag and Syria. The United States and Turkey continued sharing comprehensive
counterterrorism information. According to government authorities, as of October 23, Turkey’s
“Banned from Entry List” included 53,781 individuals from 145 countries. Turkey deported
5,446 individuals from more than 100 countries for suspected terrorism ties.
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The PKK continued to conduct terrorist attacks in Turkey. Turkey’s security forces conducted
operations domestically along with airstrikes against PKK leadership positions in northern Irag.
The Ministry of National Defense claimed that, as of April, the government had killed, wounded,
or captured more than 11,300 PKK terrorists since July 2015, when a two-year ceasefire between
the government and the PKK ended. Turkish authorities reported more than 1,000 government
security personnel have died in clashes with the PKK since the end of the ceasefire. Detentions
and arrests of individuals suspected of aiding the PKK increased in 2017.

According to interior ministry data, law enforcement forces detained more than 15,000 suspects
for allegedly aiding and abetting the PKK during the January 2 to October 30 timeframe.

The PKK also targeted Turkish elements operating in northern Irag. Turkish authorities in
October announced that PKK elements in northern Irag had kidnapped two Turkish National
Intelligence Organization (Milli Istihbarat Teskilat: or MIT) officers.

As a counterterrorism partner of the United States, Turkey continued to receive U.S. assistance
to address the terrorist threat posed by the PKK in 2017.

Turkey’s counterterrorism efforts were impacted in the aftermath of the July 2016 coup attempt
due to the government’s investigation into the movement of self-exiled Islamic cleric Fethullah
Gulen, which Turkey refers to as the “Fethullah Terrorist Organization” (“FETQO”). This resulted
in detentions, arrests, and dismissals of military, security, and civil servants from public office.
Turkey designated “FETO” as a terrorist organization in May 2016 and later accused it of
perpetrating the attempted coup. The state of emergency instituted by the Turkish government
July 21, 2016, remained in effect at the end of 2017. As of November, the government had
dismissed approximately 150,000 civil servants from public service for alleged “FETO” or
terrorism-related links, often on the basis of scant evidence and minimal due process. Detentions
of “FETO” suspects continued at year’s end, with 35,145 detained in the January 2 to October 30
timeframe, according to interior ministry data.

2017 Terrorist Incidents: Representative attacks included:

o On January 1, an ISIS gunman killed more than 35 people, including 27 foreigners,
and wounded 65 others, including a U.S. citizen, in a nightclub shooting in Istanbul.
Police captured the attacker, Uzbek national Abdulkadir Masharipov, in Istanbul
January 16.

. On January 20, the Revolutionary People’s Liberation Front attacked the Istanbul
police directorate and the Justice and Development party’s provincial office with
rocket-propelled grenades. No casualties were reported.

o On February 17, a PKK vehicle-borne improvised explosive device attack near a
housing complex for judges in Sanliurfa province killed two people and wounded
17 others.

o On July 8, a PKK attack against a construction convoy in Hakkari province killed
four people and wounded two others.

Legislation, Law Enforcement, and Border Security: Turkey has a broad definition of
terrorism that includes crimes against constitutional order and internal and external security of
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the state, which the government regularly used to criminalize what the United States would
consider the legitimate exercise of freedom of expression and assembly. According to the
Ministry of Interior, from April 24 to October 30, authorities suspended over 28,500 social
media accounts and detained over 2,000 individuals affiliated with these accounts for alleged
terrorist-related propaganda.

Turkey has advanced law enforcement capacity to combat terrorism, and efforts continue to
streamline interagency information sharing. Detentions and arrests of suspected foreign terrorist
fighters and Turkish nationals with links to ISIS increased in 2017. According to interior
ministry data, from January 2 to October 30, authorities detained over 2,090 individuals for links
to ISIS. In March, the justice ministry reported that more than 1,100 ISIS members were
incarcerated and another 310 convicted. Turkey will sometimes deport suspected foreign
terrorist fighters to countries without advance notice.

On March 29, Turkey’s National Security Council announced the completion of the eight-month
Operation Euphrates Shield, which authorities say secured the Turkey-Syria border against
threats emanating from ISIS-controlled territory in Syria. On March 9, Turkish General Staff
reported the operation neutralized 3,060 ISIS members.

On August 25, the Government of Turkey issued a decree pursuant to the state of emergency that
placed the MIT under the Presidency. The MIT is one of several agencies involved in
counterterrorism activities in Turkey. This decree increased the threshold for external oversight
of MIT and its activities.

On October 6, authorities announced the completion of construction of a 911-kilometer modular
wall along the entirety of the Turkey-Syria border. According to Turkish General Staff data,
during the January to October timeframe, Turkish Land Forces apprehended more than

330,000 individuals, mostly irregular migrants, attempting to illegally cross Turkey’s borders.

On October 28, four individuals believed to be ISIS sympathizers were arrested in possession of
firearms and explosives outside Istanbul’s Forum Shopping complex. One of the alleged ISIS
individuals was wounded by police gunfire; no other casualties were reported.

The United States continued to provide bilateral and regional training programs in the areas of
border, aviation, and sea-based security and investigations, in partnership with Turkish law
enforcement authorities and counterparts.

Countering the Financing of Terrorism: Turkey is a member of the Financial Action Task
Force (FATF), and its financial intelligence unit, the Financial Crimes Investigation Board, is a
member of the Egmont Group. Turkey was subject to a review of its compliance with FATF’s
recommendations related to the criminalization of terrorist financing as well as targeted financial
sanctions. There have been no significant changes to the country’s counterterrorism financing
regime since 2016. For further information on money laundering and financial crimes, see the
2018 International Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering
and Financial Crimes.
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Countering Violent Extremism (CVE): The Turkish National Police (TNP) undertake social
projects, activities with parents, and in-service training for officers and teachers. Programs
prepare medical, community, and religious officials to intervene to undermine terrorist
messaging and to prevent recruitment. The Ministry of Justice implements rehabilitation and
reintegration programs for convicts and former criminals.

Turkey’s Religious Affairs Presidency (Diyanet), tied to the Prime Ministry, also works to
undermine terrorist messaging by promoting a moderate and inclusive version of Islam. All
Sunni imam preachers in Turkey are employees of the Diyanet.

Turkey co-hosted the fourth annual International Countering Violent Extremism Research
Conference in Antalya October 30-November 1. The Turkish city of Antalya is a member of the
Strong Cities Network.

International and Regional Cooperation: Turkey is an active member of the United Nations
(UN), the North Atlantic Treaty Organization, and the Committee of Experts on Terrorism of the
Council of Europe. Turkey is a founding member of the International Institute for Justice and
the Rule of Law and provides expert support to assist training for judges and prosecutors
handling terrorism cases. Turkey participates in the Organization for Security and Cooperation
in Europe (OSCE) expert meetings on the Prevention of Violent Extremism and Radicalization
that Lead to Terrorism organized by the OSCE Office of Democratic Institutions and Human
Rights and the OSCE Secretariat.

Turkey has bilateral security cooperation agreements with more than 70 countries. The TNP
contributes to counterterrorism capacity-building programs of partner countries and offers
specialized international law enforcement training. During the 1997-2017 timeframe, TNP
provided training to approximately 26,000 law enforcement officials from more than

60 countries. Turkey’s military has trained more than 30,000 foreign military personnel from
more than 55 countries in a range of subjects, including counterterrorism operations.

In 2017, Turkey and the United States co-led the GCTF’s Soft Target Protection Initiative.

The resulting good practices document, the Antalya Memorandum on the Protection of Soft
Targets in a Counterterrorism Context, was endorsed at the Eighth GCTF Ministerial Meeting in
September 2017. Turkey concluded its co-chair responsibilities (with the European Union) to
the GCTF’s Horn of Africa Capacity Building working group in September 2017. In December,
Turkey co-sponsored UN Security Council resolution 2396 on returning and relocating foreign
terrorist fighters.

UNITED KINGDOM

Overview: In 2017, the United Kingdom (UK) suffered five major terrorist attacks and the UK
government briefly raised its terrorism threat level to the highest rating (critical) twice, with the
threat level remaining the second-highest rating (severe) the remainder of the year. The UK
continued its military efforts against ISIS as a partner in the Global Coalition to Defeat ISIS, and
worked alongside the United States on operations in Irag, Libya, Syria, and Yemen. In Iraq, the
UK has worked to deepen its counterterrorism relationship, pledging to invest approximately
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US $13.5 million over the next three years to build Iraq’s counterterrorism capability to meet the
evolving threat. Programs will include training and advising Iraqi agencies and deploying law
enforcement resources to develop an effective judiciary. More broadly, the UK is working with
regional partners to develop border infrastructure, watchlists, and biometric capabilities to
counter foreign terrorist fighter movement.

An updated UK counterterrorism strategy, known as CONTEST, was slated for release in April,
but was delayed as a result of terrorist attacks and the call for a general election. According to
the the Metropolitan Police, MI5 and other intelligence agencies have stopped 23 attacks since
the murder of British Army soldier Lee Rigby in May 2013, including 10 since March 2017.
The UK separately assesses the Northern Ireland-related terrorism threat level for

Northern Ireland and for Great Britain (England, Scotland, and Wales). The threat level in
Northern Ireland from Northern Ireland-related terrorism remained severe, while the threat level
for Northern Ireland-related terrorism in Great Britain remained substantial. Northern Ireland’s
2016 action plan sought to eliminate residual paramilitary structures. To this end, in 2017, a new
four-member Independent Reporting Commission was formed to provide progress reports on
efforts to eradicate paramilitaries. Additionally, in 2017, the government launched a new
Paramilitary Crime Taskforce to provide greater investigative and law enforcement capabilities
to address the problem.

The United States worked closely throughout the year with the UK to identify and develop new
capabilities that meet a wide variety of requirements for countering terrorist threats. Through a
cost-sharing bilateral relationship, both countries advanced their technical ability to defeat or
mitigate the evolving capabilities of terrorists and criminal organizations.

2017 Terrorist Incidents: Major terrorist incidents in 2017 included:

e In March, 52-year-old Khalid Masood drove a vehicle into pedestrians on
Westminster Bridge, near British Parliament, and then stabbed a police officer.

Five people were killed and more than 50 injured.

e In May, 22-year-old Salman Abedi detonated a homemade shrapnel bomb at
Manchester Arena. More than 110 people were hospitalized and 23 died, including
Abedi.

e InJune, three attackers drove a van into pedestrians on London Bridge then exited the
vehicle to stab bystanders in nearby Borough Market, killing eight people and injuring
48.

e Later in June, 47-year-old Darren Osbourne drove a van into pedestrians gathered outside
Finsbury Park Mosque in north London. At least eight people were injured and one man
died.

e In September, 18-year-old Ahmed Hassan partially detonated a bomb at London’s
Parsons Green tube station during morning rush hour. Although 30 people suffered
injuries, authorities believe if the bomb had exploded as planned, fatalities would have
been certain.

Legislation, Law Enforcement, and Border Security: The UK structures counterterrorism
policing efforts through a network of regional counterterrorism units and counterterrorism
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intelligence units comprised of MI5, the Metropolitan Police Service, and regional police.
Counterterrorism efforts are managed through National Counter Terrorism Policing
Headquarters, which is responsible for unified counterterrorism policy and strategy. The central
operational command for regional counterterrorism units is the National Counter Terrorism
Policing Operations Center, which consists of specialized teams responsible for all ports,
intelligence, and operational coordination.

The UK has advanced biometric screening capabilities at some points of entry, but at others,
such as ferry ports, there is no biometric screening. The UK requires international airlines to
collect advance passenger information. In April, the government demonstrated strong leadership
in successfully encouraging the Council of the European Union (EU) to approve a directive
regulating the use of Passenger Name Record data. All major airports in the UK use e-gate
technology (for passengers presenting UK, EU, European Economic Area, or Swiss passports),
which incorporates facial recognition technology to match travelers with data recorded in the
e-chip of eligible passports.

Countering the Financing of Terrorism: The UK is a member of the Financial Action Task
Force (FATF) and has observer or cooperating status in the following FATF-style regional
bodies: the Eastern and Southern Africa Anti-Money Laundering Group; the Caribbean Financial
Action Task Force; Asia Pacific Group on Money Laundering; and the Middle East and North
Africa Financial Action Task Force. The UK Financial Intelligence Unit is a member of the
Egmont Group.

The UK’s Criminal Finances Act, elements of which came into force in July and October,
expands UK law enforcement’s authority to investigate terrorist financing by permitting law
enforcement to request more information in relation to a suspicious activity report (SAR) and
allowing more time to investigate SARs. The UK is improving its ability to share terrorist
financing information between the financial sector, law enforcement, and regulators through the
Joint Money Laundering Intelligence Task Force. The UK implements the EU Fourth Money
Laundering Directive.

The UK actively prosecutes those involved in terrorist financing. Since 2001, 63 individuals
have been charged under “fundraising”-related sections of the Terrorism Act 2000, and of those,
30 individuals were convicted. Additionally, individuals suspected (but not charged) of funding
terrorism were convicted of related offenses, such as fraud and money laundering.

The UK complies with obligations under the United Nations (UN) Security Council ISIL
(Da’esh) and al-Qa’ida sanctions regime. Like other members of the EU, the UK implements
UN listings by way of EU regulation, which involves a delay between UN adoption and listings
taking legal effect. Following the passing of the Policing and Crime Act 2017 in January and
associated secondary legislation in April, the UK immediately began implementing all new

UN sanctions listings on a temporary basis until the EU regulations can be amended. Action was
taken immediately for domestic asset freezes under UN Security Council resolution 1373.
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For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The Prime Minister announced the creation of a
Commission for Countering Extremism that would “promote and defend Britain’s pluralistic
values.” The commission had not been formed by the end of 2017. Birmingham and London are
both members of the Strong Cities Network.

International and Regional Cooperation: The UK continued to support counterterrorism
efforts in regional and multilateral organizations. The UK develops its international
counterterrorism strategy through the Joint International Counterterrorism Unit, which is
partially responsible for the international recommendations in the new strategy. The UK is a
founding member of the Global Counterterrorism Forum and co-chaired its CVE working group
until September 2017. It contributes to an international task force that assists countries with
development of CVE plans. In December, the UK supported and co-sponsored UN Security
Council resolution 2396 on returning and relocating foreign terrorist fighters.

THE MIDDLE EAST AND NORTH AFRICA

Overview

While significant terrorist activities and safe havens continued to persist in the Middle East and
North Africa throughout 2017, the Global Coalition to Defeat ISIS and its partners experienced
success against ISIS in Iraq and Syria. By the year’s end, the Coalition and its partners had
successfully liberated nearly all of the territory ISIS once controlled in Iraq and Syria, including
the group’s so-called capital Ragga. With the loss of territory in Iraq and Syria, however, ISIS
began to convert to more insurgent tactics toward the end of 2017.

Beyond Irag and Syria, ISIS branches, affiliates, and sympathizers across the Middle East
remained active in 2017, including in Libya, Saudi Arabia, the Sinai Peninsula, and Yemen.

In Egypt, ISIS continued its terrorist campaign in the Sinai through its affiliate, 1SIS-Sinai
Province (ISIS-SP, formerly Ansar Bayt al-Maqdis). On November 24, suspected

ISIS-SP terrorists conducted the deadliest terrorist attack in Egypt’s history when they attacked a
mosque in Al-Rawdah village in North Sinai, killing 312 people.

ISIS’s presence and capabilities in the Maghreb were significantly reduced in 2017 by

U.S. airstrikes in Libya and the counterterrorism efforts of the Algerian, Moroccan, and Tunisian
governments. In Libya, the Government of National Accord (GNA) led by Prime Minister Fayez
al Sarraj remained a determined partner to the United States and cooperated with U.S. and
international counterterrorism efforts during the year.

Along with ISIS, al-Qa’ida (AQ) and its affiliates continued to maintain safe havens amidst the

fragile political and security climate across the region, particularly in Yemen and Syria.
In January, Syrian AQ affiliate al-Nusrah Front (ANF) merged with other terrorist groups to
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create Hayat Tahrir al-Sham (HTS). While the emergence of HTS has been described in various
ways, ANF dominated and operated through HTS to pursue its objectives. In July, HTS
effectively defeated other major opposition groups in Idlib province in northwest Syria; the
group held a safe haven there through the rest of 2017.

In Yemen, the ongoing conflict between the Government of Yemen and Houthi forces continued
to create a security vacuum for al-Qa’ida in the Arabian Peninsula (AQAP) and ISIS’s Yemen
branch to exploit. AQAP used its tribal connections to continue to recruit, conduct attacks, and
operate in areas of southern and central Yemen with relative impunity, although counterterrorism
operations eliminated key leaders and pressured the group’s networks. AQAP also released
several videos reiterating its intent to attack the West. Although significantly smaller than
AQAP, ISIS’s Yemen affiliate conducted large-scale attacks targeting security forces and
government targets in Aden.

Beyond Yemen, countries in the Persian Gulf region continued to take important steps to combat
terrorism, including through its financing with commitments made during the U.S.-Gulf
Cooperation Council summit in Riyadh in May. An unexpected break in ties with Qatar by
Saudi Arabia, the United Arab Emirates, Bahrain, and Egypt in June had a negative impact on
regional counterterrorism cooperation. The United States signed a counterterrorism
Memorandum of Understanding with Qatar to increase bilateral cooperation in July 2017.

In the Levant, Jordan and Lebanon both remained committed Global Coalition to Defeat ISIS
partners. Jordanian security forces thwarted several plots and apprehended numerous terrorists
in 2017; the Lebanese Armed Forces (LAF) expelled ISIS militants along the Lebanese-Syrian
border near Aarsal. Still, several terrorist groups continued to operate in Lebanon throughout the
year, most notably Hizballah. The terrorist group remained the most capable terrorist
organization in Lebanon, controlling areas across the country.

Hizballah’s presence in Lebanon and Syria continued to pose a threat to Israel throughout the
year. Although Palestinian terrorist groups in Gaza and the West Bank continued to threaten
Israel, Israeli and Palestinian Authority security forces continued their coordination in an effort
to mitigate violence. After the United States announced its intention to move its embassy to
Jerusalem, Gaza-based Palestinian terrorist organizations launched rockets into Israeli territory;
Israel responded with strikes against terrorist positions inside Gaza. Terrorists continued their
arms and dual-use smuggling efforts through the Sinai into Gaza via tunnels, although the
Government of Egypt undertook efforts to prevent such smuggling from its side.

Iran’s state sponsorship of terrorism worldwide remained undiminished through the Islamic
Revolutionary Guard Corps-Qods Force, its Ministry of Intelligence and Security, and Tehran’s
proxy Hizballah, which remained a significant threat to the stability of Lebanon and the broader
region. (See Chapter 2, State Sponsors on Terrorism, for more information about Iranian
activities.)

ALGERIA
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Overview: Algeria continued significant efforts to prevent terrorist activity within its borders.
Figures published by the Algerian armed forces show continued pressure on terrorist groups as
indicated by the numbers of terrorists killed, captured or surrendered, as well as weapons seized
and hideouts destroyed. Some analysts assess that continuing losses have substantially reduced
the capacities of terrorist groups to operate within Algeria. Nevertheless, al-Qa’ida in the
Islamic Maghreb (AQIM), AQIM-allied groups, and ISIS elements, including the Algerian
affiliate locally known as Jund al-Khilafah in Algeria (JAK-A or Soldiers of the Caliphate in
Algeria), remained in the country. These groups aspired to impose their interpretations of
Islamic law in Algeria and to attack Algerian security services, local government targets, and
Western interests. Terrorist activity in Libya, Tunisia, and Mali contributed to the overall threat.

Algeria is not a member of the Global Coalition to Defeat ISIS, although it observed some
coalition meetings. Algeria actively supported the effort to counter ISIS in other ways, such as
counter-messaging, capacity-building programs with neighboring states, and co-chairing the
Global Counterterrorism Forum’s (GCTF’s) West Africa Capacity Building working group.

2017 Terrorist Incidents: JAK-A claimed responsibility for attacks on security forces. Within
the region, AQIM continued attacks using improvised explosive devices (IEDs), bombings, false
roadblocks, and ambushes. The Algerian government maintained a strict “no concessions”
policy with regard to individuals or groups holding its citizens hostage. Attacks in 2017
included:

e In February 26, a man wearing a suicide belt attempted to enter a police station in
Constantine, in eastern Algeria. Police shot his belt, causing it to explode and killing the
attacker. Two police officers were injured. ISIS claimed responsibility for the attack in a
statement posted on the internet.

e On August 31, a man wearing an explosive belt blew himself up, killing two police
officers, at the entrance to the Tiaret police station, about 270 kilometers southwest of
Algiers. ISIS claimed responsibility for the attack via its propaganda arm, the AMAQ
News Agency. AQIM also claimed responsibility and denounced the ISIS claim as a lie.

Legislation, Law Enforcement, and Border Security: On September 29, a new law entered
into effect making significant changes to Algerian criminal procedure. While increasing the
number of jurors in many serious criminal cases, the amendments specify that in cases involving
terrorism, trials, and appeals will be heard before judges only. The new law provides for greater
prosecutorial control of judicial police, including judicial police within the armed forces.

Military forces and multiple law enforcement, intelligence, and security services addressed
counterterrorism, counter-intelligence, investigations, border security, and crisis response. These
included under the Ministry of Interior the various branches of the Joint Staff, the National
Gendarmerie, Border Guards under the Ministry of National Defense (MND), and approximately
210,000 national police, or General Directorate of National Security. Public information
announcements from the MND provided timely reporting on incidents during which MND forces
captured or eliminated terrorists and seized equipment, arms, ammunition caches, and drugs.
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Border security remained a top priority. Algerian and Tunisian customs officials continued to
coordinate along their shared border. Algeria created a ditch and berm along the southern part of
its border with Tunisia, deployed 3,000 additional troops to the Libyan border, and placed
surveillance equipment and a concrete wall along the Moroccan border. According to media,
Algeria sought to increase use of aerial surveillance technologies. The Government of Algeria
closely monitored passenger manifests of inbound and outbound flights. Government officials
reported that all border posts had access to INTERPOL databases.

In 2017, six disciplines at the Gendarmerie’s forensics laboratory were accredited to
International Organization for Standardization standards, a first in the region. Algerian law
enforcement agencies participated in training and exchanges offered by the U.S. government and
by third countries. Algerian participants attended numerous workshops conducted under the
aegis of the GCTF. A U.S.-Algeria Mutual Legal Assistance Treaty entered into force April 20,
facilitating cooperation in transnational terrorism cases and other criminal matters.

Countering the Financing of Terrorism: Algeria is a member of the Middle East and

North Africa Financial Action Task Force, a financial action task force-style regional body. Its
financial intelligence unit, known as the Financial Intelligence Processing Unit (CTRF), is a
member of the Egmont Group. The CTRF regularly publishes administrative orders signed by
the Minister of Finance, directing the immediate freezing and seizure of the assets of persons and
entities on the United Nations (UN) sanctions list under UN Security Council resolution
(UNSCR) 1267 (1999) and its successor resolutions. In implementing UNSCR 2178 (2014),

the Algerian Penal Code specifies liability for foreign terrorist fighters and those who support or
finance them.

Foreign exchange restrictions and distrust of banks push Algerians to cash transactions and
informal currency-exchange markets. Media reports suggest the scale of the informal market
grew, partly in response to government import limitations. Multiple fiscal initiatives by the
government have failed to motivate illegal traders to formalize their businesses.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Algeria emphasized a whole-of-government CVE
approach, including rehabilitation and reintegration programs for repentant terrorists. Stressing
the importance of an inclusive society, the foreign ministry published a booklet on The Role of
Democracy in the Fight Against Violent Extremism and Terrorism. Regulation of mosques to
ensure they are “de-politicized” and “de-ideologized” is a key aspect of the Algerian approach.
The foreign minister recently lauded the “crucial role” of women in CVE efforts, highlighting
the mourchidates, female clerics who work with young girls, mothers, and prisoners.

The Algerian government monitors mosques for possible security-related offenses and prohibits
the use of mosques as public meeting places outside of regular prayer hours. Government
officials publicly affirmed Algeria’s Sunni Maliki tradition of Islam, which the Algerian
government believes provides a moderate religious vision for the country. There have been
complaints that the government imposes restrictions on other variants of Islam.
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International and Regional Cooperation: Algeria is an active member in the Organization of
Islamic Cooperation and the Arab League and is a founding member of the GCTF. In 2017, the
African Union (AU) named Algeria coordinator of its counterterrorism efforts. Algeria is a
founding member of the Institute for International Justice and the Rule of Law and participated
in counterterrorism-related projects implemented by the UN Office on Drug and Crime’s
Terrorism Prevention Branch. Algeria also participates in Comité d’Etat-Major Opérationnel
Conjoint (CEMOC), a cooperative body between Algeria, Mali, Mauritania, and Niger created to
fight AQIM activities in the Sahel; and hosts CEMOC’s Liaison and Fusion Center for
information sharing.

Algeria sits on the UN Counter-Terrorism Center’s Advisory Board and hosts the headquarters
AU Mechanism for Police Cooperation (AFRIPOL), a pan-African organization to foster police
training and cooperation. Algeria hosts the AU’s counterterrorism center of excellence, the
African Center for the Study and Research on Terrorism. As co-chair of the GCTF’s West
Africa Capacity Building working group, Algeria hosted that group’s plenary meeting in October
2017.

On a bilateral basis, Algeria continued strong diplomatic engagement to promote regional peace
and security. Algeria chaired the implementation committee for the peace accord in Mali and
continued to press stakeholders to support the UN political process in Libya. Algeria also
participated in various Sahel-Saharan fora to discuss development and security policies, the
evolution of regional terrorism, and donor coordination. Political disagreement between Algeria
and Morocco over the status of Western Sahara remained an impediment to bilateral and regional
counterterrorism cooperation in 2017.

BAHRAIN

Overview: Terrorist activity in Bahrain increased in 2017. Bahraini Shia militants remained a
threat to security forces and attacks in 2017 resulted in the death of four police officers. During
the year, the Bahraini government made gains in detecting and containing terrorist threats from
violent Bahraini Shia militants, often backed by Iran, and ISIS sympathizers. The government
offered diplomatic support to the Global Coalition to Defeat ISIS’s efforts and supported its
military operations through hosting the Fifth Fleet and Naval Central Command. The closure of
an independent newspaper and two opposition political societies along with government
suppression of peaceful protests have combined to exacerbate political tensions, which could
increase the risk of radicalization to violence.

2017 Terrorist Incidents: Suspected Bahraini Shia militants continued to instigate low-level
violence against security forces using real and fake improvised explosive devices (IEDs).
Bahrain regularly experienced low-level violence between Bahraini Shia youth, using Molotov
cocktails and other homemade devices, and predominantly Sunni security forces in mostly-Shia
villages. The most prominent attacks in 2017 included:

e OnJanuary 29, unidentified assailants killed an off-duty police officer in Bilad
Al-Qadeem.
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e OnJune 19, a Bahraini Shia militant died in Al Hajar when an IED he allegedly
attempted to plant detonated.

e On October 1, the Shia militant group Wa’ad Allah (God’s Promise Brigades), a
suspected al-Ashtar Brigades affiliate, detonated an IED targeting a Ministry of Interior
(MOI) checkpoint in Daih, injuring five police officers.

e On October 27, Shia militants detonated an IED along a major highway targeting an MOI
police bus killing one officer and injuring eight others.

e On November 10, an oil pipeline exploded in the village of Buri. MOI officials asserted
Bahraini Shia militants trained in Iran conducted the attack.

Legislation, Law Enforcement, and Border Security: There were no changes to
counterterrorism legislation or border security procedures in 2017.

In April, Bahrain approved a constitutional amendment granting military courts the right to try
civilians accused of threatening state security. On December 25, military courts sentenced six
Bahrainis to death and seven to seven years in prison in the first trial since the amendment was
ratified.

In January, Bahrain restored the Bahrain National Security Agency’s (BNSA) arrest authority for
suspected terrorists. BNSA lost its arrest authority after torture allegations amid unrest in 2011.
In April 2017, the Bahrain Defense Force established a Counterterrorism Center combining five
special operations entities in a new crisis-response mechanism. In December, those forces
conducted a mock terrorist attack exercise at a Manama shopping mall.

Countering the Financing of Terrorism: Bahrain is a member of the Middle East and North
Africa Financial Action Task Force (MENAFATF), a Financial Action Task Force (FATF)-style
regional body, and its financial intelligence unit is a member of the Egmont Group. In
December, Bahrain did not issue visas for a Qatari representative to participate in MENAFATEF’s
plenary meeting, held in Manama, likely due to Bahrain’s ongoing political dispute with Qatar.
Bahrain is also a member of the Defeat ISIS Coalition’s Counter ISIS Finance Group and
participates in the Egmont Group’s Counter ISIS project. In November, a FATF evaluation team
conducted an onsite visit to Bahrain to gather information for its second Mutual Evaluation
Report. The team found that Bahrain has progressed in terrorism finance investigations and
prosecutions.

Bahrain criminalizes terrorist financing in accordance with international standards and can
immediately freeze suspicious financial assets. The government obliges non-profit organizations
to file suspicious transaction reports and monitors them to prevent misuse and terrorist financing.
The government routinely distributes UN sanctions lists under relevant UN Security Council
resolutions to financial institutions.

On October 25, the Ministry of Foreign Affairs imposed sanctions on several individuals and two
entities linked to ISIS and al-Qa’ida in the Arabian Peninsula (AQAP) for their support for or
funding of terrorism, blocking their assets and banning transactions in Bahrain. These actions
were announced under the newly established U.S.-Saudi Arabia co-chaired Global Terrorist
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Financing Targeting Center, which acts as an information sharing and coordinating body for the
Gulf Cooperation Council countries’ terrorism financing efforts.

The potential politicization of terrorism finance and money laundering issues risks conflating legitimate
prosecutions of militants with politically motivated actions against the mainstream opposition. In May,
the government convicted Shia cleric Isa Qassim on money-laundering charges related to his
collection of khums, alms giving unique to the Shia sect, without proper authorization. Activists
and opposition-aligned clergy claimed that increased scrutiny of khums is part of a wider
crackdown on the political opposition, whereas the Bahraini government has argued that some
khums collections directly and indirectly support Bahraini militants.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The Bahraini government continued its efforts to
adopt a National CVE strategy in line with the UN Secretary-General’s Preventing Violent
Extremism Plan of Action. Additionally, numerous officials from the government, legislature,
and non-governmental organizations have developed programming targeting youth and other
vulnerable populations.

Within the Bahraini Sunni community, a limited circle of individuals became radicalized to
violence in the past several years and joined local terrorist factions or traveled to Syria and Iraq
to fight with ISIS and other terrorist groups. A small number of extremist religious preachers
helped radicalize these individuals.

The government attempted outreach through initiatives such as the community police, which
recruits Shia Bahrainis to bridge the divide between predominantly Shia villages and the mostly
Sunni (and largely non-Bahraini origin) police force. The government has not published
statistics on the force’s composition or track record.

There is no overall strategic messaging campaign to counter terrorist narratives, although
government leaders often publicly speak about tolerance and reducing sectarian rhetoric.
However, the government also dissolved secular opposition political group Waad and closed
independent opposition-leaning newspaper Al Wasat, limiting the space for opposition voices in
the country.

International and Regional Cooperation: Bahrain’s air, land, and sea forces participated in
Saudi-led coalition operations against AQAP and Houthis in Yemen. As of November 2017,
there were approximately 170 members of the Bahrain Defense Forces deployed in Yemen.
Bahrain is an active member of the Gulf Cooperation Council, Organization of Islamic
Cooperation, and the Arab League. The Bahraini government frequently attends conferences
related to multilateral counterterrorism cooperation. In December, Bahrain co-sponsored

UN Security Council resolution 2396 on returning and relocating foreign terrorist fighters.

EGYPT
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Overview: In 2017, Egypt suffered numerous deadly terrorist attacks. Despite efforts by
President Abdel Fatah Al Sisi’s government and the Egyptian Security Forces (ESF), especially
in North Sinai, terrorist attacks remained persistent. ISIS affiliates, including ISIS-Sinai
Province (ISIS-SP) and a distinct group calling itself Islamic State Egypt (IS Egypt), posed the
most significant threat, as did groups such as Harakat Sawa’d Misr (HASM) and Liwa al-
Thawra. For much of the year, these attacks primarily targeted Egyptian security personnel;
however, on November 24, terrorists likely affiliated with ISIS killed more than 312 civilians at
a Sufi mosque in North Sinai, resulting in the worst terrorist attack in Egypt’s history.

In April, the Egyptian government passed legislation facilitating the prosecution of terrorist
cases. Egypt continued its efforts to combat the financing of terrorism and is a member of the
Global Coalition to Defeat ISIS and its Counter-ISIS Finance working group.

2017 Terrorist Incidents: ISIS affiliates and other terrorist groups carried out numerous attacks
throughout Egypt, particularly in the Sinai. Methods included complex assaults involving
dozens of terrorists, improvised explosive devices (IEDs), vehicle-borne IEDs, ambushes,
kidnappings, and targeted assassinations. The following list details only a fraction of the
incidents that occurred, particularly against Egyptian civilian and military security forces.

e Between late January and late February, terrorists threatened and targeted Copts in North
Sinai, killing at least seven people and displacing more than a hundred Coptic families.

e On April 9, an IS Egypt suicide bomber killed 30 people and injured at least 70 during
Palm Sunday services at a Coptic Church in Tanta. In a coordinated attack on the same
day, another 1S Egypt suicide bomber killed 16 people and injured 66 outside Saint
Mark’s Church in Alexandria.

e On May 26, ISIS operatives killed 28 people and wounded 25 after gunmen opened fire
on a bus carrying Coptic Christians near Minya.

e OnJuly 7, suspected ISIS operatives detonated a car bomb at a police checkpoint and
then engaged in heavy gunfire, killing 26 people and wounding more than 20 others in
the village of al-Barth near Rafah.

e On October 16, terrorists robbed a local bank of approximately US $1 million in local
currency and traded gunfire with security forces in Al Arish, North Sinai, killing seven,
including three civilians.

e On October 20, Ansar al-Islam, a new group with assessed links to al-Qa’ida, claimed
responsibility for ambushing an ESF convoy near al-Bahariya Oasis in the Western
Desert, killing at least 16 police officers and injuring 15, according to official
statistics. Some press reports put the number of fatalities at more than 50 police officers.

e On November 24, in the deadliest terrorist attack in Egypt’s history, suspected I1SIS-Sinai
terrorists attacked a mosque in Al-Rawdah village in North Sinai, killing 312 people,
including 27 children, and wounding 128. The attackers detonated explosives around the
mosque when worshipers came out after Friday prayers and then engaged in gunfire.

Legislation, Law Enforcement, and Border Security: In April, parliament approved and the

president ratified legislation eliminating some standard legal procedures and allowing for swifter
prosecution in terrorism-related cases. The changes allow the detention of suspects without
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charge for a 14-day period, which is renewable once. Multiple media outlets and human rights
groups criticized the government for using counterterrorism measures to crack down on political
dissent.

The National Security Sector of the Ministry of Interior (MOI) is primarily responsible for
counterterrorism functions in the Nile Valley but also works with other elements of the MOI, the
Egyptian General Intelligence Service, and the Egyptian Armed Forces (EAF). There appeared
to be limited interagency cooperation and information sharing among the relevant Egyptian
government entities in 2017.

At border crossings and airports, Egyptian authorities checked for the presence of security
features within travel documents. They also scanned and cross-referenced documents with
criminal databases containing derogatory information. Egypt maintains a terrorist watchlist with
a simple listing for Egyptian immigration officials at the ports of entry and detailed information
maintained by the security services.

Egypt’s most significant physical border security concerns were along the borders with Gaza and
Libya, although smuggling remained a problem along the border with Sudan. There have been
several attacks against ESF checkpoints in Upper Egypt, likely due to smugglers or terrorist
groups moving through the area. The ESF continued to maintain the de-populated, 1.5-kilometer
buffer zone along the border with Gaza. Egypt maintained an increased military presence along
the Libya border.

Countering the Financing of Terrorism: Egypt is a member of the Middle East and North
Africa Financial Action Task Force, a Financial Action Task Force-style regional body. Egypt’s
Money Laundering and Terrorist Financing Combating Unit is a member of the Egmont Group.

The Egyptian government continued to improve its legal framework for countering terrorist
financing. Egypt remains vulnerable to terrorist financing because of its large, informal,
cash-based economy and proximity to several terrorist organizations. The Central Bank of Egypt
and the Federation of Egyptian Banks have taken steps to encourage Egyptians to enter the
formal financial sector. Despite legislative efforts, exploitation of banking technologies and
social media for terrorism funding also remained an issue.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Egypt’s Dar Al-Iftaa, an official body that issues
religious edicts, has taken the lead in CVE messaging via religious channels. Dar Al-Iftaa sends
scholars to engage communities considered vulnerable to terrorist messaging. It also trains new
muftis, organizes international outreach and speaking tours throughout Muslim majority
countries and the West, publishes books and pamphlets to challenge the alleged religious
foundations of terrorist ideology, runs rehabilitation sessions for former terrorists, and confronts
terrorists in cyberspace. Dar Al-Iftaa also held an international conference in October on
regulating fatwas as part of the government’s efforts to improve religious discourse against
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terrorist ideology. On November 15, the Supreme Council for Media Regulation, in coordination
with Egypt’s religious institutions, issued a list of 50 religious scholars authorized to issue fatwas
to curb aberrant fatwas and to counter extremist and radical ones.

Al-Azhar University continued to publish short posts related to tolerance and coexistence via its
online platforms and co-sponsored a series of CVE conferences.

The Ministry of Islamic Endowments (Awqaf) is legally responsible for issuing guidance to
which all imams throughout Egypt must adhere, including a weekly theme for Friday

sermons. The Ministry also licenses all mosques in Egypt; however, many continued to operate
without licenses. The Ministry has trained up to 250 female preachers as part of its outreach
program to women who may be susceptible to terrorist recruitment. These preachers have
teamed up with Christian nuns to promote religious dialogue. The government appoints and
monitors the imams in licensed mosques and pays their salaries. In 2017, Awgaf published and
translated numerous books on violent extremism and the protection of minorities, and it launched
new initiatives to foster Muslim-Christian dialogue.

International and Regional Cooperation: Egypt continued to participate in the Global
Counterterrorism Forum (GCTF), co-chairing the Criminal Justice and Rule of Law working
group through September 2017. Egypt held a UN Security Council (UNSC) seat through the end
of 2017 and presided over the UNSC Counter-Terrorism Committee. It is also a member of the
African Union, the Organization of Islamic Cooperation, and the Arab League. Starting in
September 2017, Egypt served as the co-chair of the GCTF Capacity Building in the East Africa
Region working group.

IRAQ

Overview: By the end of 2017, Iraqgi Security Forces (ISF), with the support of the U.S.-led
Global Coalition to Defeat ISIS, had reclaimed all of the territory that ISIS had captured in 2014
and 2015. As ISIS retreated from Mosul and other cities, its fighters used improvised explosive
devices, homemade mines, and mortars to booby-trap homes, public spaces, and critical
infrastructure to impede the movement of Iraq’s security forces and terrorize returning

residents. Despite Iraqi progress on the battlefield, ISIS maintained the capability to conduct
deadly terrorist attacks. U.S.-designated Foreign Terrorist Organization Kata’ib Hizballah
continued to operate in Iraq during 2017, exacerbating sectarian tensions. Along with its
nefarious activities, Kata’ib Hizballah continued to combat ISIS alongside the Iraqi military,
police, and other Popular Mobilization Force units during the year. Iraq expanded its
cooperation with the United States and other members of the international community to counter
terrorism, including taking steps to dismantle ISIS’s financial activity. Iraq passed 31
resolutions aimed at stopping terrorist financing and made significant progress implementing its
2016 Anti-Money Laundering/Countering Terrorism Finance law, including establishing a
committee that designated at least 30 individuals in 2017.

2017 Terrorist Incidents: According to the United Nations (UN), acts of terrorism, violence,

and armed conflict with I1SIS killed more than 3,000 civilians and injured more than 4,600 in
2017. ISIS’s continued ability to use captured and improvised military equipment allowed it to
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employ sophisticated methods including the use of armored vehicle-borne improvised explosive
devices and chlorine gas. ISIS continued to commit atrocities involving the use of child soldiers,
mass murder, and enslavement of ethnic and religious minorities, rape, forced marriage, and
executing civilians, including women and children, attempting to flee its rule. As the ISF
recaptured territory, ISIS killed thousands of Iragi civilians, forcing residents to remain as human
shields to discourage airstrikes and shooting those attempting to flee. 1SIS continued to carry out
suicide and hit-and-run attacks throughout the country, the most significant being the
coordinated attack on a security checkpoint and restaurant on the outskirts of Nasariyah on
September 14 that killed more than 80 Iragis. Other prominent ISIS attacks included:

e On February 28, two suicide bombers detonated explosives in a market in Sadr City,
Baghdad, killing at least 60 people.

e OnJune 9, asuicide bomber detonated his explosive belt at a crowded market in
Musaiyab, Babylon, south of Baghdad, killing 30 people.

e Also onJune 9, a female suicide bomber detonated her explosives belt in the market east
of the city of Karbala, killing 30 people.

e On November 21, a powerful truck bomb exploded in Tuz Khurmatu, Kirkuk, killing at
least 32 people.

Legislation, Law Enforcement, and Border Security: Iraq improved its ability to detect and
prevent terrorist threats and continued to disrupt terrorist activities, detaining, arresting, and
trying thousands of suspected terrorists in 2017. A lack of centralized databases hindered its
ability to track the number of terrorism suspects it detained and arrested in 2017. Irag has
multiple security, law enforcement, and intelligence organizations with overlapping
responsibilities, including the Counterterrorism Service, National Security Service, Iraqi
National Intelligence Service, military intelligence, and assorted Ministry of Interior units
including national and local police. Lack of interagency cooperation is a vulnerability that Iraq
has identified through its security sector reform program. During the campaign to liberate Iraq,
many lraqi counterterrorism and law enforcement personnel also acted as front-line soldiers,
which degraded their organizations’ ability to carry out their intended roles. Additionally, ISIS
destroyed large portions of the law enforcement infrastructure, including prisons. Suspected
terrorists are often detained in overcrowded facilities for extended periods.

Iraq re-established control over its border crossings with Syria in 2017 but border security
remained a critical capability gap, as the ISF has limited capability to prevent smuggling across
the Irag-Syria border. Iraq conducted biographic and biometric screening at multiple land and
air ports of entry and announced plans to begin issuing biometric passports in early 2018. It
shared biometric information on known and suspected terrorists and exemplars of its identity
documents with the United States, INTERPOL, and other international partners.

Countering the Financing of Terrorism: Iraq is a member of the Middle East and North
Africa Financial Action Task Force, a Financial Action Task Force (FATF)-style regional
body. Iraq is under review by the FATF, due to a number of strategic deficiencies in its anti-
money laundering/countering the financing of terrorism (AML/CFT) regime.
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Irag has improved this regime, including issuing a set of regulations in accordance with its 2016

law, to help bolster its compliance with the FATF recommendations. In 2017, FATF postponed

an evaluation on Iraq’s AML/CFT regime due to uncertainty about the continued applicability of
the Federal AML/CFT Law in the Iraqi Kurdistan Region (IKR) following the IKR’s September

2017 referendum on independence.

In 2017, the Government of Iraq, including the Central Bank of Iraq, law enforcement, and the
judiciary, continued to dismantle ISIS’s financial activity and safeguard its financial institutions
from exploitation by ISIS. Irag enforced a national directive to prohibit financial transactions
with banks and financial companies located in ISIS-controlled areas. It cut off salary payments
to government employees to prevent those salaries from being “taxed” by ISIS and prohibited
exchange houses and transfer companies located in ISIS-held areas and those suspected of illicit
activity from accessing U.S. banknotes in the central bank’s currency auctions. It also shared a
list of banned exchange houses and money transfer companies with regional regulators and took
judicial action against more than a dozen individuals and companies suspected of illicit financial
activity. These actions ranged from business closures to the arrest of suspects. Iraq also barred
ISIS financial facilitators Salim Mustafa Muhammad al Mansur and Umar al-Kubaysi, as well as
al-Kubaysi’s company, the Al Kawthar Money Exchange, from Iraq’s financial system and froze
all of their assets under Iraq’s jurisdiction.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Irag remained active in its strategic messaging to
discredit ISIS and was finalizing its 2018 CVE strategy at the end of 2017. In November, it
organized, planned, and held the Third International Conference to Counter ISIS Media, which
focused on sharing information to combat terrorist ideology.

Many foreign terrorist fighters are in Iragi custody and Iraq has detained a large number of
foreign women and children with family affiliations to ISIS fighters. Additionally, displaced
Iragis, whose extended family members are suspected of supporting ISIS, remain vulnerable to
revenge attacks or retribution killings, or are denied access to services. Consequently,
IS1S-affiliated families are often unwilling or unable to return to their place of origin. Iraq
acknowledged that the return and reintegration of family members of suspected ISIS supporters
is important to prevent future radicalization to violence.

In June, Iraqg signed a bilateral agreement with Saudi Arabia that aims to combat violent
extremism and terrorism through means like eliminating the financing of terrorism and
combating sectarian discrimination.

International and Regional Cooperation: Iraq continued to work with multilateral and
regional organizations including the United Nations, the Organization of Islamic Cooperation,
and the Arab League to support counterterrorism efforts. In May, the UN Security Council
Counter-Terrorism Committee held a meeting on Iraq’s counterterrorism assistance needs.
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ISRAEL, GOLAN HEIGHTS, WEST BANK, AND GAZA

Israel and the Golan Heights

Overview: Israel was a committed counterterrorism partner in 2017, closely coordinating with
the United States on a range of counterterrorism initiatives. For instance, Israel and the

United States held numerous interagency counterterrorism dialogues to discuss the broad array of
threats in the region and determine areas of collaboration to address these challenges.

Israel faced threats on its northern border from Lebanese Hizballah (LH) and along the
north-eastern frontier from LH and other groups in Syria. Israeli security officials and politicians
expressed concerns that Iran was supplying LH with advanced weapons systems and
technologies as well as assisting the group in creating infrastructure that would permit it to
indigenously produce rockets and missiles to threaten Israel from inside of Lebanon and Syria.

Along its southern border with Egypt and Gaza, Israel faced threats from terror organizations
including Hamas, Palestine Islamic Jihad (P1J), and ISIS-Sinai Province. Israel continued to be
concerned about Hamas and PIJ tunneling activities, and in October and December destroyed
tunnels it found under the Israel-Gaza boundary. Israel suffered numerous rocket attacks
originating from Gaza and the Sinai during 2017, none of which resulted in Israeli fatalities.

In addition, while the number of terrorist attacks declined since 2015, Israel still experienced
numerous terrorist attacks, including those committed by lone actors with no clear affiliation to
terrorist organizations.

The United States worked closely throughout the year with Israel to identify and develop new
capabilities that meet a wide variety of requirements for countering terrorist threats, including
those posed by unmanned aerial systems and underground tunnels. Through a cost-sharing
bilateral relationship, both countries advanced their technical ability to defeat or mitigate the
evolving capabilities of terrorists and criminal organizations.

2017 Terrorist Incidents: Israelis experienced numerous terrorist attacks in 2017 involving
weapons ranging from rockets and mortars to small arms and knives. The wave of violence that
began in late 2015, termed the “knife intifada,” continued to decrease in 2017. Stabbing attacks
by Palestinians resulted in numerous Israeli injuries and fatalities. These attacks comprised the
majority of terrorist attacks inside Israel. Many perpetrators of these attacks were neutralized
during their acts of terrorism. The following is a partial list of the terrorist incidents that
occurred during the year:

e On February 10, a Palestinian from the West Bank opened fire on a group of Israeli
soldiers at a bus stop in Petah Tikva. Sadeq Nasser Abu Mazen, an 18-year-old man
from a village near Nablus, fled the scene after local residences attempted to apprehend
him. He entered a shop and opened fire until his weapon malfunctioned. He then used a
screwdriver to stab an Israeli man in the shop. Local residents subdued the gunman and
Israeli authorities took him into custody. The gunman wounded at least five people in the
attack.
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e OnJuly 14, two Israeli Druze border police officers were killed and two more wounded
after three male Arab-Israeli citizens opened fire near the Temple Mount/Haram
al-Sharif. Israeli police shot and killed the three attackers, whom authorities identified as
Mohammed Ahmed Mafdal Jabrin, Mohammed Hamed Abed Eltif Jabrin, and
Mohammed Ahmed Mohammed Jabrin. All were Arab citizens of Israel from the town
of Umm al-Fahm, with apparent ties to the northern branch of the Islamic Movement in
Israel.

e In December, several rockets launched from Gaza struck inside Israel. Israeli authorities
confirmed that at least two rockets hit the city of Sderot, which resulted in damage to a
kindergarten and several vehicles. Another rocket fell in an open area near the city of
Ashkelon, with no reported casualties or significant damage. The Israeli Defense Forces
(IDF) responded with strikes against Hamas and PI1J positions in Gaza.

Legislation, Law Enforcement, and Border Security: In 2017, the Israeli government made
no notable changes to the 2016 Combatting Terrorism Law, although the Knesset began action
on an amendment during the year.

Israeli security forces took numerous significant law enforcement actions against suspected
terrorists and terrorist groups in 2017. The examples below represent only a fraction of the law
enforcement actions taken throughout the year.

e On February 7, the Israel Security Agency (ISA) arrested Valentin Vladimir Mazalevsky,
an Israeli citizen residing in Shibli, for supporting ISIS and attempting to travel to Syria
to join the terrorist organization. Israeli courts convicted Mazalevsky and sentenced him
to 32 months’ imprisonment.

e On February 12, the ISA, with the assistance of the Israel National Police (INP), arrested
Gaza resident Muhammad Murtaja, Gaza coordinator of a Turkish humanitarian aid
organization, for attempting to provide Hamas with satellite photos to improve the
precision of its rocket attacks against Israel. A subsequent investigation also uncovered
Murtaja’s alleged diversion of the aid organization’s funds to the Hamas military wing.

Countering the Financing of Terrorism: Israel is an observer to the Financial Action Task
Force (FATF) and is subject to evaluation by the Council of Europe’s Committee of Experts on
the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism, a
FATF-style regional body. Israel’s financial intelligence unit, the Israeli Money Laundering and
Terror Finance Prohibition Authority, is a member of the Egmont Group.

The Knesset approved a first reading of an amendment to the 2016 Combatting Terrorism Law
on October 30, 2017. If passed, this amendment would transfer terrorism designation authority
from the Ministers’ Committee for Security to the Minister of Defense and would ensure that
Israel enforces United Nations (UN) sanctions on foreign terrorist organizations and individuals
until it can complete a domestic review process of the designation.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.
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Countering Violent Extremism (CVE): Israel’s national program, “City without Violence,”
supported municipalities and local authorities in conducting programs to counter violence, crime,
and violent extremism. Civil society supported this initiative.

The Arab-Israeli media portal, “Bokra,” sought to reduce tension through a social initiative using
Facebook and videos featuring prominent figures who discouraged racism and violence such as
sheikhs, rabbis, and priests.

International and Regional Cooperation: Israel continued its counterterrorism cooperation
with a range of regional and international institutions, including the UN, the Organization of
American States (OAS), the Organization for Security and Co-operation in Europe (OSCE), and
the North Atlantic Treaty Organization. In December, Israel co-sponsored UN Security Council
resolution 2396 on returning and relocating foreign terrorist fighters. Israel cooperated with
numerous countries bilaterally on counterterrorism initiatives and programs of mutual benefit, in
addition to those aimed at thwarting terrorist attacks and plots specifically against Israelis or
Israeli interests abroad.

The West Bank and Gaza

Overview: The Palestinian Authority (PA) continued its counterterrorism and law enforcement
efforts in the West Bank, where Hamas, P1J, and the Popular Front for the Liberation of Palestine
remained present. The PA Security Forces (PASF) constrained the ability of those organizations
to conduct attacks, including through arrests of Hamas members planning attacks against

Israelis. Per Oslo-era agreements, the PA exercised varying degrees of authority over the West
Bank. Israeli Defense Forces (IDF) and Shin Bet arrested members of terrorist organizations
operating in the West Bank.

The United States assisted the PA’s counterterrorism efforts by providing training, equipment,
and infrastructure support to the PASF. U.S. training and support assisted in the PA’s continued
development of professional, self-sufficient, and capable security forces. The United States also
assisted the PA with criminal justice investigations and prosecutions of terrorist financing and
terrorist-related activity.

Palestinians committed acts of violence and terrorism in the West Bank in 2017. The heightened
period of violence from October 2015 to April 2016 decreased in 2017. However, Palestinians
continued to commit stabbings, shootings, and vehicular attacks against Israelis.

Israelis, including settlers, committed acts of violence, including “price tag” attacks (property
crimes and violent acts by extremist Jewish individuals and groups against Palestinians) in the
West Bank in 2017.

Hamas maintained security control of Gaza. Several militant groups launched rocket attacks

against Israel from Gaza. The primary limitation on PA counterterrorism efforts in Gaza
remained Hamas’ control of the area and the resulting inability of the PASF to operate there.
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The PA and PLO continued to provide “martyr payments” to the families of Palestinian
individuals killed carrying out a terrorist act. The PA and PLO also provided payments to
Palestinians in Israeli prisons, including those convicted of acts of terrorism against Israelis.
Israeli government officials criticized this practice as incentivizing acts of terror. These
payments and separate canteen stipends that the Israeli government allows for prisoners were
first initiated by the PLO in 1965 and have continued under the PA since the Oslo Accords with
Israel.

2017 Terrorist Incidents:

e InJanuary, four Israeli soldiers were Killed and approximately 13 others wounded when a
Palestinian man used a heavy truck for a vehicular attack in Jerusalem. Soldiers and a
civilian who were at the scene shot and killed the attacker.

e InJuly, a Palestinian resident of a nearby village stabbed and killed three Israeli civilians
in their family home in the West Bank Israeli settlement of Halamish. Another member
of the family sustained injuries. Police and IDF arrested the attacker after an off-duty
soldier shot and wounded him.

e In September, a Palestinian man from the West Bank village of Beit Surik shot and killed
an Israeli Border Police officer and two Israeli security guards outside the West Bank
settlement of Har Adar, northwest of Jerusalem. Israeli security officials shot and killed
the attacker at the scene.

Legislation, Law Enforcement, and Border Security: The PA lacked comprehensive
legislation specifically tailored to counterterrorism, although existing Palestinian laws
criminalize actions that constitute terrorist acts. Presidential decrees prohibit incitement to
violence, illegal associations, providing financial support to terrorist groups, and acts against
PLO agreements with other states (an indirect reference to the Oslo Accords with Israel). Other
decrees also criminalize armed militias and assistance to such militias as well as carrying
unlicensed weapons and explosives. The Palestinian parliament, the Palestinian Legislative
Council, has not met since 2007 and is thus unable to pass new legislation.

The Preventive Security Organization (PSO) is the key PA institution that works to prevent
internal terrorist attacks and investigates security-related criminal conduct. In practice, the
General Intelligence Organization also plays a critical role in this effort as does, to a lesser
extent, the Military Intelligence Organization. The United States assisted the PSO and the
Security Forces Justice Commission to help the PA move the prosecution of all civilian cases —
including those involving terrorism and security-related offenses — to the exclusive jurisdiction
of the civilian courts. The United States also helped enhance cooperation between security
service investigators and public prosecutors.

The PA advanced its forensic capabilities with the opening of the Palestinian Civil Police (PCP)
forensic laboratory in November 2016 and continued its operation throughout 2017. The
laboratory conducted basic manual analyses and examinations of firearm evidence, document
examination, and drug and chemical analysis. The PA also augmented its ability to examine and
compare unknown fingerprints with the delivery by the U.S. government of 40 fingerprint
scanners, which are now used by law enforcement across the West Bank.
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Per the Oslo-era Accords, Israel controlled border security in the West Bank.

Countering the Financing of Terrorism: The PA is a member of the Middle East and North
Africa Financial Action Task Force, a Financial Action Task Force-style regional body.

The Palestinian Financial Follow-Up (FFU) Unit is the PA’s financial intelligence unit. Banks
file suspicious transaction reports and currency transaction reports electronically through the
FFU computer system. In 2017, banks filed 118 STRs compared to 117 in 2016.

The Palestinian Monetary Authority (PMA) increased regulations and restrictions on the more
than 300 money changers in the West Bank. For example, the PMA increased the capital
requirement from US $250,000 to US $500,000 for money changers to register with the PMA
before they are allowed to operate. Additionally, the PMA imposed reporting requirements in
2017 on money changers for amounts over US $7,000. The PMA also required that money
changers have US $1 million in capital before the PMA will authorize international

transactions. Money changers in Gaza were licensed and regulated by Hamas. According to
business contacts in Gaza, Hamas does not impose reporting requirements on Gaza-based money
changers.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The PA’s Palestinian Broadcasting Company’s code
of conduct states it does not allow programming that encourages “violence against any person or
institution on the basis of race, religion, political beliefs, or sex.” Some official PA media
channels, as well as social media accounts affiliated with the ruling political movement Fatah,
have featured content praising or condoning acts of violence. Palestinian leaders did not always
publicly condemn individual terrorist attacks nor speak out publicly against members of their
institutions who advocated for violence. PA President Abbas maintained a public commitment
to non-violence, however.

The PA maintains control over the content of Friday sermons delivered in approximately
1,800 West Bank mosques to ensure that they do not endorse incitement to violence. Weekly,
the PA Minister of Awqaf and Religious Affairs distributed approved themes and prohibits
incitement to violence.

International and Regional Cooperation: The Palestinian Authority is an active member of
the Arab League and the Organization of Islamic Cooperation. In September 2017, the “State of
Palestine” acceded to INTERPOL despite Israeli objections. PA justice and security leaders
continued to participate in regional conferences and meetings to combat terrorism. PASF
personnel attended a variety of international training courses related to counterterrorism at
training facilities in Jordan, Europe, and the United States.

JORDAN
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Overview: Jordan remained a committed partner on counterterrorism and countering violent
extremism in 2017. As a regional leader in the Global Coalition to Defeat ISIS, Jordan played an
important role in Coalition successes in degrading the terrorist group’s territorial control and
operational reach. Although Jordan experienced a decrease in terrorist activity in 2017 compared
to the previous year, the country faced a continued threat posed by terrorist groups, both
domestically and along its borders. Jordanian security forces thwarted several plots and
apprehended numerous terrorists. Following several high-profile attacks in 2016, Jordan took
important steps to improve coordination among the security services for terrorism response
capabilities and prevented several terrorist attacks.

Jordan remained a target for terrorist groups (including ISIS and al-Qa’ida) for several reasons,
including its proximity to regional conflicts in Iraq and Syria, the state’s official rejection of
Salafi-Jihadi interpretations of Islam, and its membership in the Defeat-ISIS Coalition. Terrorist
entities continued to express interest in attacking soft targets, such as high-profile public events,
hotels, tourist sites, places of worship, restaurants, schools, and malls.

In June, the Border Guard Force engaged and killed three attackers on motorcycles attempting to
enter Jordan from Syria near the Rukban border camp.

Legislation, Law Enforcement, and Border Security: There were no significant changes since
2016 on counterterrorism legislation, law enforcement capacity, or the State Security Court
(SSC).

During 2017, Jordanian authorities took legal action against numerous individuals accused of
terrorism under Jordanian law, including rulings on previous years’ cases of terrorism. State
Security Court verdicts related to terrorism are published almost daily in local media. Among
the most notable cases is the conviction of several terrorists arrested in a preemptive 2016 raid on
a suspected ISIS safehouse in Irbid. The operation lasted 12 hours and resulted in the death of
one JAF officer and seven suspected terrorists. Some of the more prominent cases follow:

e On September 13, the SSC convicted 17 defendants of attempting to join terrorist
organizations including ISIS and al-Nusrah Front, and promoting the ideology of a
terrorist group. The sentences ranged between three and 15 year prison terms.

e On October 4, the SSC sentenced 11 people to hard labor ranging between three and five
years for promoting terrorist ideology and attempting to join terrorist groups. The court
also convicted two women of terrorist recruiting and promoting ISIS ideologies.

e On December 4, the SSC convicted five Syrians of aiding ISIS to carry out a 2016 car
bomb attack near the Rukban border camp, which killed seven Jordanian border guards.
One was sentenced to the death penalty, three to lifetime sentences of hard labor, and the
fifth was cleared of terrorism-related charges, but sentenced to two years imprisonment
for illegal entry and exit into the country. Four admitted receiving monthly payments
from ISIS. The defendant sentenced to death filmed the attack on his mobile phone and
shared the footage with ISIS.

e The SSC prosecuted several other individuals in 2017 for propagating ISIS ideology and
affiliation with a terrorist organization. Sentences for such cases typically ranged from
two- to 15-year prison terms.
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There were no significant changes on border security since 2016. The Jordan-Iraq border
crossing at Karama/Treybil reopened on August 30, 2017. Jordan conducts official screening of
travelers at Ports of Entry, including at airports, and uses biometric systems in line with
international standards.

Throughout 2017, Jordanian security services disrupted a number of terrorist plots in various
stages of operational planning. Examples included a proposed attack at the Marka Military
Airport in Amman with a suicide belt, a plot to down a U.S. aircraft at Marka with a
rocket-propelled grenade, proposed attacks on a military bus and tourist sites, and plans to
kidnap tourists at the Roman theater in downtown Amman.

A U.S. criminal complaint was unsealed in March charging Ahlam Aref Ahmad Al-Tamimi, a
Jordanian national in her mid-30s, with conspiring to use a weapon of mass destruction against
U.S. nationals outside the United States resulting in death. The charge is related to her
participation in an August 9, 2001, suicide bomb attack at a restaurant in Jerusalem that killed
15 people, including two U.S. nationals. Four other U.S. nationals were among the
approximately 122 others injured in the attack. Also unsealed was a warrant for Al-Tamimi’s
arrest and an affidavit in support of the criminal complaint and arrest warrant. Jordan’s courts
have ruled that their constitution forbids the extradition of Jordanian nationals.

The Department of State’s Antiterrorism Assistance (ATA) program provided four mentors for a
three-year program to support enhancing the Government of Jordan’s law enforcement
capabilities. One mentor was assigned to the Public Security Directorate’s Criminal
Investigation Department, one to its Forensics Lab, and two to its K-9 Unit.

Countering the Financing of Terrorism: Jordan is a member of the Middle East and North
Africa Financial Action Task Force, a Financial Action Task Force-style regional body, and is
also a member of the Coalition’s Counter-ISIS Finance Group. Jordan’s financial intelligence
unit, the Anti Money Laundering and Counter Terrorist financing Unit (AMLU Jordan), is a
member of the Egmont Group. There were no significant changes in Jordan’s countering the
financing of terrorism regime since 2016. The number of suspicious transaction reports received
by AMLU Jordan in 2017 was on track to exceed 2016, with 590 suspicious transaction reports
through November 29, compared to 602 in all of 2016. For further information on money
laundering and financial crimes, see the 2018 International Narcotics Control Strategy Report
(INCSR), Volume 11, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): King Abdullah II continued to promote his “Amman
Message” of 2004, calling for tolerance and peace within the Islamic community and rejecting
“wanton aggression and terrorism.” The Jordanian government’s CVE efforts included
counter-messaging and religious education, awareness-raising, and rehabilitation support for
former terrorists. Jordan worked with the UN Development Program to create a National
Strategy on Preventing and Countering Violent Extremism, with the goal of establishing roles
and responsibilities for government entities and promoting the involvement of non-governmental
organizations, civil society, and the private sector. The Jordanian government took steps to
centralize training of imams and messaging for Friday prayers in an effort to forestall what it
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viewed as radical versions of Islam. The Jordanian cities Karak and Zarga are members of the
Strong Cities Network.

International and Regional Cooperation: Jordan is a major non-North Atlantic Treaty
Organization ally and founding member of the Global Counterterrorism Forum (GCTF), is part
of NATO’s Mediterranean Dialogue, and is a member of the Arab League and the Organization
for Islamic Cooperation. Jordan co-chairs the GCTF Foreign Terrorist Fighter working group
with the United States.

In 2017, King Abdullah hosted international leaders for two sessions of the Agaba Process, a
forum he launched in 2015 to maintain international and regional cooperation in the fight against
terrorism. These meetings focused on Southeast Asia and West Africa.

Jordan hosted the meeting of the Small Group of the Global Coalition to Defeat ISIS on
November 15.

Jordan hosted and conducted training for Palestinian Authority Security Forces and Civil
Defense, in addition to other police forces from around the region.

KUWAIT

Overview: During 2017, the Government of Kuwait initiated new lines of effort as part of its
multi-agency endeavor to foster moderation and address violent extremism. New initiatives
included imam training and school outreach programs as well as a new TV channel targeting
demographics thought more susceptible to radicalization to violence. Kuwait took important
steps to implement the United Nations (UN) Security Council ISIL (Da’esh) and al-Qa’ida
sanctions regime, and joined both the Egmont Group and the Terrorist Financing Targeting
Center (TFTC), a U.S.-Gulf Cooperation Council(GCC) initiative announced during President
Trump’s May visit to Saudi Arabia. Despite continued efforts by ISIS to target Kuwait, there
were no terrorist incidents in its territory in 2017. Kuwait was an active partner in post-1SIS
stabilization and reconstruction efforts in Iraq. Kuwait also co-chaired and participated in
numerous meetings for the Global Coalition to Defeat ISIS. During the second U.S.-Kuwait
Strategic Dialogue, held in Washington, D.C. in September, Kuwait signed a counterterrorism
information-sharing arrangement aimed at deterring terrorist attacks and enhancing the bilateral
security partnership with the United States.

In July, the Kuwaiti Higher Authority for Communication established a new Directorate for
Cybersecurity, which it tasked, inter alia, with “fighting violent extremism.”

Legislation, Law Enforcement, and Border Security: There were no substantial changes in
counterterrorism legislation since 2016.

In April, authorities in the Philippines arrested and extradited to Kuwait a 40-year old Kuwaiti

ISIS foreign terrorist fighter. The Kuwaiti Public Prosecutor pressed charges of manufacturing
explosives and attempting to carry out terrorist attacks in Kuwait.
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In June, a criminal court sentenced to life an Egyptian expatriate for the attempted murder of
three U.S. military servicemen in October 2016. In the same month, the Court of Cassation
(Kuwait’s highest appeal’s court) upheld lower court imprisonment verdicts against three ISIS
members, including the group’s leader in Kuwait.

In June, the Court of Cassation issued appeal verdicts for the 26 suspects convicted of amassing
a large cache of ammunition, weapons, and explosives at a farm near the Iragi border in August
2015. The court commuted one of the two death sentences issued by the lower court. It
increased the sentences issued by the lower court against 19 defendants and upheld the acquittals
of the remaining appellants. In August, after weeks of speculation that 16 of the 19 appellants in
the case had escaped to Iran, Kuwaiti authorities announced their re-arrest and remand to prison
to begin serving their sentences.

In September, the Court of Appeals reduced the sentence from seven to five years imprisonment
of a 19-year-old Kuwaiti man convicted of plotting to bomb a Shia mosque and a police station
in 2016.

In October, the Public Prosecutor filed terrorism finance charges against three Syrian expatriates
in Kuwait for allegedly transmitting collected charitable donations to ISIS in Syria. Also in
October, the Appeals Court rejected a petition from UN-designated Kuwaiti terrorism financer
Jaber al-Jalahmah to unfreeze his assets.

During the course of 2017, the Ministry of Interior sent 35 of its law-enforcement personnel to
the United States to complete several short-term training programs as part of Kuwait’s efforts to
build its counterterrorism capacity.

In September, as part of the bilateral Strategic Dialogue, Kuwait and the United States expressed
their intent to expand their partnership in counterterrorism, including through the creation of a
security committee focused on improving the information exchange on foreign terrorist fighters.

Countering the Financing of Terrorism: Kuwait is a member of the Middle East and North
Africa Financial Action Task Force, a Financial Action Task Force (FATF)-style regional body,
and served as its president in 2017. Kuwait’s Financial Intelligence Unit became a member of
the Egmont Group in July 2017. Kuwait is also a member of the Defeat-ISIS Coalition’s
Counter-1SIS Finance Group.

In October, Kuwait joined the United States and GCC member countries in announcing 13
designations under each country’s respective domestic authorities of individuals and entities
affiliated with AQAP and ISIS-Yemen. This was the first such cooperative measure under the
newly established TFTC, which acts as an information sharing and coordinating body for the
Gulf countries’ terrorism financing efforts. Kuwait’s National Committee on Combating Money
Laundering and Terrorist Financing finalized its National Risk Assessment with the help of the
World Bank at the end of 2017.

The Central Bank of Kuwait implemented a “same business-day” turnaround policy for
implementing new UN terrorist financing-related sanctions, which has proven difficult for local
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bank compliance departments to achieve. Banks are now required to monitor UN sanctions lists
proactively as well those made domestically by the Ministry of Foreign Affairs.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): In October, the Ministry of Education started
implementing an eight-month program to fight “extremist ideologies” at all public schools
through teacher training and student counseling programs. As part of the government’s National
Plan to Reinforce Moderation, the Ministry of Information launched a youth-dedicated TV
channel with programming targeting audiences believed to be at higher risk of radicalization to
violence. The Ministry of Islamic Affairs started a training program for imams and sent teams to
social salons (diwaniyas) to engage attendees and detect the potential presence of radicalizing
influencers and recruiters.

The Kuwaiti government founded a dedicated bureau in the Ministry of Information to engage
youth on social media platforms. The bureau has established a presence on Twitter, Facebook,
Instagram, and SnapChat.

International and Regional Cooperation: In March, Kuwait hosted and co-chaired the
Defeat-ISIS Coalition’s Foreign Terrorist Fighters working group. More than 100
counterterrorism experts and diplomats from more than 40 coalition partners participated.
Kuwait went on to participate in nine meetings for various working groups of the Coalition in
Amman, Berlin, Copenhagen, London, Rome, Vienna, and Washington, D.C., throughout the
year. Additionally, Kuwait joined the International Cooperation Review Group meeting in Rome
in September to explore ways to stabilize the Syrian city of Ragqga after its liberation from

ISIS. Kuwait participated in two meetings for the FATF in Valencia, Spain and Buenos Aires, in
addition to hosting a third one in December. In July, the Kuwaiti government announced that it
would host an international donor conference for Iraq in early 2018. Kuwait is an active member
of the Arab League and the Organization of Islamic Cooperation. As a member of the GCC,
Kuwait has been playing a lead role in mediating the GCC dispute between Bahrain, Saudi
Arabia, and the United Arab Emirates over claims of Qatari support to terrorism.

LEBANON

Overview: Lebanon was a committed ally in the defeat-ISIS fight during 2017, and its ground
forces represented one of the most effective counterterrorism partners in the region. The United
States provided security assistance and training to the Lebanese Armed Forces (LAF), and
worked with Lebanon’s defense and law enforcement organizations, such as the Internal Security
Forces (ISF), to build its counterterrorism capabilities.

Terrorist groups operating in Lebanon included U.S. government-designated Foreign Terrorist
Organizations Hizballah, ISIS, Hamas, and the Abdullah Azzam Brigades. Hizballah remained
the most capable terrorist organization in Lebanon, controlling areas in the Bekaa Valley,
southern Lebanon, and south Beirut. Even though the Lebanese government reaffirmed its
official policy of disassociation in 2017, Hizballah continued its military role in Syria in support
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of the Syrian regime and admitted that it has a military presence in Iragq. Lebanon’s 12
Palestinian refugee camps, particularly the largest, Ain el-Helweh, remained outside the
jurisdiction of local security forces and posed a security threat due to potential militant
recruitment and terrorist infiltration.

In 2017, the Lebanese security forces sought to impede Sunni foreign terrorist fighter flow to and
from Syria and Iraqg via border security and counterterrorism operations, including increased
security measures at airports, border crossings, and ports to prevent the flow of ISIS and
al-Nusrah Front (ANF) fighters to Syria and Irag. In August, the Lebanese government was
involved in an arrangement that led to the departure of 4,800 al-Qa’ida-affiliated Syrian fighters
from Aarsal, Lebanon to Idlib, Syria, and 670 ISIS fighters from Raas Baalbek, Lebanon into
Syria. Lebanese President Michael Aoun declared “victory over terrorism” following an
August 2017 LAF campaign to expel ISIS militants along the Lebanese-Syrian border near
Aarsal. It was the LAF’s largest and most successful military operation in over a decade.
Lebanon is a member of the Global Coalition to Defeat ISIS, and participates in all four of the
Coalition’s civilian working groups.

2017 Terrorist Incidents:
e OnJanuary 21, Lebanese security forces thwarted an attempted suicide bomber at a
coffee shop in Beirut.
e On May 26, an ISIS-affiliated suicide bomber detonated an explosive vest, wounding
several Lebanese soldiers during a raid by Lebanese soldiers in Aarsal.
e OnJune 30, five suicide bombers and a sixth militant killed one civilian and wounded
seven Lebanese soldiers during a LAF raid on two Syrian refugee camps near Aarsal.

Legislation, Law Enforcement, and Border Security: Lebanon does not have a
comprehensive counterterrorism law, but several articles of Lebanon’s criminal code are used to
prosecute acts of terrorism. Lebanon’s confessional power-sharing system and Hizballah’s
restriction of access to areas under its control hinders implementation of these articles.
Hizballah’s political power make consensus on any anti-Hizballah legislation impossible.

The LAF, ISF, Directorate of General Security, and General Directorate of State Security are the
primary government agencies responsible for counterterrorism. The law enforcement capacity of
these agencies was overstretched due to the magnitude of terrorism-related threats. Although
inter-service cooperation was inconsistent, services took steps to improve information sharing
and were receptive to additional capacity building.

Department of State Antiterrorism Assistance (ATA) in 2017 focused on border security and
building law enforcement’s investigative and leadership capabilities. The Department of State
also provided assistance to improve ISF capabilities through a program that includes construction
of training facilities, establishment of a secure radio communications system, and the provision
of vehicles and protective gear. In 2017, the Department of State’s Counterterrorism
Partnerships Fund program planned to build on the ATA program and provide ISF with
assistance to further enhance its digital investigative capabilities.
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The LAF has primary responsibility for securing Lebanon’s borders and worked collaboratively
with other Lebanese security services to do so. Security services increased border security
measures to prevent the flow of ISIS and ANF fighters to Syria and Iraq, with an emphasis on
detecting counterfeit passports. The Directorate of General Security, under the Ministry of
Interior, controls immigration and passport services and collects biographic data for travelers at
the airport, but it does not collect biometric data at land borders. Lebanon collects and
disseminates Passenger Name Record data for commercial flights, and in 2017, began collecting
Advanced Passenger Information.

In addition to the major military victory in August to clear ISIS militants from the
Syrian-Lebanese border, the Lebanese security services disrupted multiple terrorist networks and
made several high profile arrests in 2017. On April 22, the LAF killed an ISIS leader and
detained 10 other suspected militants in Aarsal. On November 15, the army arrested Mustafa
al-Hujeiri, a senior Sunni extremist figure and cleric involved in the 2014 kidnapping of

30 Lebanese soldiers and policemen.

The United States maintained close ties with the Lebanese security services, both receiving and
providing support. Several individuals on the U.S. Federal Bureau of Investigation’s most
wanted list and the Department of State's Rewards for Justice are reportedly located in Lebanon.

Countering the Financing of Terrorism: Lebanon is a member of the Middle East and North
Africa Financial Action Task Force (MENAFATF), a Financial Action Task Force-style regional
body. The Central Bank of Lebanon’s financial intelligence unit, the Special Investigation
Commission (SIC), is a member of the Egmont Group. The SIC Secretary is the Vice-Chairman
worldwide of the Egmont Group. Lebanon is a member of the Counter-1SIS Finance Group
(CIFG), a working group of the Defeat-1SIS Coalition.

The Central Bank of Lebanon and members of the Association of Lebanese Banks reasserted
their commitment to fully implement the U.S. Hizballah International Financing Prevention Act
(HIFPA) of 2015, in accordance with Central Bank directives. They met frequently with

U.S. government officials to understand compliance and potential new auditing and reporting
requirements related to the proposed 2017 amendments to HIFPA.

Cooperation between the SIC and local enforcement authorities on terrorist financing cases
improved in 2017. During the first nine months of 2017, the SIC received 12 terrorism and
terrorism financing cases from local sources. During the same period, the SIC referred seven
terrorism financing cases to the General Prosecutor.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Several government institutions and civil society
organizations conducted CVE programs and messaging platforms. The UN Special Coordinator
for Lebanon continued to work with the prime minister’s office on advancing a ‘“National Action
Plan to Prevent Violent Extremism.” The LAF developed a comprehensive counter-messaging
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strategy that amplifies moderate voices and uses television spots, social media, billboards, and
SMS texts to counter terrorist narratives. The Lebanese cities Madjal Anjar, Saida, and Tripoli
are members of the Strong Cities Network.

International and Regional Cooperation: Lebanon supported counterterrorism efforts in
regional organizations and participated in counterterrorism finance programs as a member of the
Organization of Islamic Cooperation, the Arab League, and the Union of Arab Banks. In the
framework of MENAFATF and the Egmont Group, Lebanon offered training to regional peers in
international standards to combat terrorist financing. Lebanon voiced its commitment to
fulfilling relevant UNSCRs, including 1559 (2004), 1680 (2006), and 1701 (2006). The Special
Tribunal for Lebanon, an international body investigating the 2005 assassination of former
Prime Minister Rafiq Hariri, received Lebanon’s annual contribution of approximately US

$32.5 million in June. The LAF also partnered on security assistance initiatives with several
nations, most regularly with the United Kingdom.

LIBYA

Overview: Libya’s Government of National Accord (GNA) proved a reliable counterterrorism
partner in 2017, and worked closely with the United States to counter the spread of terrorist
groups such as IS1S-Libya and al-Qa’ida in the Islamic Maghreb (AQIM). While Libya has
made considerable progress against ISIS, including dislodging ISIS fighters from its stronghold
of Sirte in 2016, terrorist groups have taken advantage of political instability and limited
government presence in other parts of the country. Through coordination with the GNA, the
United States conducted periodic precision airstrikes on ISIS-Libya desert camps and AQIM
cells, degrading their numbers and displacing remaining elements to other areas both inside and
outside Libya. Toward the end of 2017, ISIS elements were in a position to carry out only local-
level operations. The GNA has also cooperated with the United States on the investigation of
suspected terrorists.

While Sirte had previously served as ISIS-Libya’s center of governance in Libya, ISIS-Libya
cells also existed in other areas of the country, including the eastern Libyan cities of Benghazi
and Darnah. The eastern Libya-based “Libyan National Army” (LNA) drove groups of ISIS and
other extremist fighters out of Benghazi as part of its campaign to gain control of Benghazi. The
LNA, led by General Khalifa Haftar and not aligned with the GNA, has expressed the desire to
rid Libya of terrorist groups.

Other terrorist organizations, including AQIM, maintained a presence in Libya. These groups
continued to take advantage of the political instability throughout the country, but efforts by
GNA-aligned forces, international partners, and the LNA have degraded terrorist capabilities in
some areas. AQIM has sought to establish a longer-term presence in Libya.

2017 Terrorist Incidents: ISIS-Libya and al-Qa’ida-aligned terrorists carried out dozens of
attacks throughout 2017. Methods included suicide bombers, vehicle-borne improvised
explosive devices (VBIED), ambushes, kidnappings, and targeted assassinations. The following
list details only a small fraction of the terrorist incidents that occurred.
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e On August 23 in al-Jufra, ISIS fighters killed 11 individuals and injured one during an
attack on a road checkpoint. The victims were either shot or beheaded.

e On October 4 in Misrata, two suicide bombers detonated explosives inside the Misrata
Courthouse killing four civilians and injuring dozens. Authorities discovered an
unexploded VBIED. ISIS claimed responsibility.

e On October 25 in Ajdabiya, two LNA soldiers were killed and four injured at a roadside
checkpoint. One victim was burned in his car and the other beheaded. ISIS claimed
responsibility.

Legislation, Law Enforcement, and Border Security: Libya lacks a comprehensive
counterterrorism law, although the Libyan penal code (under Title 2, Section 1, Chapter 1,
Article 170 and Title 2, Chapter 2, Article 207) criminalizes offenses that may threaten national
security, including terrorism, the promotion of terrorist acts, and the handling of money in
support of such acts. Libya has ratified the African Union’s (AU) Convention on the Prevention
and Combating of Terrorism, which requires states to criminalize terrorist acts under their
national laws.

The GNA has continued to support and seek international cooperation to combat ISIS. Neither
the GNA, nor factions in the east associated with the House of Representatives in Tobruk, has
produced a strategy to combat the terrorist threat. The GNA conducted internal consultations to
develop a counterterrorism strategy, but had not passed any legislation as of

December 31, 2017. In November 2017, the Presidency Council appointed a new
counterterrorism coordinator, who sits in the office of the prime minister, to coordinate among
Libyan counterterrorism stakeholders and with the international community.

A multitude of organizations under the GNA claimed counterterrorism responsibilities, such as
the Counterterrorism Unit, the Presidential Guard, the Central Investigations Division, General
Investigations Division, and the Libyan Intelligence Service. Due to the limited reach of these
organizations, however, they were not effective in deterring or reducing terrorist activities
beyond their localized areas of control. Libyan law enforcement personnel lacked clear
mandates and the capacity to detect, deter, respond to, or investigate terrorist incidents due to
continued political and security force fragmentation.

There were no reported terrorism-related prosecutions in 2017. In many parts of Libya, security
and law enforcement functions, including detention of terrorist elements, are provided by armed
groups rather than state institutions. National police and security forces are fragmented,
inadequately trained and equipped, and lack clear reporting chains and coordination
mechanisms. Security and law enforcement officials, including prosecutors and judges, have
been targeted in kidnappings and assassinations. Libya’s military forces are similarly weak and
fragmented. Formal security structures are often overmatched by non-state armed groups.

The Libyan government lacked a comprehensive border management strategy and was unable to
secure the country’s thousands of miles of land and maritime borders, enabling the illicit flow of
fuel, goods, weapons, antiquities, narcotics, migrants, and foreign terrorist fighters that pose
serious security challenges to the region. Libyan border security forces were generally poorly
trained and underequipped, and participated in illicit cross-border trade. Border security
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infrastructure has not been repaired or replaced in nearly a decade. Ongoing conflicts since 2011
have affected border security infrastructure along Libya’s border with Tunisia.

Security at Libya’s airports is minimal, with limited document screening, use of Passenger Name
Record systems, or biometric technology. Existing legislation outlining the responsibilities of
various government agencies in border management is vague and often contradictory, resulting
in ad hoc and poorly coordinated efforts. In November 2017, the International Organization for
Migration estimated there were more than 700,000 migrants in Libya.

Libya lacked the resources, manpower, and training to conduct sufficient maritime patrols to
interdict or dissuade illicit maritime trafficking and irregular migration, although Italy and the
European Union (EU) began training members of the Libyan Naval Coastguard to increase the
effectiveness of the organization.

In 2013, the Libyan Ministry of Justice signed a Declaration of Intent to facilitate law
enforcement cooperation with the United States on investigations, including that of the 1988 Pan
Am Flight 103 bombing. The GNA has cooperated in the investigation of terrorist attacks
against U.S. citizens and interests, including the September 2012 killing of

Ambassador Christopher Stevens and three other Americans at U.S. government facilities in
Benghazi.

The Department of State provided training in securing airports against the threat of terrorism,
which included preventive security measures consisting of access control, passenger and cabin
baggage screening, hold baggage screening, and air and mail cargo handling.

Countering the Financing of Terrorism: Libya is a member of the Middle East and North
Africa Financial Action Task Force, a Financial Action Task Force-style regional body. Libya is
also a member of the Counter-1SIS Finance Group, a working group of the Global Coalition to
Defeat ISIS. Libya adopted an Anti-Money Laundering and Combating the Financing of
Terrorism Decree-Law on October 24 and a regulation to implement UN Security Council
resolutions related to Terrorism and the Financing of Terrorism on November 1. For further
information on money laundering and financial crimes, see the 2018 International Narcotics
Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): There were no significant changes since 2016.

Regional and International Cooperation: Many international organizations and diplomatic
missions are reestablishing a presence in Tripoli after nearly all evacuated in 2014. Many other
countries and organizations maintain a permanent presence in Tunis, Tunisia, to conduct
diplomacy and outreach to Libya. The political conflict and limitations on the international
presence in Libya hindered counterterrorism cooperation. International assistance increased in
2017, including U.S. government-provided training on airport security and land border
management. Other border security initiatives, through the EU Border Assistance Mission, the
UN Development Program, and the UN Office on Drugs and Crime focused on improving
policing and criminal justice functions, and counterterrorism legislation and legal frameworks.
Libya is an active member of the Organization of Islamic Cooperation and the Arab League.
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MOROCCO

Overview: Morocco has a comprehensive counterterrorism strategy that includes vigilant
security measures, regional and international cooperation, and counter-radicalization policies. In
2017, Morocco’s counterterrorism efforts effectively mitigated the risk of terrorism, although the
country continued to face sporadic threats, largely from small, independent terrorist cells, the
majority of which claimed to be inspired by or affiliated with ISIS. During the year, authorities
reported a decrease in the number of terrorist-related arrests (186) for the first time since 2013.

Following the August attacks in Barcelona, Morocco assisted the Spanish investigation and
promised to expand cooperation to track terrorists of Moroccan origin radicalized abroad. The
government remained concerned about the threat posed by the return of Moroccan foreign
terrorist fighters (estimated at approximately 1,660) and their families. Morocco participates in
the Global Coalition to Defeat ISIS and, in September, renewed its term as co-chair of the Global
Counterterrorism Forum (GCTF) with the Netherlands.

Legislation, Law Enforcement, and Border Security: Morocco effectively investigates,
prosecutes, and sentences defendants charged under its comprehensive counterterrorism
legislation enacted in 2003 and expanded in 2015. The legislation is in line with UN Security
Council resolution (UNSCR) 2178 (2014).

Moroccan law enforcement units, coordinating with the Ministry of Interior, aggressively
targeted and effectively dismantled terrorist cells by leveraging intelligence collection, police
work, and collaboration with international partners. The Central Bureau of Judicial Investigation
(BC1J), which reports to the General Directorate for Territorial Surveillance and operates under
the supervision of the public prosecutor of the Court of Appeals, is the primary law enforcement
agency responsible for counterterrorism law enforcement.

The General Directorate for National Security has primary responsibility for conducting border
inspections at ports of entry such as Casablanca’s Mohammed V Airport. Law enforcement
officials and private carriers worked regularly with the United States to detect and deter
individuals attempting to transit illegally and to address watchlisted or mala fide travelers.
Moroccan airport authorities have excellent capabilities in detecting fraudulent documents, but
lacked biometric screening capabilities. In addition, police, customs officers, and Gendarmerie
Royal operate mobile and fixed checkpoints along the roads in border areas and at the entrances
to major municipalities. Moroccan naval and coast guard units monitor and patrol Morocco’s
extensive coastal waters, including the Strait of Gibraltar, to interdict illicit traffickers.

Morocco participated in a wide range of U.S.-sponsored programs to improve its technical and
investigative capabilities, including financial investigation, intelligence analysis, and
cybersecurity. Through the Trilateral Initiative funded by the Department of State’s
Antiterrorism Assistance program, Morocco and the United States continued to deliver critical
incident management training to African partners. In partnership with the Department of
Defense and the Defense Threat Reduction Agency, Morocco’s Royal Armed Forces are taking
tangible steps to protect critical infrastructure from cyber-attacks, control and protect logistical
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hubs, and ensure readiness to prevent or respond to a catastrophic chemical, biological or nuclear
terrorist attack.

Moroccan authorities reported disrupting a number of alleged terrorist cells throughout the year,
announcing that they had arrested 186 individuals and broken up nine cells planning to attack a
range of targets, including public buildings and tourist sites.

e In March, BCIJ dismantled a 15-person cell dispersed amongst 10 cities, which planned
to perpetrate attacks using explosives on soft targets and assassinate public and military
officials.

e In August, cooperating with Spanish counterparts, Moroccan authorities arrested two
suspects related to the Barcelona and Cambrils attacks, including one who was allegedly
planning to attack the Spanish Embassy in Rabat.

e In October, BCIJ dismantled a cell linked to ISIS in Fes, arresting 11 suspects and
uncovering a cache of guns, ammunition, knives, and explosive material at the alleged
leader’s house in Khouribga.

Countering the Financing of Terrorism: Morocco is a member of the Middle East and North
Africa Financial Action Task Force, a Financial Action Task Force (FATF)-style regional body.
Its financial intelligence unit (FIU), the Unité de Traitement du Renseignement Financier
(UTRF), is a member of the Egmont Group. Morocco criminalizes money laundering and
terrorist financing in accordance with international standards. Through November 2017, UTRF
received 350 suspicious transaction reports. It has signed memoranda of understanding
facilitating information exchange with regional FIUs, is working to update current legislation to
better implement the UN Security Council ISIL (Da’esh) and al-Qa’ida sanctions regime, and is
preparing a national risk assessment to inform more effective counter measures against terrorist
financing. For further information on money laundering and financial crimes, see the 2018
International Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and
Financial Crimes.

Countering Violent Extremism (CVE): Morocco has a comprehensive CVE strategy that
prioritizes economic and human development in addition to oversight of the religious sphere and
messaging. Morocco has accelerated its creation of education and employment initiatives for
vulnerable youth. To counter religious extremism, Morocco promotes its moderate interpretation
of the Maliki-Ashari school of Sunni Islam. The Ministry of Endowments and Islamic Affairs
has developed an educational curriculum for Morocco’s nearly 50,000 imams, as well as the
hundreds of African and European imams studying at Morocco’s international imam training
center in Rabat, which expanded its capacity to 1,800 students in 2017. In Fes, Morocco hosts
the Institute for African Islamic Religious Scholars, which brings together religious scholars
from more than 30 African countries to promote scholarship and to counter terrorist ideology.
Domestically, the royal Mohammedan League of Ulema (Rabita Mohammedia) counters
radicalization to violence by producing scholarly research, ensuring conformity in educational
curricula, and conducting youth outreach on religious and social topics.

In the prisons, the Department of State has supported General Delegation for Prison
Administration and Reintegration (DGAPR) efforts to modernize prison management, develop
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prisoner classification tools that keep terrorists segregated from the mainstream prison
population, and construct new more secure facilities. To rehabilitate returning foreign terrorist
fighters, the DGAPR worked closely with National Center for Human Rights and religious
leaders from Rabita Mohammedia. In August, the King pardoned 14 detainees following their
renunciation of terrorist views after their successful completion of the DGAPR’s rehabilitation
program.

The U.S. Agency for International Development (USAID) continued to address youth
marginalization in areas known for recruitment by terrorist organizations by helping youth stay
in school, develop skills, and become active in their communities. In addition, USAID’s
Community Oriented Policing Activity provided opportunities for dialogue that has resulted in
greater trust and a freer flow of information between police and communities.

International and Regional Cooperation: Morocco rejoined the African Union in 2017.
Morocco is a founding member of the GCTF and is a current co-chair. In 2017, Morocco was a
co-chair of the GCTF Foreign Terrorist Fighters working group with the Netherlands. The
United States and Morocco were co-leading the Initiative on Addressing Homegrown Terrorism
in partnership with the International Institute for Justice and Rule of Law (I1J). Morocco is a
member of the Global Initiative to Counter Nuclear Terrorism and the Proliferation Security
Initiative. In December, Morocco co-sponsored UN Security Council resolution 2396 on
returning and relocating foreign terrorist fighters. Morocco is an active member of the
Organization of Islamic Cooperation and the Arab League.

Morocco, a Major Non-North Atlantic Treaty Organization ally, is a stable security-exporting
partner that trains security, military, and law enforcement officials from sub-Saharan Africa and
participates actively in the 5+5 Defense Initiative to address Mediterranean security issues.
Morocco hosts the annual multilateral AFRICAN LION exercise and participates in multilateral
regional training exercises, such as the maritime-focused PHOENIX EXPRESS and
OBANGAME EXPRESS and the FLINTLOCK special operations exercise. Morocco is also an
active member of the Trans-Sahara Counterterrorism Partnership. Political disagreement
between Morocco and Algeria over the status of Western Sahara remained an impediment to
bilateral and regional counterterrorism cooperation in 2017.

OMAN

Overview: Oman is an important regional counterterrorism partner that actively worked in 2017
to prevent terrorists from conducting attacks or using the country as a safe haven. The Omani
government remains concerned about the conflict in Yemen and the potential for al-Qa’ida in the
Arabian Peninsula and ISIS-Yemen to threaten Oman’s land and maritime borders. Omani
officials regularly engaged with U.S. officials on the need to counter violent extremism and
terrorism, but rarely broadcast their counterterrorism efforts publicly. The Government of Oman
sought training and equipment from the U.S. government, commercial entities, and other
countries to support its efforts to control Omani land, air, and maritime borders. Oman also used
U.S. security assistance to improve its counterterrorism tactics and procedures. Oman is a
member of the Global Coalition to Defeat ISIS, the Saudi-led Islamic Military Counter Terrorism
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Coalition, as well as the Riyadh-based Terrorist Finance Targeting Center. The Government of
Oman issued a series of official statements condemning terrorist attacks in 2017.

Legislation, Law Enforcement, and Border Security: Royal Decree 8/2007 outlines specific
penalties, including the death penalty and life imprisonment, for various terrorist acts, including
establishment or leadership of a terrorist group, attempts to join a terrorist group, attempts to
recruit for a terrorist group, development of an explosive or weapon, or takeover of any mode of
transportation for purposes of terrorism.

Counterterrorism investigations, crisis responses, and border security capabilities were limited by
local capacity and a challenging operating environment due to Oman’s extensive coastline and
long, remote borders with Saudi Arabia and Yemen. Nevertheless, Oman had good interagency
communication and coordination among its many agencies that have counterterrorism
jurisdiction. The Sultan’s Special Forces and the Royal Oman Police (ROP) Special Task Force
are Oman’s primary counterterrorism response forces. The Omani Internal Security Service and
Royal Office also play key roles in securing Oman from terrorist threats. Omani authorities have
developed specific plans to prevent or respond to terrorist attacks against soft targets.

The Government of Oman recognized the need to improve its capabilities and took advantage of
U.S. counterterrorism and law enforcement training and assistance. In 2017, the ROP, Ministry
of Defense, Ministry of Foreign Affairs, Ministry of Legal Affairs, Ministry of Transportation
and Communication, and Ministry of Commerce and Industry participated in U.S. Export
Control and Related Border Security (EXBS) programs designed to enhance the government’s
interdiction capabilities at official ports of entry on land and at sea. A 10-week EXBS training
program helped the Government of Oman establish a port control unit at the Port of Sohar. The
port control unit, which will serve as a model at other Omani ports of entry, improves Omani
interagency collaboration by placing representatives from Omani agencies responsible for
interdiction into single units at each port.

Oman participated in the Department of State’s Antiterrorism Assistance program, which
included training on border security, exercise development, interdicting terrorist activities,
maritime security, fraudulent documents, medical skills, and crisis response. Omani security
officials representing the ROP, the Public Authority for Civil Defense and Ambulance, and a
number of civilian agencies participated in the training.

The Omani government sent senior military and civilian leaders to the Near East South Asia
Center for Strategic Studies and the George C. Marshall Center for counterterrorism study and
training.

The major deterrents to more effective law enforcement and border security are limited
resources, nascent Omani interagency coordination, and the need for continued training to
develop advanced law enforcement skills. Oman’s border with Yemen, which features rugged,
mountainous terrain, further challenges border security efforts. Despite these significant hurdles,
Omani authorities continued to make progress on the construction of a fence along the border
with Yemen to prevent illegal entry into Oman, and the Omani and U.S. governments continued
to engage in frequent border security-related training.
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Countering the Financing of Terrorism: Oman is a member of the Middle East and North
Africa Financial Action Task Force, a Financial Action Task Force-style regional body. Royal
Decree 30/2016, Oman’s countering the financing of terrorism (CFT) law, requires financial
institutions, private industry, and non-profit organizations to screen transactions for money
laundering or terrorist financin and requires the collection of know-your-customer data for wire
transfers. The CFT law also consolidates CFT authority within the National Center for Financial
Information and establishes the Center as an independent government entity. While progress has
been made, a number of gaps remain. These include completing the drafting and implementation
of certification procedures for anti-money laundering (AML) and CFT, issuing directives for the
immediate freezing and seizure of the assets of persons and entities on the UN sanctions list
under UN Security Council resolution 1267 (1999) and its successor resolutions, and designating
wire transfer amounts for customer due diligence procedures. In May, Oman joined the
Riyadh-based Terrorist Finance Targeting Center, along with all other Gulf Cooperation Council
countries and the United States. For further information on money laundering and financial
crimes, see the 2018 International Narcotics Control Strategy Report (INCSR), Volume I,
Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): Radicalization to violence in Oman was not
considered a significant threat during 2017. The full nature and scope of Oman’s initiatives to
address domestic radicalization and recruitment to violence were unclear, but it is believed that
Oman maintains tightly controlled and non-public initiatives to counter terrorist recruitment.

As he has done in prior years, the Grand Mufti of Oman, Sheikh Ahmed al-Khalili, called on all
Muslims to reject terrorism and promote tolerance in his popular and widely broadcast weekly
television program. The government also continued to promote an advocacy campaign titled
“Islam in Oman,” designed to encourage tolerant and inclusive Islamic practices. The project
highlighted the commonalities between Islam’s sects and between Islam and other

religions. A Ministry of Endowments and Religious Affairs program, “Tolerance,
Understanding, Co-existence — Oman’s Message of Islam,” was part of the government’s effort
to enhance interfaith dialogue.

International and Regional Cooperation: Oman participates in the U.S.-Gulf Cooperation
Council (GCC) Strategic Cooperation Forum, participated in the U.S.-GCC Riyadh summit in
May, and attended the Islamic Military Counter Terrorism Coalition meeting in November.
Oman regularly votes in favor of counterterrorism measures in the UN General Assembly, the
Arab League, and the Organization for Islamic Cooperation.

QATAR

Overview: The United States and Qatar significantly increased counterterrorism cooperation in
2017, under the Counterterrorism Memorandum of Understanding (MoU) signed by the
Secretary of State and Foreign Minister Mohammed bin Abdulrahman Al Thani in July. In the
MoU, Qatar and the United States set forth mutually accepted means of increasing information
sharing, disrupting terrorism financing flows, and intensifying counterterrorism activities. At the
November 8, 2017, U.S.-Qatar Counterterrorism Dialogue, the two governments affirmed the
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progress made on implementing the MoU and committed to expand bilateral counterterrorism
cooperation. Qatar is an active participant in the Global Coalition to Defeat ISIS, is active in all
Defeat-ISIS Coalition working groups, and has provided significant support in facilitating

U.S. military operations in the region. Qatar hosts approximately 10,000 U.S. servicemen and
women on two military installations critical to coalition efforts. Security services capable of
monitoring and disrupting terrorist activities have maintained the status quo. In June, Bahrain,
Egypt, Saudi Arabia, and the United Arab Emirates unexpectedly severed diplomatic ties with
and imposed sanctions on Qatar, alleging the government supported terrorist groups in the
region, among other purported grievances.

Legislation, Law Enforcement, and Border Security: In July, the Qatari government
promulgated Decree 11 of 2017, which amended the 2004 Law on Combating Terrorism. The
amendment set out definitions of terrorism-related activities, penalties for terrorism-related
offenses, and the establishment of a national designations list. In October, the U.S. government
led a workshop for relevant Qatari authorities on the planned establishment of a domestic
designations regime.

The State Security Bureau maintains an aggressive posture toward monitoring internal extremist
and terrorism-related activities. The Ministry of Interior (MOI) and Internal Security Force are
well-positioned to respond to incidents with rapid reaction forces that routinely engage in
structured counterterrorism training and exercises. The Office of Public Prosecution is tasked
with prosecuting all crimes, including any related to terrorism, and plays a significant role in
terrorism investigations. Qatar maintains an interagency National Anti-Terrorism Committee
(NATC) composed of representatives from more than 10 government agencies. The NATC is
tasked with formulating Qatar’s counterterrorism policy, ensuring interagency coordination,
fulfilling Qatar’s obligations to counter terrorism under international conventions, and
participating in multilateral conferences on terrorism. U.S. officials met regularly with the
chairman of the NATC to discuss implementation of the counterterrorism MoU and overall
counterterrorism cooperation.

As a result of the counterterrorism MoU, the United States and Qatar significantly increased
information sharing, including on identities of known and suspected terrorists. Aviation security
information sharing also increased, as new protocols were agreed to and established. During
2017, MOI authorities cooperated with DHS officials to enhance screening capabilities of the
approximately 50 million travelers that pass through Hamad International Airport each year.
U.S. technical assistance to Qatari law enforcement and judicial agencies increased, a result of
the counterterrorism MoU. The Departments of Justice, State, and the Treasury led a workshop
on domestic designations, while the FBI provided training on watchlists and terrorism financing
investigations and the Department of Justice provided two advisors for capacity building within
the Office of Public Prosecution. In February 2017, the Department of State and relevant Qatar
agencies established a framework for ATA program security-related training in 2017-2019.

In June, Qatar expelled six Hamas members, including Saleh al-Arouri, one of the founders of

the Izz al-Din al Qassam Brigades. Israel, in the past, has accused al-Arouri of plotting attacks in
the West Bank.
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Countering the Financing of Terrorism: Qatar is a member of the Middle East North Africa
Financial Action Task Force (MENAFATF), a Financial Action Task Force-style regional body.
In 2017, Qatar commenced preparations for the 2019 MENAFATF Mutual Evaluation, including
establishing an interagency task force, formalizing cooperation with the International Monetary
Fund, and intensifying coordination with U.S. counterparts. Qatar’s financial intelligence unit,
the Qatar Financial Information Unit, is a member of the Egmont Group. Qatar is a member of
the Defeat-ISIS Coalition’s Counter-ISIS Finance Group and the Terrorist Financing Targeting
Center (TFTC), a U.S.-Gulf Cooperation Council (GCC) initiative announced during President
Trump’s visit to Saudi Arabia in May 2017.

In 2017, Qatar passed updated terrorism financing legislation. Decree 11 of 2017 defined
terrorism financing-related activities, laid out penalties, and established a domestic designations
list. Qatari legislation requires the Office of Public Prosecution to freeze the funds of individuals
and organizations included on the UN Security Council ISIL (Da’esh) and al-Qa’ida sanctions
list. The Qatar Central Bank works with financial institutions to confirm asset-freezing
compliance with respect to these UN obligations.

Qatar deepened cooperation with the United States on combatting terrorism financing during
2017. In October, Qatar joined the United States and other TFTC countries in coordinated
domestic designations of individuals and entities associated with AQAP and ISIS-Yemen.

Two UN-designated financiers who were acquitted in a 2015-2016 trial were placed under arrest
and imprisoned in July 2017. The Qatari Attorney General initiated proceedings to appeal the
prior acquittals. Additionally, Qatari authorities also placed under arrest two other terrorism
financiers previously convicted in the 2015-2016 trial.

In July, Qatari authorities took sweeping measures to monitor and restrict the overseas activities
of Qatari charities, requiring all such activity to be conducted via one of the two approved
charities. Authorities also significantly increased procedures to monitor private donations. The
sector is overseen by the Regulatory Authority for Charitable Activities, in coordination with the
Central Bank and law enforcement agencies.

While the Government of Qatar has made progress on countering the financing of terrorism,
terrorist financiers within the country are still able to exploit Qatar’s informal financial system.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The core of Qatar’s CVE strategy remained intensive
investment in education through the 45 entities comprising the Qatar Foundation. This includes
Qatar campuses of six U.S. universities, as well as through its national university and the public
K-12 school system. The government is undertaking a review of its K-12 education system and
sought the input of U.S. academic institutions. The growing Qatar Foundation school system
follows an International Baccalaureate curriculum, which is grounded in liberal education
principles.
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A Qatari foundation, Education Above All (EEA), provided educational opportunities to
communities stricken by poverty or crisis, primarily in Africa, Asia, Latin America, and the
Middle East — impacting an estimated 10 million children worldwide since 2013. Reach Out to
Asia provided access to education for youth in that region. The EEA’s Al Fakhoora initiative
provided scholarships to Palestinian and Syrian youth. These and other EEA initiatives are
designed to facilitate understanding and education, and deter isolationist, xenophobic, and
extremist thought and ideology.”

Qatar continued its robust financial support for the Global Community Engagement and
Resilience Fund, and in December hosted its seventh annual Board Meeting. Qatar continued to
fund the Education for Justice Initiative, a CVE program focused on crime prevention and
criminal justice implemented by the UN Office on Drugs and Crime.

International and Regional Cooperation: Qatar is an active participant in the United Nations,
the Organization of Islamic Cooperation, and the Arab League on counterterrorism activities.
Qatar is also a founding member of the Global Counterterrorism Forum. Qatar was active in
GCC activities, but the Gulf dispute that broke out in June froze most GCC-wide engagements.
In December, Qatar co-sponsored UN Security Council resolution 2396 on returning and
relocating foreign terrorist fighters.

SAUDI ARABIA

Overview: Saudi Arabia continued to maintain a strong counterterrorism relationship with the
United States and supported enhanced bilateral cooperation to ensure the safety of both U.S. and
Saudi citizens within Saudi territories and abroad. The Crown Prince and Minister of Defense
Mohammed bin Salman vowed October 24 to return Saudi Arabia to a country of “moderate
Islam.” During President Trump’s visit to Saudi Arabia in May 2017, the two countries released
a Joint Strategic Vision Declaration announcing new initiatives to counter terrorist messaging
and disrupt the financing of terrorism. Saudi Arabia remained a key member and active
participant in the Global Coalition to Defeat ISIS.

On November 4, the Saudi government announced a revision of its Counterterrorism and
Counter Terror Financing Law (CT Law, detailed below) to reinforce its capacity to counter
terrorism. Saudi Arabia implemented the UN Security Council ISIL (Da’esh) and al-Qa’ida
sanctions regime. It expanded existing counterterrorism programs and messaging to address
returning foreign terrorist fighters and leveraged terrorist finance provisions of the new CT Law
to counter the funding of terrorist groups.

Saudi Arabia maintained a high counterterrorism operational tempo, made a number of highly
publicized arrests of alleged terrorist suspects, and disrupted active terrorist cells across the
Kingdom.

2017 Terrorist Incidents: On October 7, a terrorist conducted a small arms attack at one of the

entrances to Al-Salam Palace in Jeddah that resulted in the deaths of two Royal Guards and the
attacker. According to an official statement June 23, Saudi security forces thwarted a terrorist
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plot to carry out a major attack near the Grand Mosque in Mecca, resulting in the death of the
suicide bomber near the mosque and the wounding of five security officers and six bystanders
when the bomber blew himself up to avoid arrest.

On October 4, security officials released details of a counterterrorism operation targeting three
locations in Riyadh that resulted in a raid of a presumed makeshift suicide vest factory and
arrests or deaths of members of the suspected ISIS cell, who were reportedly in the final stages
of executing a plot against two Ministry of Defense targets.

Legislation, Law Enforcement, and Border Security: King Salman issued major decrees July
20 amending the organizational structure of the Ministry of Interior (MOI) and creating a new
independent domestic intelligence and counterterrorism authority called the State Security
Presidency (SSP). In October, the Saudi government also established the National Cyber
Security Authority to formalize its cybersecurity infrastructure and combat cyber threats. The
Saudi government announced an expansive new CT Law November 4, updating its 2014

law. Among the most significant aspects, the new law expands the range of activities defined as
“terrorist” crimes and transfers many of the counterterrorism authorities previously held by the
MOI to the SSP and the new Public Prosecutor’s Office. Human rights organizations have
asserted that the new law — like its predecessor — restricts freedom of expression and association
by establishing an overly broad definition of terrorism that is applied to nonviolent offenses,
including peaceful political or social activism.

On April 30, the Saudi government announced the arrest of 46 alleged militants belonging to a
terrorist cell in Jeddah on charges related to the July 2016 attacks near the Prophet’s Mosque in
Medina and the U.S. Consulate General in Jeddah.

Countering the Financing of Terrorism: Saudi Arabia is a member of the Middle East and
North Africa Financial Action Task Force, a FATF-style regional body. Its financial intelligence
unit, the Saudi Arabia Financial Investigation Unit, is a member of the Egmont Group. In 2017,
Saudi Arabia reaffirmed its commitment to countering terrorist financing in the Kingdom and the
Gulf region. Saudi Arabia, along with the United States, co-chairs the Terrorist Financing
Targeting Center (TFTC), a U.S.-Gulf Cooperation Council initiative announced during
President Trump’s visit to Saudi Arabia in May. In October, Saudi Arabia joined the

United States and the other TFTC member countries in jointly announcing designations against
individuals and entities supporting AQAP and ISIS-Yemen. The new CT Law aims to further
buttress the government’s effort to obtain full membership in FATF.

Earlier in the year, the Government of Saudi Arabia directed domestic authorities to impose
financial sanctions on individuals and entities providing support to or acting on behalf of
Hizballah. The Saudi Arabian Monetary Authority (SAMA, the Kingdom’s central bank)
suspended three leading money service businesses in late-September for deficient anti-money
laundering and countering the financing of terrorism (AML/CFT) controls.

While the Kingdom has maintained strict supervision of the banking sector, tightened the

regulation of the charitable sector, and stiffened penalties for financing terrorism, some funds are
allegedly collected in secret and illicitly transferred out of the country in cash, sometimes under
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the cover of religious pilgrimages. To address this issue, the Saudi government continued efforts
to counter bulk cash smuggling. Regional turmoil and the sophisticated use of social media have
enabled charities outside of Saudi Arabia with ties to terrorists to solicit contributions from Saudi
donors, but the government has worked to pursue and disrupt such funding streams.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Saudi Arabia continued to lay the groundwork for a
long-term CVE strategy. In April, the Center for Ideological Warfare, which operates under the
auspices of the Ministry of Defense, officially started operations designed to blunt ISIS’s
ideological appeal and counter terrorist messaging by discrediting “distortions” of Islamic
tenets. King Salman inaugurated the Global Center for Combating Extremist Ideology (or Etidal
in Arabic) in Riyadh May 21, further expanding efforts to counter terrorist messaging. President
Trump attended the Center’s inauguration.

Senior Saudi officials reinvigorated outreach with visits, including to the Vatican to meet with
Pope Francis September 20 and to the Grand Synagogue in Paris November 20, in an effort to
cultivate an image of greater tolerance with followers of other faiths. King Salman issued a
royal order on October 17 creating a religious center in Medina to scrutinize the written
collections of the Prophet Muhammad’s hadiths (sayings) for content that could be interpreted as
encouraging terrorism. The Saudi government expanded counter-radicalization programs
through the King Abdullah Center for National Dialogue to address the rising threat to youth
from recruitment efforts by groups like ISIS.

The Saudi government continued to modernize the educational curriculum, including revising
textbooks to eliminate teachings that may encourage intolerance of other peoples and religions.
While the Saudi government has reported progress, some textbooks continued to contain
teachings that promote intolerance. Saudi Arabia has also taken steps to rein in unauthorized
religious proselytization since April 2016, including restricting the authorities of the Committee
for the Promotion of Virtue and Prevention of Vice (the so-called religious police), tightening
control over Islamic charities, and restricting the ability of Saudi-based clerics to travel abroad
for proselytization without first obtaining Saudi government permission. The Saudi government
has also reiterated existing restrictions on the content of Saudi imams’ sermons, charitable
activities, and media appearances at home.

International and Regional Cooperation: Saudi Arabia continued to encourage greater
international coordination on counterterrorism issues. The Saudi government hosted
international conferences on subjects ranging from countering violent extremism to
cyber-terrorism. On May 21, participants of the Arab-Islamic-American Summit released the
Riyadh Declaration to demonstrate the close partnership between the leaders of the Arab and
Islamic countries and the United States to counter terrorism and terrorist ideology. In December,
Saudi Arabia pledged US $100 million to support the G-5 Sahel force to counter terrorism in
West Africa. Saudi Arabia is a founding member of the Global Counterterrorism Forum.
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Throughout the year, Saudi security professionals continued to participate in joint military and
counterterrorism programs around the world and with partners inside the Kingdom. The
Saudi-led Islamic Military Counter Terrorism Coalition (IMCTC), established in December
2015, hosted its Inaugural Meeting of the IMCTC Ministers of Defense Council on November 26
to address the ideological, financial, military, and media aspects of counterterrorism.

TUNISIA

Overview: The risk of terrorist activity in Tunisia remained high in 2017, including the
potential for terrorist attacks and the movement of arms and terrorists from neighboring
countries. In 2017, al-Qa’ida in the Islamic Maghreb (AQIM)-aligned Ugba bin Nafi’ Battalion
and IS1S-affiliated groups continued small-scale attacks against Tunisian security personnel.
Tunisian security forces improved, however, their ability to preempt terrorist activities. There
were no major terrorist attacks in Tunisia in 2017. The last terrorist attack on tourists occurred
on June 26, 2015.

The government has made counterterrorism a top priority, and Tunisia continued to cooperate
with the international community, including the United States, to professionalize its security
apparatus. U.S. security assistance to Tunisia grew in 2017, but Tunisia needs more time and
international support to complete the overhaul of its military and civilian security forces.

Instability in Libya has allowed terrorist groups, including ISIS, to continue cross-border
smuggling operations, although there were no reported terrorist attacks in 2017 originating from
Libya. The last major attack came in March 2016 in the border town of Ben Guerdan. The
disproportionate numbers of Tunisians who previously travelled to fight in Syria and Iraq — and
their potential return — remains a cause for concern.

2017 Terrorist Incidents: Terrorist organizations were active in Tunisia throughout the year
but there were no attacks against foreigners or civilians. There were also no large-scale attacks
against Tunisian security personnel. The list below highlights the most significant terrorist
incidents of 2017.

e On March 12, four motorcyclists attacked a security checkpoint in the Tunisian city of
Kebili, killing one guard. Two attackers were killed in the ensuing shootout and the two
remaining terrorists were captured. A Tunisian bystander assisted the police during the
attack by stopping one of the terrorists from reaching his motorcycle to detonate
explosives.

e On November 1, two policemen were attacked by a man wielding a knife outside
Parliament. One of the officers died November 2 from his wounds. The attacker was
apprehended shortly after the assault. ISIS claimed responsibility for the attack.

e On November 6, three Tunisian soldiers were wounded by explosive devices planted by
terrorists on Mt. Chaambi.

Legislation, Law Enforcement, and Border Security: There has been significant

improvement in protecting tourism zones. The collaboration and cooperation between security
forces, private security, and hotel staff has notably improved with training provided by
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international partners. As a result of significant improvements in soft target, aviation and
maritime security, the United Kingdom and other European governments removed their travel
restrictions for Tunisia. In addition, the return of cruise ship tourism and increasing volume at
major tourist sites are preliminary indications of the successful application of proactive
preventative measures throughout Tunisia.

Border security remained a priority, and interdiction and border security capabilities have
improved as a result of international support through training and equipping of Tunisian border
forces. Tunisia has received support from Germany and the United States to install electronic
surveillance equipment to augment Tunisian-built berms along its border with Libya.

The government’s counterterrorism efforts have expanded considerably in the last year, with
successful weapons seizures, arrests, and operations against armed groups throughout the
country. Significant law enforcement actions and arrests included:

e On April 30, Tunisian security forces killed Algerian terrorist Abu Sufian al-Sufi during
an operation in Sidi Bouzid.

e On May 31, weapons and equipment were seized in a terrorist camp during a military
operation on Mount Sammama in Kasserine governorate. The armed forces seized a
Kalashnikov, 90 cartridges, equipment to manufacture explosives, and six landmines.

e On November 28, Tunisian military units engaged a group of terrorists in the Kasserine
Mountains, Killing terrorist Yahya Argoubi, alias Abi Talha, whom the Ministry of the
Interior described as one of the most wanted terrorists in Tunisia.

Tunisian security personnel continued to participate in the Department of State’s Antiterrorism
Assistance (ATA) program and additional training funded through the Department of State’s
Counterterrorism Partnerships Fund (CTPF). Ministry of Interior personnel received ATA/CTPF
training in the areas of tactical crisis response, counterterrorism investigations, protection of soft
targets, the mitigation of improvised explosive devices and other explosive ordnance disposal
threats, and command and control. Primary intervention operational units were granted tactical
and enabling equipment. Department of State programs supported improved quality and access
to justice, training for and implementation of new criminal codes, improved prison functionality,
and other training and assistance for the Ministry of Justice. In close collaboration with the
MOI, the Department of State is implementing a US $12 million new police academy
modernization project that includes curriculum development. U.S. programs also provided the
Ministries of Interior and Justice with armored vehicles, ambulances, surveillance cameras, and
other equipment to enhance internal and border security. The Tunisian Armed Forces consider
counterterrorism and border security their principal mission, and they have successfully
employed U.S.-funded patrol craft, vehicles, weapons, and training in border security and
counterterrorism operations.

Countering the Financing of Terrorism: Tunisia is a member of the Middle East and North
Africa Financial Action Task Force, a Financial Action Task Force (FATF)-style regional body,
and the country’s Tunisian Financial Analysis Committee intelligence unit is a member of the
Egmont Group. While Tunisia has endeavored to implement anti-money laundering and
countering the financing of terrorism (AML/CFT) mechanisms, FATF categorized the country as
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having strategic deficiencies in November. Tunisia developed an action plan to address these
gaps. Itincluded: (1) implementing risk-based supervision of the financial sector and
integrating designated non-financial businesses and professions into the AML/CFT regime; (2)
maintaining comprehensive commercial registries and strengthening penalties for transparency
violations; (3) increasing the efficiency with which CTAF processes suspicious transaction
reports ; (4) establishing a terrorism-related targeted financial sanctions regime; and (5)
establishing WMD-related targeted financial sanctions. For further information on money
laundering and financial crimes, see the 2018 International Narcotics Control Strategy Report
(INCSR), Volume I1, Money Laundering and Financial Crimes.

Countering Violent Extremism (CVE): Tunisia made a concerted effort to improve
socioeconomic conditions in the country through economic development and education programs
to prevent conditions that terrorists can exploit for recruitment. The government also attempted
to prevent the radicalization of Tunisians by minimizing their exposure to inflammatory rhetoric
in mosques by replacing imams deemed extremist, although local populations in several cases
resisted the changes. The National Counterterrorism Strategy reportedly expanded the fight
against terrorism to all ministries, including those that focus on culture, education, media, and
religious affairs, and assigned each ministry concrete actions to accomplish. Tunisia is a
founding member of the Strong Cities Network.

International and Regional Cooperation: Tunisia participates in multinational and regional
efforts to counter terrorism, such as those at the United Nations, the Arab League, the Global
Counterterrorism Forum (GCTF), and the African Union. It is a founding member of the
GCTF-inspired International Institute for Justice and the Rule of Law (11J), and it participated in
numerous I1J trainings and workshops focused on improving criminal justice actors’ capacity to
prevent and address terrorism-related crimes. In December, Tunisia co-sponsored UN Security
Council resolution 2396 on returning and relocating foreign terrorist fighters.

Tunisia is an active member of the Trans-Sahara Counterterrorism Partnership, a U.S. multi-year
interagency regional program aimed at building the capacity of governments in the Maghreb and
Sahel to confront terrorist threats. Tunisia is also part of the Security Governance Initiative.
Tunisian authorities continued their coordination on border security with Algerian counterparts.

UNITED ARAB EMIRATES

Overview: The United Arab Emirates (UAE) did not experience any terrorist attacks in 2017.
The UAE government continued to prosecute numerous individuals for terrorism-related
offenses.

In line with previous years, the UAE government continued its collaboration with U.S. law
enforcement on counterterrorism cases; its membership in the Global Coalition to Defeat ISIS;
and support for counter messaging and countering violent extremism platforms, such as the
Sawab and Hedayah Centers, respectively. The UAE government remained co-chair of the
Coalition Communications working group along with the United States and the United Kingdom
(UK).

160


http://www.state.gov/j/inl/rls/nrcrpt/index.htm
http://www.state.gov/j/inl/rls/nrcrpt/index.htm
http://www.intelink.sgov.gov/wiki/Middle_East_and_North_Africa_Terrorism_Reports#United_Arab_Emirates#United_Arab_Emirates

The government’s security apparatus continued monitoring suspected terrorists in the UAE and
foiled potential terrorist attacks within its borders. UAE customs, police, and other security
agencies improved border security and worked together with financial authorities to counter
terrorist finance. UAE government officials worked closely with their U.S. law enforcement
counterparts to increase the UAE’s counterterrorism capabilities.

The UAE continued to deploy forces in Yemen to counter al-Qa’ida in the Arabian Peninsula
(AQAP) and ISIS, and support local forces in counterterrorism operations.

Legislation, Law Enforcement, and Border Security: In 2017, the UAE continued to
prosecute numerous individuals in terrorism-related cases using existing legislation. There were
no changes to counterterrorism legislation in the calendar year. International human rights
non-governmental organizations and activists have asserted the UAE uses its counterterrorism
and cyber-crime laws as cover to pursue cases against peaceful political dissidents and activists.

The State Security Directorate (SSD) in Abu Dhabi and Dubai State Security (DSS) remained
primarily responsible for counterterrorism law enforcement efforts. Local, emirate-level police
forces, especially Abu Dhabi Police and Dubai Police, were frequently the first responders in
such cases and often provided technical assistance to SSD and DSS, respectively. Overall, the
UAE security apparatus demonstrated capability in investigations, crisis response, and border
security, and forces were trained and equipped to detect, deter, and respond to terrorist incidents.

According to press reports, the Court of Appeal examined more than a dozen new
terrorism-related cases in 2017 and the Federal Appeal Court’s State Security Court retried a
number of high-profile cases from 2016. The Federal Supreme Court upheld life sentence
verdicts issued by the lower Court for two Emiratis convicted of terrorism-related activities in
two separate cases, one of which involved the targeting of a U.S. citizen. Most cases involved
defendants accused of promoting or affiliating with UAE-designated terrorist organizations,
including ISIS, AQAP, al-Nusrah Front, Hizballah, and the Muslim Brotherhood.

As in previous years, the Government of the UAE worked closely with the United States,
through the U.S. Department of Homeland Security (DHS), to improve its border security
posture. Law enforcement information sharing between Abu Dhabi Police’s Criminal
Investigations Division and DHS Homeland Security Investigations helped counter transnational
criminal organizations and terrorist groups. UAE points of entry used an internal name-based
watchlist system populated by local immigration, deportation, corrections, and security agencies
to identify individuals who were prohibited from entering the country or were sought by UAE
authorities. Some human rights organizations claimed that activists, academics, and journalists
who had written critically about UAE policy were included on such lists and barred from

entry. INTERPOL and Gulf Cooperation Council (GCC) watchlists were incorporated into the
UAE’s internal watchlist.

Countering the Financing of Terrorism: The UAE is a member of the Middle East and North

Africa Financial Action Task Force, a Financial Action Task Force-style regional body. The
UAE’s financial intelligence unit, the Anti-Money Laundering and Suspicious Cases Unit, is a
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member of the Egmont Group. The UAE also participates in the Coalition’s Counter-I1SIS
Finance Group.

The UAE remained a regional and global financial and transportation hub, and terrorist
organizations exploited it to send and receive financial support. Operational capability
constraints and political considerations sometimes prevented the government from immediately
freezing and confiscating terrorist assets absent multilateral assistance. The UAE requires
financial institutions and designated non-financial businesses and professions to review and
implement the UN Security Council ISIL (Da’esh) and al-Qa’ida sanctions regime on a
continuous basis.

Except for free trade zones (FTZs) specifically established for financial activities, which were
well-regulated, the UAE’s numerous FTZs varied in their compliance with and supervision of
anti-money laundering and countering the financing of terrorism (AML/CFT) international best
practices. Exploitation by illicit actors of money transmitters, including licensed exchange
houses, hawalas, and trading firms acting as money transmitters, remained a significant concern.

The UAE continued its efforts to enhance its regulatory measures to strengthen its domestic
AML/CFT regime and was increasingly willing and able to implement its laws and regulations.
In May, the UAE joined the United States and other GCC countries to create the Terrorist
Financing Targeting Center in Riyadh, Saudi Arabia. In October, the UAE jointly designated
several individuals and entities associated with AQAP and ISIS-Yemen in coordination with
other TFTC members.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume 11, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): The UAE government continued to support Hedayah,
the International Center of Excellence for Countering Violent Extremism, and the Sawab Center,
a collaborative partnership with the United States to amplify credible voices to counter terrorist
messaging online. The government separately worked to amplify credible alternative narratives
by supporting the annual Forum for Promoting Peace in Muslim Societies and the Muslim
Council of Elders. Through the General Authority of Islamic Affairs and Endowments, the
government continued to regulate all mosque sermons and religious publications to “instill the
principle of moderation in Islam.” In September, the UAE began implementing compulsory
moral education classes for public and private school students in all grades, in an effort to
promote religious tolerance and counter violent tendencies in youth.

Prominent UAE officials and religious leaders continued to publicly criticize and highlight the
dangers of terrorist narratives. In addition, in an October cabinet reshuffle, the position of
Minister of State for Tolerance was elevated to become Minister of Tolerance. Through this
ministry, the government continued to promote interfaith engagement and dialogue.

International and Regional Cooperation: The UAE was a vocal and active participant in
counterterrorism efforts at both the regional and international levels. The UAE signed a
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memorandum of understanding with the European Union Parliament expressing the country’s
commitment to combat terrorism around the world. It also continued to play a role in global
counterterrorism efforts through its training of Somali forces and deployment in Yemen, to
counter terrorist organizations such as al-Shabaab, AQAP, and ISIS-Yemen. In December, the
UAE co-sponsored UN Security Council resolution 2396 on returning and relocating foreign
terrorist fighters. The UAE is also a founding member of the Global Counterterrorism Forum,
and until September, was co-chair with the UK of its Countering Violent Extremism working

group.

YEMEN

Overview: Throughout 2017, al-Qa’ida in the Arabian Peninsula (AQAP) and ISIS-Yemen
have continued to exploit the political and security vacuum created by the ongoing conflict
between the Yemeni government under President Abd Rabu Mansour Hadi and Houthi-

forces. A Saudi-led coalition of 10 member states continued its air campaign to restore the
legitimacy of the Republic of Yemen Government (ROYG) that started in March 2015. The
ROYG, in partnership with the Saudi-led Coalition, controlled the majority of Yemeni territory
at the end of 2017, including the population centers of Aden, Mukalla, Ta’izz, and Al Ghaydah.
Houthi forces controlled the capital of Sana’a. AQAP’s area of influence has increased since the
onset of the civil war.

The ROYG under President Hadi cooperated with the U.S. government on counterterrorism
efforts. However, because of the instability and violence in Yemen, the ROYG cannot
effectively enforce counterterrorism measures. A large security vacuum persists, which gives
AQAP and ISIS-Yemen more room to operate. Counterterrorism gains in 2017 removed several
key leaders and decreased AQAP’s freedom of movement, but AQAP and ISIS-Yemen continue
to carry out terrorist attacks throughout government-held territory. In southern Yemen, UAE
forces continued to play a vital role in counterterrorism efforts.

ISIS-Yemen remained considerably smaller in size and influence compared to AQAP, but
remained operationally active. 1SIS-Yemen attacks increased in late 2017, exploiting the
tenuous security environment in Aden. The United States conducted successful airstrikes against
two ISIS-Yemen training camps — its first against the group — in October 2017.

2017 Terrorist Incidents: AQAP and ISIS-Yemen terrorists carried out hundreds of attacks
throughout Yemen in 2017. Methods included suicide bombers, vehicle-borne improvised
explosive devices (VBIEDs), ambushes, kidnappings, and targeted assassinations. The following
list details only a small fraction of the incidents that occurred:

e On March 27, government forces killed an AQAP suicide bomber driving a VBIED
directed at a local government compound in al-Houta, southern Yemen. After
neutralizing the VBIED, security forces clashed with militants who were dressed in
military uniforms and armed with automatic weapons. Six security personnel and five
attackers died in the fighting.

e On November 5, ISIS-Yemen launched an attack on the Criminal Investigation
Department (CID) building in the Khormaksar district of Aden. An ISIS militant
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detonated a VBIED outside the building, followed by armed men storming the facility.
The car bomb and ensuing clashes killed at least 15 people, mostly Yemeni security
personnel.

e On November 14, ISIS-Yemen detonated a car bomb in a suicide mission targeting forces
in Aden, Sheikh Othman district, killing at least six people and causing scores of injuries.
ISIS-Yemen claimed responsibility for the attack, naming the suicide bomber as Abu
Hagar al-Adani, a Yemeni national.

Legislation, Law Enforcement, and Border Security: There have been no significant changes
in legislation, law enforcement, or border security in Yemen since 2016. Yemen does not have
comprehensive counterterrorism legislation and no progress was made due to the state of unrest
and the fact that most of Yemen’s government remains in exile outside of Yemen. Due to a lack
of resources and organization, police forces throughout the country struggle to exert authority.

Draft counterterrorism legislation has been pending in the parliament since 2008. This
legislation has remained at a standstill due to the lack of a legitimate parliament. Prior to the
political instability in the capital, the draft was under review by the three parliamentary
subcommittees responsible for counterterrorism law issues (Legal and Constitutional Affairs;
Security and Defense; and Codification of Sharia Law). This law would facilitate the detention
of suspects and include mandatory sentencing for a number of terrorism-related crimes. There
have been no clear moves to implement legal structures compliant with UN Security Council
resolution (UNSCR) 2178 (2014), relating to countering foreign terrorists, due to the ongoing
conflict. There are limited commercial flights operating out of airports in Yemen and the
government did not have the capacity or resources to implement UNSCR 2309 mandates on
aviation security.

Prior to March 2015, the National Security Agency and President’s Office drafted a National
Counterterrorism Strategy. This draft was reviewed by a Ministerial Committee, but the
committee was unable to finalize its task due to developments in the country. Therefore,
Yemen’s National Counterterrorism Strategy had not been officially adopted or implemented by
the end of 2017.

Yemen employs the U.S.-provided Personal Identification Secure Comparison and Evaluation
System (PISCES) in an effort to secure borders and identify fraudulent travel documents. In
consultation with the ROYG, the United States relaunched in December 2017 bilateral
discussions to upgrade and expand PISCES in ROYG-controlled areas. In spite of the conflict,
Yemen has been able to maintain traveler screening at a limited number of points of entry.

In past years, the Yemeni government’s coast guard played a critical role in interdicting weapons
and other illegal materials destined for Yemen-based terrorist groups, although Yemen’s
maritime borders remained extremely porous due to a lack of capacity. The central southern
coast remains highly vulnerable to maritime smuggling of weapons, materials, and goods used to
sustain AQAP and other terrorist activities. During 2017, the United States planned multiple
training courses for coast guard personnel. These courses, funded by the State Department’s
Export Control and Related Border Security (EXBS) Program, provided hands-on training to
conduct illicit weapons interdiction operations at sea and in port, focusing on conventional
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weapons, explosives, ammunition, MANPADS, ballistic missile components, and WMD
materials. U.S. partners provided training and technical assistance in a number of
counterterrorism-related areas, although the conflict hampered in-country efforts in 2017.

Countering the Financing of Terrorism: Yemen is a member of the Middle East and North
Africa Financial Action Task Force (MENAFATF), a Financial Action Task Force-style regional
body. These measures are the first coordinated effort under the Terrorist Financing Targeting
Center (TFTC), co-chaired by the U.S. and Saudi Arabia. Due to a lack of judicial capacity and
territorial control, the Yemeni government is unable to unilaterally implement UN Security
Council resolutions related to terrorist financing. After Houthi forces occupied the Sana’a-based
Central Bank of Yemen in 2015, the government moved the bank’s headquarters to Aden in
September 2016.

For further information on money laundering and financial crimes, see the 2018 International
Narcotics Control Strategy Report (INCSR), Volume Il, Money Laundering and Financial
Crimes.

Countering Violent Extremism (CVE): Due to the conflict in Yemen, the ROYG had no CVE
initiatives. Before hostilities escalated in 2014, the government-developed Comprehensive
National Counterterrorism Strategy included social measures to raise awareness of the causes
and consequences of terrorism and a planned de-radicalization center based on the Mohammed
bin Nayef Counseling and Care Center. As noted previously, the Houthi coup halted the
implementation of these measures.

International and Regional Cooperation: The ROYG continued to cooperate with and be
advised by the Gulf Cooperation Council, the United States, and other donor countries as it
focused on working towards a peaceful solution to the conflict. Despite the challenges, the
ROYG remained an international partner as it worked to reestablish rule of law within the
territory it holds. Along with the United States and the Kingdom of Saudi Arabia, Yemen
developed the Yemen Security Working Group in 2017. The working group includes high-level
military and diplomatic representatives from the three member states, which have developed
several cooperative capacity-building initiatives for Yemeni military and security forces,
particularly regarding border security and border management. Yemen also belongs to the
Organization of Islamic Cooperation and the Arab League.

SOUTH AND CENTRAL ASIA

Overview

Although al-Qa’ida (AQ) in Afghanistan and Pakistan has been seriously degraded, remnants of
AQ’s global leadership, as well as its regional affiliate al-Qa’ida in the Indian Subcontinent
(AQIS), continued to operate from remote locations in the region that historically have been
exploited as safe havens. Afghan and Pakistani forces continued to contest AQ’s presence in the
region, and Pakistan’s military operations in the Federally Administered Tribal Area (FATA)
further degraded the group’s freedom to operate. Pressure on AQ’s traditional safe havens has
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constrained its leadership’s ability to communicate effectively with affiliate groups outside of
South Asia.

Afghanistan continued to experience aggressive and coordinated attacks by the Afghan Taliban,
including the affiliated Haggani Network (HQN) and other insurgent and terrorist groups. A
number of these attacks were planned and launched from safe havens in Pakistan. Afghan
National Defense and Security Forces (ANDSF) retained full responsibility for security in
Afghanistan. In partnership, the ANDSF and Coalition Forces took aggressive action against
terrorist elements across Afghanistan, including against ISIS’s formal branch in the region,
Islamic State’s Khorasan Province (ISIS-K).

While terrorist-related violence in Pakistan is down from levels prior to 2014, when Pakistan
began its military operations in the FATA, the country continued to suffer significant terrorist
attacks, particularly against vulnerable civilian and government targets. The Pakistani military
and security forces undertook operations against groups that conducted attacks within Pakistan,
such as Tehrik-e-Taliban Pakistan. The Pakistani government pledged support to political
reconciliation between the Afghan government and the Afghan Taliban but did not restrict the
Afghan Taliban and HQN from operating in Pakistan-based safe havens and threatening U.S. and
Afghan forces in Afghanistan. Pakistan did not take sufficient action against other externally
focused groups such as Lashkar e-Tayyiba (LeT) and Jaish-e-Mohammad (JeM) in 2017, which
continued to operate, train, organize, and fundraise in Pakistan. Pakistan detained Hafiz Saeed,
the leader of LeT and its front organization Jamaat ud-Dawa (JuD) in January 2017, but a
Pakistani court ordered Hafiz Saeed released from house arrest in November 2017.

ISIS-K remained active in 2017, although counterterrorism pressure from Afghan and Coalition
Forces, and battles with the Afghan Taliban, removed large numbers of fighters from the
battlefield and restricted the group’s ability to control territory in Nangarhar province in eastern
Afghanistan. Nevertheless, the group was able to conduct a number of high profile, mass-
casualty attacks in both Afghanistan and Pakistan and expanded its territory in provinces in
eastern and northern Af